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INTRODUCTION 

The introduction of a new Academic Makerspace at 
the New Jersey Institute of Technology’s Newark 
College of Engineering presents a strong need for a user 
authentication/safety system in the space. The system is 
designed as a machine companion device and 
accompanying database for storing user, usage, and 
access control information. The design of the system is 
divided into three main areas: electrical, mechanical, 
and software. 

 
SYSTEM AND SAFETY OVERVIEW 

The goal of the Makerspace Machine Access 
Control (MMAC) system is to ensure safe use of 
equipment found in the NJIT Makerspace. This goal is 
accomplished with three distinct steps: by the 
requirement of all users to complete safety and use 
training for each piece of equipment, by development of 
a safety and responsibility based culture, and by 
avoiding user fatigue. 

While a machine is scheduled for use, the NJIT 
MMAC device scans an ID card to identify the user and 
check against the database for safety and use training 
and for supervisor approval. Next, one or more short 
questions are presented to ensure the user has taken 
proper steps to safely prepare the machine and 
workspace before use. As long as a facility supervisor is 
present in the Makerspace, the user then confirms 
readiness to power the machine. If no facility supervisor 
is present, the user is able to utilize our Buddy System 
to ensure another safety-trained peer supervises machine 
use. The system powers the machine for a reasonable 
duration based on a defined value in the database, and 
displays a countdown timer showing remaining machine 
power time. This time limit is imposed to encourage 
short breaks to limit user fatigue.  

Additionally, the NJIT MMAC system logs all 
machine use times and durations in the MMAC server’s 
database. In addition to providing metrics about 
makerspace usage, this allows for automated calculation 
of 3D Printer use costs based on time spent printing.  

ELECTRICAL COMPONENT 
A fundamental component of the MMAC is the 

electrical system, which has two core responsibilities: to 
prevent unauthorized use of a piece of equipment and to 
monitor device usage. The system communicates with 
the NJIT MMAC database to retrieve user access 
information and store usage data. 

The central computing unit of the Makerspace 
machine access device is a Raspberry Pi 3 B+, which 
uses the onboard ethernet connection to communicate 
with the database. Serial and General Purpose 
Input/Output (GPIO) capabilities are used to drive and 
monitor the various devices within the system to control 
the user interface, machine usage monitoring, and 
power control system. 

The user interface for the MMAC device consists 
of an OLED monochrome display driven by Serial 
Peripheral Interface and an array of membrane switch 
buttons connected with GPIO.  

The power control system for the MMAC device is 
a relay controlled by GPIO to provide software 
(authentication) control over the flow of power to a 
machine. Manual override is made possible by an 
additional key-switch-based system utilizing hardwired 
logic gates in case of software malfunction or server 
outage. 

Finally, the usage-monitoring system utilizes a 
PCB-mount current-to-voltage transformer, which 
provides an analog signal indicating machine current 
draw. This is used to extrapolate machine usage and 
standby time for always-powered machines. 

The combination of these electrical systems create a 
reliable data collection and safety system with hardware 
fallbacks in case of any software malfunction. 



 
Fig. 1: MMAC Device PCB Render 

 
SOFTWARE COMPONENT 

The software component of the NJIT MMAC 
system includes both the client-side application on the 
NJIT MMAC device and the NJIT MMAC server 
running on a local virtual machine. 

The client-side application, completely written in 
C++, interacts with various sensors, renders a text based 
user interface (UI) on the OLED display, and 
asynchronously communicates with the NJIT MMAC 
server. The on-board devices that the client interacts 
with include the display, a HID contactless card reader, 
four input buttons, and an LED stack light indicator. 
The display is driven from an in-memory buffer that can 
be manipulated by each UI state. The buffer is 
represented as monochrome pixel values and double 
alpha values, allowing for standard alpha compositing 
operations like cover. 

All interactions with the NJIT MMAC server are 
abstracted by a C++ interface that optionally supports 
client-side caching. This caching allows for the device 
to temporarily operate offline if connection to the server 
is disrupted. The API between the client and server is 
RESTful over HTTP, in which all parameters are part of 
the URI without a trailing query string.  The data format 
of request/response bodies are JSON, and are formally 
specified on a per-request basis via the JSON Schema 
format. This allows for easy data-validation on both the 
client- and server-side. 

The serving VM extends its endpoints through a 
webserver built in the Express framework for NodeJS. 
Express’s notion of middleware allows use of plug-and-
play modules enabling the webserver to customize 
sections of the site for different uses. For example, a 
JSON body-parser middleware is used for the client API 
section to parse JSON POST bodies from the client, 
while it is not used on the rest of the webserver. 

The rest of the webserver is responsible for serving 
a web UI for administrative control of the system. All 
permissions, machine and device info, users, and other 
data used to drive the clients is stored in a MySQL 
database on the same VM as the webserver. While the 
client API allows mainly read-only queries to this data 
to verify permissions, the administrative part of the 
webserver allows admins to look at existing data and 
restructure it as necessary. For example, an admin may 
logon to the web UI and then remove a user’s 
permissions for using laser printers after an incident of 
careless use. This UI will also be used to associate new 
machines with client devices. 

 
MECHANICAL COMPONENT 

The mechanical component of the NJIT MMAC 
system focuses on creating an intuitive device that does 
not leave users frustrated. This goal is achieved by 
implementing a clear user interface on the compact and 
sturdy MMAC device.  

The user interface features an easy to use front 
panel with brightly colored tactile buttons, a high 
contrast OLED display with excellent viewing angles 
and brightness, a contactless card reader, a stack-light 
inspired LED indicator bar, and a buzzer to notify the 
user without requiring visual attention. The software 
interface made visible on the OLED display is based 
primarily on large text, simple language, and 
uncomplicated functions. The LED bar visually 
indicates MMAC device state without requiring the 
observer to be directly in front of the device. The buzzer 
notifies the user that the timer is running low, and that at 
the next safe opportunity the user should add more time 
or prepare to power down the equipment in use.  

The compact device size is realized by careful 
packaging of components on the PCB and within the 
device enclosure. PCB design iterations to component 
placement were made based on opportunities revealed 
in the assembled Solidworks 3D model.  

The sturdy enclosure is comprised of two halves 
designed for manufacturing. PCB mounting is 
integrated with the screw-shut design. The design 
minimizes cutouts required perpendicular to the front 
plane, and is suitable for 3D printing without supports 
or for injection molding. Mounting is accomplished 
with 80/20 aluminum extrusions and a tilt-adjustable 
mounting bracket. The device will attach to both large 
machines and to tabletops, with customized machine 
mounting solutions implemented as needed.   


