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ABSTRACT 

 

This article focuses on virtual currency regulations implemented by 

current federal and state agencies, as well as proposed acts that have 

been introduced to Congress.  Virtual currencies first surfaced in the 

shadows of the internet with the creation of Bitcoin in 2008.  The 

decentralized, nationally unregulated technology has evolved into what 

is today a $6 billion industry, leaving many enthusiasts to question just 

how far the popularity of virtual currencies will expand.  With the rise 

in popularity of virtual currencies also came the increase in cyber 

crime, with cybercriminals implementing hacks, fraud, and market 

manipulation across various virtual currency platforms.  Regulators 

are faced with the fundamental question of how to safeguard consumers 

as virtual currency and blockchain technology continue to evolve.  

Several federal and state agencies have implemented regulations in 

order to safeguard consumers in what has become the wild west of 

virtual transactions, with some regulations having a greater effect than 

others.  What remains to be seen is how Congress will evaluate this 

technology in an effort to provide a formal national regulation to this 

budding industry.  

I. INTRODUCTION: THE IDEOLOGY OF VIRTUAL CURRENCY 

The birth of cryptocurrencies came at one of the most problematic 

times in the history of the United States economy.1  The Financial Crisis 

of 2008 resulted in a widespread lack of trust in the United States 

Banking system. 2   Consumers defaulted on loans causing banks to 

collapse and file for bankruptcy. 3   The federal government used 

taxpayer money in order to bail out large financial institutions in hopes 

of restoring the banking system.4 Many consumers felt that the central 

authority, that is the federal government, failed to ensure their money.5  

This led consumers to search for alternatives to the centralized financial 

structure that has governed the United States for centuries. 6   The 

                                                                                                                                         
1 For the purpose of this paper, “cryptocurrency” and “virtual currency” will be 

used interchangeably. 
2 See Randall D. Guynn, The Financial Panic of 2008 and Financial Regulatory 

Reform, HARV. L. SCH. F. ON CORP. GOVERNANCE & FIN. REG. (Nov. 20, 2010), 

https://corpgov.law.harvard.edu/2010/11/20/the-financial-panic-of-2008-and-

financial-regulatory-reform/. 
3 See id. 
4 Id. 
5 See id. 
6 See Steve Fiorillo, Bitcoin History: Timeline, Origins and Founder, 

THESTREET, (Aug. 17, 2018, 1:27 PM), 

https://www.thestreet.com/investing/bitcoin/bitcoin-history-14686578.  
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solution, for some, appeared in a whitepaper published on what is 

known today to be the most popular cryptocurrency on the market.7  

The Bitcoin whitepaper, “Bitcoin: A Peer-to-Peer Electronic Cash 

System,” was published by Satoshi Nakamoto in 2008. 8   The 

whitepaper promoted the idea of online self-regulated transactions, 

where consumers are free to buy and sell virtual currencies on a 

decentralized exchange with no regulating central authority.9  Bitcoin’s 

whitepaper criticized the public’s reliance on third parties such as banks 

and credit card companies to process electronic payments and the 

problems these third parties cause.10  Nakamoto alleged this reliance 

caused increased transaction costs as well as transaction disputes, 

whereas a decentralized exchange allows for direct peer-to-peer 

payments over an online network.11   

The online network that Nakamoto discusses in Bitcoin’s 

whitepaper operates on the basis of distributed ledger technology, 

otherwise known as blockchain.12  Blockchain technology allows for a 

timestamp server that verifies the chronological order of transactions.13  

Bitcoin’s ideals stand for a world with no intermediaries to safeguard 

transactions.14  By establishing a decentralized network, users from all 

over the world can transact with each other unimpeded by regional 

institutions (such as commercial banks) who have historically facilitated 

such transactions.15  

  

                                                                                                                                         
7 SATOSHI NAKAMOTO, BITCOIN: A PEER-TO-PEER ELECTRONIC CASH SYSTEM 1 

(2008), https://bitcoin.org/bitcoin.pdf. 
8 Id.  
9 Id.  
10 Id. at 6. 
11 Id. at 1. 
12 See id. at 2–4. 
13 Id. at 5. 
14 See generally id. at 1, 6 (describing the risks of online payments which do not 

go through financial institutions). 
15 Hemang Subramanian, Decentralized Blockchain-Based Electronic 

Marketplaces, 61 COMMS. ACM 78, 80 (Jan. 2018), 

https://cacm.acm.org/magazines/2018/1/223888-decentralized-blockchain-based-

electronic-marketplaces/fulltext?mobile=false# (“Decentralized marketplaces using 

the blockchain as a foundational block are a viable alternative to firm-controlled 

marketplaces, yielding advantages from how decentralization supports marketplace 

functions, matching transaction support and institutional infrastructure.”). 
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A. The Mt. Gox Attack 

 

What many consumers thought to be the solution to their financial 

distress also provided drawbacks.  Money laundering, fraud, and hacks 

of cryptocurrency exchanges have cost both companies and consumers 

in  the United States millions of dollars with no regulatory safeguard in 

place to protect them.16  The most notable of these attacks was the Mt. 

Gox attack of 2014.17   

Mt. Gox was a bitcoin exchange based in Japan, which at the time 

handled over seventy percent of all bitcoin transactions globally.18  On 

February 24, 2014, the Mt. Gox exchange suspended all trading and the 

website was taken offline due to hackers who stole an estimated 850,000 

bitcoins valued at roughly $473 million at the time.19  Four days later, 

Mt. Gox filed in Tokyo for bankruptcy, using a form of bankruptcy 

protection that denies creditors the rights to reimbursement.20  Mt. Gox 

then filed for bankruptcy protection in the United States in an effort to 

prevent legal action by traders who alleged the bitcoin exchange 

operation was a fraud.21  

In 2016, the class action suit of Greene v. Mizuho was brought by 

Gregory Greene, Joseph Lack, and Anthony Motto, individually and on 

behalf of all others similarly situated against Mizuho Bank and Mark 

Karpeles. 22   Plaintiffs asserted claims for tortious interference with 

contract, unjust enrichment, fraudulent concealment, and accounting in 

an effort to recover losses arising from the collapse and bankruptcy of 

the Mt. Gox exchange.23  Mark Karpeles was the President, CEO, and 

sole shareholder of the Mt. Gox exchange, and Mizuho Bank facilitated 

transactions, whether deposits or withdrawals, to users on the 

                                                                                                                                         
16 See Kate Rooney, $1.1 Billion in Cryptocurrency has been Stolen this Year, 

and it was Apparently Easy to Do, CNBC (June 7, 2018, 9:08 AM), 

https://www.cnbc.com/2018/06/07/1-point-1b-in-cryptocurrency-was-stolen-this-

year-and-it-was-easy-to-do.html. 
17 Mark Schwarz, 7 of the Biggest Recent Hacks on Crypto Exchanges, CSO 

(Apr. 3, 2018, 2:03 PM), https://www.cso.com.au/article/print/635648/7-biggest-

recent-hacks-crypto-exchanges/. 
18 Andrew Norry, The History of the Mt. Gox Hack: Bitcoin’s Biggest Heist, 

BLOCKONOMI (Nov. 19, 2018), https://blockonomi.com/mt-gox-hack/. 
19 Darryn Pollock, The Mess That Was Mt. Gox: Four Years On, 

COINTELEGRAP (Mar. 9, 2018), https://cointelegraph.com/news/the-mess-that-

was-mt-gox-four-years-on; Jen Wieczner, $1 Billion Bitcoins Lost in Mt. Gox Hack 

to Be Returned to Victims, FORTUNE (June 22, 2018), 

http://fortune.com/2018/06/22/bitcoin-price-mt-gox-trustee/. 
20 Pollock, supra note 19. 
21 Norry, supra note 18. 
22 See Greene v. Mizuho, 206 F. Supp. 3d 1362 (N.D. III. 2016). 
23 Id.at 1369–70.  

continued . . . 
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exchange.24  The issues presented in this case were the ongoing security 

vulnerabilities, bitcoin theft by Karpeles himself, as well as Mizuho 

Bank’s attempt to end its relationship with Mt. Gox, none of which were 

disclosed to users of the exchange.25  Procedural issues have prolonged 

this lawsuit, as well as adequate redress for the users of the Mt. Gox 

exchange, for nearly five years.26  

In June of 2018, Mt. Gox representatives issued a statement 

declaring the company would pause their bankruptcy proceeding and 

begin a civil rehabilitation process.27  This civil rehabilitation process 

will attempt to refund consumers after the initial hack of 2014.28  One 

takeaway from the Mt. Gox scandal is the need for a regulatory body to 

oversee virtual currency and blockchain technologies.  Users should be 

able to invest and trade on virtual currency exchanges with the security 

that their money is protected.  

B. Bitcoin and the United States Economy 

 

The creation of bitcoin and the idea of a decentralized self-

regulating currency  have developed over the course of the past decade 

into what is today an estimated $6 billion industry with money passing 

through various exchanges globally. 29   However, alleged market 

manipulation, along with fraudulent activity and hacks, caused the 

valuation of Bitcoin to drastically decline from its peak of $20,000 

dollars to roughly $4,000.30  There is no denying that blockchain and 

virtual currency technology have the potential to drastically alter how 

transactions occur in the United States.31  However, what remains to be 

                                                                                                                                         
24 Id. at 1368. 
25 Id.  
26 See id. at 1369.  
27 Wieczner, supra note 19. 
28 Id. 
29 See Nick Chong, $6 Billion in Fiat is Sitting in Crypto: $10,000 Bitcoin is 

Possible Without New Money, NEWSBTC (Feb. 19, 2019, 12:01 PM), 

https://www.newsbtc.com/2019/02/19/six-billion-crypto-sidelines-10000-bitcoin-

possible/; see also Leading Virtual Currencies Globally as of March 2019, By 

Purchase Volume* (in Million U.S. Dollars), STATISTA, 

https://www.statista.com/statistics/655511/leading-virtual-currencies-globally-by-

purchase-volume/ (last visited Mar. 4, 2019) (stating that in 2010, BitCoin was the 

most purchased cryptocurrency, “with 7.88 billion U.S. dollars in 24 hour trade 

volume at that time”). 
30 See Dalmas Ngetich, BTC/USD Price Analysis: Bitcoin Support at $3,600, 

Path to $4,500?, NEWSBTC (Nov. 28, 2018, 6:50 AM), 

https://www.newsbtc.com/2018/11/28/btc-usd-price-analysis-bitcoin-support-3600-

path-4500/.  
31 See Michael J. Casey & Paul Vigna, In Blockchain we Trust, MIT TECH. REV. 

(Apr. 9, 2018), https://www.technologyreview.com/s/610781/in-blockchain-we-

continued . . . 
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seen is what action the federal government will make to take advantage 

of these new technologies, while also protecting citizens.  

The United States economy evolves with the times, with changes as 

deemed necessary in order to achieve currency stability. 32   The 

centralized institutional arrangement that allows the United States’ 

economy to thrive protects consumers from fraud, manipulation, and 

other wrongdoings.33  Over the course of history, federal agencies have 

been established out of necessity, whether based on innovation or 

catastrophic events.34  Take for example the establishment of the U.S. 

Securities Exchange Commission (SEC) in 1934 following the stock 

market crash of 1929 or the implementation of the U.S. Commodity 

Futures Trading Commission (CFTC) following the growth of the 

agricultural industry in 1974.35   Congress remains silent on how to 

regulate cryptocurrencies, leaving the current federal agencies to supply 

their perspective in what often leads to concurrent authority on issues 

where it can be argued neither agency has proper authority to do so.36  

This paper discusses what current guidance is offered regarding 

cryptocurrency regulation as well as how a new federal agency would 

help to protect consumers and legitimize virtual currencies. 

  

                                                                                                                                         

trust/.  
32 See generally Richard Best, How the U.S. Dollar Became the World’s Reserve 

Currency, INVESTOPEDIA, https://www.investopedia.com/articles/forex-

currencies/092316/how-us-dollar-became-worlds-reserve-currency.asp (last updated 

Oct. 1, 2018) (chronicling the history of the Federal Reserve, and observing that its 

creation was a “response to the unreliability and instability of a currency system 

based on bank notes issued by individual banks”). 
33 See id.  
34 See generally A Brief History of Administrative Government, CTR. FOR 

EFFECTIVE GOV’T, https://www.foreffectivegov.org/node/3461 (last visited Mar. 19, 

2019) (describing how the role of federal administrative agencies has changed 

throughout history). 
35 What We Do, SEC. & EXCH. COMM’N, 

https://www.sec.gov/Article/whatwedo.html#laws (last visited Mar. 19, 2019); 

History of the CFTC, U.S. COMMODITY FUTURES TRADING COMM’N, 

https://www.cftc.gov/About/HistoryoftheCFTC/index.htm (last visited Mar. 19, 

2019). 
36 See Erik Wasson, Bitcoin Falls Into Gray Area of Disclosure Rules for 

Congress, BLOOMBERG (Jan. 3, 2018, 4:00 AM), 

https://www.bloomberg.com/news/articles/2018-01-03/bitcoin-falls-into-gray-area-

of-disclosure-rules-for-congress.  
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II. CURRENT VIRTUAL CURRENCY REGULATORY GUIDANCE 

A. U.S. Securities Exchange Commission 

 

The SEC was created after the stock market crash of 1929 in order 

to restore trust in the securities market for investors.37  Prior to the crash 

there was little support for federal regulation, as the majority of the 

nation believed in the capitalistic ideals promulgated by the industrial 

revolution.38  The end of World War I led to a surge of the securities 

market, with roughly twenty million shareholders who took advantage 

of the market.39  Unfortunately, of the $50 billion in new securities that 

were offered, half became worthless. 40   After the crash, the public 

confidence in the stock market plummeted leading to the Great 

Depression.41 

In an effort to revive the economy, Congress passed the Securities 

Act of 1933 and the Securities Exchange Act of 1934.42  The Securities 

Act of 1933 requires that investors receive financial and other 

significant information concerning securities being offered to the public 

and prohibit deceit, misrepresentations, and other fraud in the sale of 

securities.43  The purpose is to register these securities in an effort to 

disclose important financial information that can enable investors to 

make informed judgments about whether to purchase a company’s 

securities.44  The Securities Exchange Act of 1934 created the Securities 

and Exchange Commission.45  This act gave the SEC “broad authority 

over all aspects of the securities industry.”46  This power includes the 

“power to register, regulate, and oversee brokerage firms, transfer 

agents, and clearing agencies as well as the nation’s securities self-

regulatory organizations (SROs).”47  The SEC has long established a 

fundamental power to regulate securities and the exchanges in which 

                                                                                                                                         
37 What We Do, supra note 35. 
38 See id. 
39 Id. 
40 Id.  
41 Id. (“There was a consensus that for the economy to recover, the public’s faith 

in the capital markets needed to be restored.  Congress held hearings to identify the 

problems and search for solutions.”). 
42 Id. 
43 Id.  
44 Id.  
45 Id.  
46 The Laws That Govern the Securities Industry, SEC. & EXCH. COMM’N, 

https://www.sec.gov/answers/about-lawsshtml.html (last visited Mar. 19, 2019).  
47 Id.  SROs include organizations such as the New York Stock Exchange, the 

NASDAQ Stock Market, and the Chicago Board of Options. Id. 

continued . . . 



 

 

 

2019] VIRTUAL CURRENCY REGULATION: A 

CALL TO CONGRESS 

257 

they are traded.48   Over the course of history, the SEC has shaped 

consumer protection standards in an effort to protect consumers. 49  

There is no debate as to the benefit the SEC holds as a watchdog in the 

securities market.  

1. The “Howey Test” 

 

In 1946, the Supreme Court of the United States created the “Howey 

Test” in the case of Securities & Exchange Commission v. W.J. Howey 

Co. in order to determine whether certain transactions qualify as 

“investment contracts.”50  The Howey Test requires an investment of 

money in a common enterprise with an expectation of profit derived 

from the efforts of another.51  In Howey, a hotel operator sold interests 

in a citrus grove to its guests and claimed it was a real estate 

transaction.52  However, this contract also included a service contract to 

cultivate and harvest the oranges in the grove.53  The purchasers of the 

grove relied on the efforts of Howey for profit.54  The Supreme Court 

stated, “[f]orm [is] disregarded for substance and the emphasis [is] 

placed upon economic reality.”55  Currently, the Howey Test is used as 

a way to prove securities fraud in response to cryptocurrency scams.56 

In the decision of United States v. Zaslavskiy, Zaslavskiy was 

charged with making materially false and fraudulent representations in 

connection with two virtual currency investment schemes and their 

related Initial Coin Offerings (ICOs). 57   Zaslavskiy argued that the 

alleged investment schemes did not involve securities and that the 

securities laws were unconstitutionally vague as applied.58  The opinion 

given by the court neglects to give any insight into the debate of whether 

                                                                                                                                         
48 See id. (“The Act also empowers the SEC to require periodic reporting of 

information by companies with publicly traded securities.”). 
49 Id. 
50 SEC v. W.J. Howey Co., 328 U.S. 293, 297 (1946).  
51 Id. at 298–99. 
52 Id. at 294–95. 
53 Id. at 294. 
54 Id. at 296–97.  
55 Id. at 298. 
56 See The Howey Test and Cryptocurrency: Which Coins May Apply, 

COINBUREAU (May 6, 2018), https://www.coinbureau.com/analysis/howey-test-

cryptocurrency/ (“If a cryptocurrency is termed a security, it implies that the security 

falls under the jurisdiction of the Securities and Exchange Commission (SEC) and 

hence has to meet a number of requirements.”). 
57 United States v. Zaslavskiy, No. 17-CR-647(RJD), 2018 WL 4346339, at *1 

(E.D.N.Y. Sept. 11, 2018). 
58 Id.  

continued . . . 
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cryptocurrencies should be classified as securities. 59   There is no 

question that Zaslavskiy is guilty of fraud based on the facts presented 

in the lawsuit.60  However, in this instance the court made no mention 

of its opinion regarding cryptocurrencies; but for how long will this 

continue?  Currently, there is no opinion in any court which 

appropriately examines cryptocurrencies, yet hacks and fraudulent 

activity continue to increase on what seems to be a daily basis.61  

2. Yahoo! Finance All Markets Summit: Crypto 

 

In a speech given on June 14, 2018 at the Yahoo Finance All 

Markets Summit: Crypto by William Hinman, Director of the Division 

of Corporation Finance for the SEC, Mr. Hinman discussed whether a 

digital asset offered as a security can become something other than a 

security.62  Hinman raises the question of where the line must be drawn 

in regards to securities law and cryptocurrencies.63  Hinman states,  

In cases where the digital asset represents a set of rights 

that gives the holder a financial interest in an enterprise, 

the answer is likely “no.”  In these cases, calling the 

transaction an initial coin offering, or “ICO,” or a sale of 

a “token,” will not take it out of the purview of the U.S. 

securities laws.  But what about cases where there is no 

longer any central enterprise being invested in or where 

the digital asset is sold only to be used to purchase a good 

or service available through the network on which it was 

created?  I believe in these cases the answer is a qualified 

“yes.”64 

This comment infers that Hinman is aware that the SEC does not have 

full regulatory power over cryptocurrencies.  In the context where 

investors place value into a cryptocurrency company, whether an ICO 

or other opportunity regarding digital assets with the expectation of a 

certain result, the argument can be made that securities law governs.65  

                                                                                                                                         
59 Id.at 7 (“[B]ecause the Indictment is facially sufficient, and because the 

ultimate characterization of the investment scheme at issue depends on facts that 

must be developed at trial, we need not resolve this issue at this time.”). 
60 See id. at 1–2. 
61 See The Ever-Rising Cost of Fraud, PYMNTS (Aug. 31, 2016), 

https://www.pymnts.com/fraud-attack/2016/fraud-costs-security-hackers/.  
62 William Hinman, Director, Sec. & Exch. Comm’n, Remarks at the Yahoo 

Finance All Markers Summit: Digital Asset Transactions: When Howey Met Gary 

(June 14, 2018), https://www.sec.gov/news/speech/speech-hinman-061418#_ftn9.  
63 Id.  
64 Id.  
65 Id. 
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However, this governance does not protect consumers to the extent 

necessary in today’s world of crypto.  Hinman goes on later in his 

speech to say,  

But this also points the way to when a digital asset 

transaction may no longer represent a security offering.  

If the network on which the token or coin is to function 

is sufficiently decentralized – where purchasers would 

no longer reasonably expect a person or group to carry 

out essential managerial or entrepreneurial efforts – the 

assets may not represent an investment contract.  

Moreover, when the efforts of the third party are no 

longer a key factor for determining the enterprise’s 

success, material information asymmetries recede.  As a 

network becomes truly decentralized, the ability to 

identify an issuer or promoter to make the requisite 

disclosures becomes difficult, and less meaningful.  And 

so, when I look at Bitcoin today, I do not see a central 

third party whose efforts are a key determining factor in 

the enterprise.  The network on which Bitcoin functions 

is operational and appears to have been decentralized for 

some time, perhaps from inception.  Applying the 

disclosure regime of the federal securities laws to the 

offer and resale of Bitcoin would seem to add little 

value.66 

Clearly, there is a noticeable line where a digital asset no longer falls 

under the jurisdiction of the SEC.67   It is imperative that a federal 

agency be implemented by Congress to regulate the point where digital 

assets transform into a virtual currency.  

3. The Decentralized Autonomous Organization Attack 

 

The DAO is a Decentralized Autonomous Organization embodied 

in computer code with transactions executed on a distributed ledger or 

blockchain.68  In 2017, the SEC investigated the DAO and issued a 

report of investigation pursuant to Section 21(a) of the Securities 

Exchange Act of 1934.69  The SEC’s enforcement division investigated 
                                                                                                                                         

66 Id. 
67 See id.  
68 Sec. & Exch. Comm’n, Report of Investigation Pursuant to Section 21(a) of 

the Securities Exchange Act of 1934: The DAO, Exchange Act Release No. 81207 

(July 25, 2017) [hereinafter Report of Investigation Pursuant to Section 21(a)], 

https://www.sec.gov/litigation/investreport/34-81207.pdf. 
69 Id.  

continued . . . 
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whether the DAO, an unincorporated organization, and Slock.it, a 

German corporation, along with its founders and intermediaries, 

violated federal securities law.70  The DAO’s objective was to create a 

for-profit entity that would create and hold assets through the sale of 

DAO Tokens to investors which would then be used to fund different 

projects.71  The holders of these tokens could also resell their DAO 

Tokens after purchase on a number of web-based platforms that 

supported secondary trading of these tokens.72   

In the investigation into this new technology, the SEC determined 

that DAO Tokens are securities under the Securities Act of 1933 and 

the Securities Exchange Act of 1934.73  The DAO was attacked leading 

to roughly 3.6 million ether, another type of virtual currency, being sent 

to an unidentified web address.74  In response to the attack, Slock.it 

executed a “Hard Fork,” which was a change to the protocol on the 

blockchain.75  This “Hard Fork” enabled investors affected by the DAO 

attack to regain the virtual currency that they had lost.76  The SEC issued 

guidance which discussed how investors would buy and sell DAO 

Tokens in the secondary market using virtual fiat currencies.77  The SEC 

stated that securities law may apply depending on facts and 

circumstances without regard to the form of the organization or 

technology used to effectuate a particular offer or sale.78 

On November 16, 2018, the SEC’s Divisions of Corporation 

Finance, Investment Management, and Trading and Markets (the 

“Divisions”) issued a statement following the settled orders of two 

virtual currency companies that will pay penalties for not properly 

registering their offerings of tokens to the public.79  The Divisions stated 

“the issues raised in these actions fall into three categories: (1) initial 

offers and sales of digital asset securities (including those issued in 

initial coin offerings); (2) investment vehicles investing in digital asset 

securities and those who advise others about investing in these 

securities; and (3) secondary market trading of digital asset 

                                                                                                                                         
70 Id.  
71 Id.  
72 Id.  
73 Id.  
74 Id. at 9. 
75 Id.  
76 Id.  
77 Id. at 17. 
78 Id. at 18. 
79 Statement on Digital Asset Securities Issuance and Trading, SEC. & EXCH. 

COMM’N 1 (Nov. 16, 2018), https://www.sec.gov/news/public-statement/digital-

asset-securites-issuuance-and-trading.  
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securities.”80  The SEC with this most recent statement has cemented 

guidelines for ICOs to follow to prevent fraud and misrepresentations 

to consumers interested in the ICO space.81 

The SEC is awarded broad discretion in regulating ICOs in order to 

protect investors.82  The Howey test insures that when money is invested 

in a common enterprise with an expectation of profit derived from the 

efforts of another, securities law does govern.83  However, as Hinman 

alluded to in his speech referenced above, there is a point in virtual 

currency transactions where securities law no longer applies. 84   As 

securities law governs certain aspects of virtual currency companies, 

there is a need for more complex, all-encompassing virtual currency 

regulations in terms of actual virtual currency and blockchain 

technologies.  

B. U.S. Commodity Futures Trading Commission 

 

The CFTC was created in 1974 with the enactment of the 

Commodity Futures Trading Commission Act (CFTCA). 85   The 

CFTCA of 1974 overhauled the authority of the CFTC, which 

previously focused primarily on the Agricultural Industry.86  This Act 

gave the CFTC exclusive jurisdiction over futures trading in all 

commodities.87  The Commodity Exchange Act (CEA) gives the CFTC 

regulatory authority over the commodity futures markets.88  

In 2015, the CFTC issued an order settling charges against Coinflip, 

Inc. and its CEO Francisco Riordan for conducting activity related to 

commodity options transactions without complying with the CEA and 

CFTC Regulations. 89   The CFTC found that Coinflip operated a 

platform designated to facilitate put and call options for Bitcoins, which 

allows for a consumer to enter into an agreement based on the current 

                                                                                                                                         
80 Id.  
81 Id.  
82 Jennifer Achilles et al., The US SEC Asserts its Regulatory Enforcement 

Power in the ICO Space, PAYMENTS & FINTECH LAW. 15, 19 (Feb. 1, 2018), 

https://www.reedsmith.com/media/files/perspectives/2018/pflfebruary2018p152.pdf. 
83 See SEC v. W.J. Howey, 328 U.S. 293, 294 (1946). 
84 Report of Investigation Pursuant to Section 21(a), supra note 68. 
85 History of the CFTC, supra note 35. 
86 Id.  
87 Id.  
88 Id.  
89 Press Release, U.S. Commodity Futures Trading Comm’n, CFTC Orders 

Bitcoin Options Trading Platform Operator and its CEO to Cease Illegally Offering 

Bitcoin Options and to Cease Operating a Facility for Trading or Processing of 

Swaps Without Registering (Sept. 17, 2015), 

https://www.cftc.gov/PressRoom/PressReleases/pr7231-15.  
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price of Bitcoin versus what they believe to be the future value of 

Bitcoin.90  The CFTC found for the first time that virtual currencies can 

properly be defined as commodities, and due to the lack of registration 

Coinflip was in violation of CFTC regulations.91 

The CFTC also brought action in the case of Commodity Futures 

Trading Commission v. McDonnell against Patrick McDonnell and his 

company Cabbagetech alleging that defendants operated a deceptive 

and fraudulent virtual currency scheme for purported virtual currency 

trading advice, purchases, and that they misappropriated investor funds, 

in violation of the CEA. 92   The court states that “a ‘commodity’ 

encompasses virtual currency both in economic function and in the 

language of the statute.”93  Title 7 U.S.C. 1a(9) states, “the CEA defines 

a commodity as agricultural products and “all other goods and services 

. . . in which contracts for future delivery are presently or in the future 

dealt in.”94  The CFTC’s broad authority, much like the SEC, extends 

to fraud or manipulation in derivatives markets and underlying spot 

markets.95  The court held that the CFTC is able to govern futures 

trading of virtual currencies.96  

Judge Jack B. Weinstein stated in the McDonnell court opinion, 

“[u]ntil Congress clarifies the matter, the CFTC has concurrent 

authority, along with other state and federal administrative agencies, 

and civil and criminal courts, over dealings in virtual currency.”97  This 

statement acknowledges the lack of regulation by congress over virtual 

currencies.98  Although the SEC and CFTC govern virtual currencies to 

the extent feasible by law, there is a noticeable gap in regulation that 

still leaves consumers susceptible to potential harm. 99   The federal 

government must research and study the best practices necessary for 

safeguarding consumers in all facets of virtual currency and blockchain 

                                                                                                                                         
90 Id.  
91 Id. (“While there is a lot of excitement surrounding Bitcoin and other virtual 

currencies, innovation does not excuse those acting in this space from following the 

same rules applicable to all participants in the commodity derivatives markets.”). 
92 Commodity Futures Trading Comm’n v. McDonnell, 287 F. Supp. 3d 213, 

217 (E.D.N.Y. 2018).  
93 Id. 
94 Id.; 7 U.S.C. § 1a(9) (LexisNexis 2010). 
95 McDonnell, 287 F. Supp. 3d at 217. 
96 Id. 
97 Id. 
98 See id. (“An important nationally and internationally traded commodity, 

virtual currency is tendered for payment for debts, although, unlike United States 

currency, it is not legal tender that must be accepted.”). 
99 Colin Harper, Regulatory Recap: The SEC/CFTC Senate Hearing and Expert 

Takes on the Future of US Regulation, COIN CENT. (Feb. 16, 2018), 

https://coincentral.com/regulatory-recap/. 
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technology.  

C. New York State Department of Financial Services 

 

The New York State Department of Financial Services (DFS) is the 

department of New York state responsible for regulating financial 

services and products that are subject to New York banking, financial 

services, and insurance laws.100  DFS has been on the forefront of virtual 

currency regulation since Bitcoin gained its popularity in 2015. 101  

Touted by decentralized enthusiasts as the strictest regulatory state, DFS 

has faced both criticism and praise regarding how they regulate virtual 

currencies.102  In 2015, DFS Superintendent, Ben Lawsky, unveiled the 

first regulatory framework in the United States dedicated specifically to 

regulating virtual currencies.103   

This regulation, which is codified as New York Codes, Rules, and 

Regulations (NYCRR) §200 and titled “Virtual Currencies,” is a 

groundbreaking statute in the effort to regulate virtual currencies.104  

This regulation aimed to protect consumers from fraud, prevent money 

laundering, and increase cyber security requirements for businesses 

whose practices involved with virtual currencies in the state of New 

York.105  Based on these goals DFS has issued Bitlicenses, along with 

money-transmitter licenses and trust charters to virtual currency 

                                                                                                                                         
100 Mission and Policy, N.Y. ST. DEP’T. OF FIN. SERVS., 

https://www.dfs.ny.gov/our_mission (last visited Mar. 19, 2019) (“To reform the 

regulation of financial services in New York to keep pace with the rapid and 

dynamic evolution of these industries, to guard against financial crises and to protect 

consumers and markets from fraud.”). 
101 Superintendent Benjamin M. Lawsky, Remarks at the BTS Emerging 

Payments Forum in Washington, D.C.: NYDFS Announces Final Bitlicense 

Framework for Regulating Digital Currency Firms (June 3, 2015), 

https://www.davispolk.com/files/speech-june-3-

2015_nydfs_announces_final_bitlicense_framework_regulating_digital_currency_fir

ms.pdf.   
102 See Daniel Garrie, What Lawyers Are Asking About the New York DFS 

Cybersecurity Regulation, LEGAL EXECUTIVE INST. (Mar. 9, 2017), 

http://www.legalexecutiveinstitute.com/dfs-cybersecurity-regulation/ (explaining, 

among other things, various future issues that may arise under the new regulation). 
103 Lawsky, supra note 101. 
104 See N.Y. COMP. CODES R. & REGS. tit. 23, § 200.1 (2015) (“This Part 

contains regulations relating to the conduct of business involving Virtual Currency, 

as defined herein, in accordance with the superintendent's powers pursuant to the 

above-stated authority.”). 
105 See Press Release, Richard Loconte, N.Y. Dep’t of Fin. Servs., DFS 

Continues to Foster Responsible Growth in New York’s Fintech Industry with New 

Virtual Currency Product Approvals (Sept. 10, 2018), 

https://www.dfs.ny.gov/about/press/pr1809101.htm.  
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companies that meet different licensing criteria.106  

1. NYSDFS Virtual Currency Framework 

 

The Bitlicense framework outlines proper criteria in order to ensure 

best practices for consumers.107  The Bitlicense must be applied for in 

the state of New York if a company’s business activity involves virtual 

currency. 108   The Bitlicense is applied to companies involved in 

receiving or transmitting virtual currency on behalf of consumers; 

securing control of virtual currency on behalf of customers; performing 

retail conversion services, including the conversion or exchange of fiat 

currency or other value into virtual currency; buying and selling virtual 

currency as a customer but not for personal use; along with companies 

who control, administer or issue virtual currency.109  The Bitlicense 

requires disclosure of company information, including partnerships and 

subsidiaries of the company, financial statements, along with written 

policies and procedures for how the company will prevent fraudulent 

activity and abide by proper cyber-security requirements. 110   This 

regulation is a broad safeguard in an effort to finally regulate what for 

years was touted as a self-regulating industry.111 

As stated in §641(1) of the Banking Law, 

No person shall engage in the business of selling or 

issuing checks, or engage in the business of receiving 

money for transmission or transmitting the same, 

without a license therefor obtained from the 

superintendent as provided in this article, nor shall any 

person engage in such business as an agent, except as an 

agent of a licensee or as agent of a payee.112 

In 2017, DFS transitioned to the Nationwide Multistate Licensing 
                                                                                                                                         

106 See Press Release, Richard Loconte, N.Y. Dep’t of Fin. Servs., DFS Takes 

Action to Deter Fraud and Manipulation in Virtual Currency Markets (Feb. 7, 2018), 

https://www.dfs.ny.gov/about/press/pr1802071.htm; see also N.Y. COMP. CODES R. 

& REGS. tit. 23, § 200.3(a) (2015) (“No Person shall, without a license obtained from 

the superintendent as provided in this Part, engage in any Virtual Currency Business 

Activity. Licensees are not authorized to exercise fiduciary powers . . . .”). 
107 See tit. 23, § 200.1.  
108 Id. § 200.3(a). 
109 Id. § 200.2(q). 
110 Id. 200.14. 
111 Rob Wile, New York Just Released its Bitcoin License, and They’re Going to 

Change the Face of Digital Currencies in the US, BUS. INSIDER (July 17, 2014, 

10:16 AM), https://www.businessinsider.com/nydfs-bitlicense-draft-2014-7; see also 

Lawsky, supra note 101. 
112 MCKINNEY’S BANKING LAW § 641(1) (2006). 
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System and Registry (NMLS) to manage the license application and 

ongoing regulation of nondepository financial institutions doing 

business in New York.113  NMLS was created by the Conference of the 

State Bank Supervisors (CSBS) and begain operating in 2008 in order 

to establish a secure, web-based, nationwide licensing system that 

allows companies to apply for licenses in one or more states online.114   

In addition to money-transmitter licenses, DFS offers trust charters 

to applicable companies.115  These trust charters, which are defined as 

limited purpose trusts, refer to institutions chartered under the bank and 

trust company provisions of the New York Banking Law but without 

the power to take deposits or make loans. 116   DFS offers various 

instruments in order to do business in the state of New York based on 

the business model, goals, and organization of potential applicants.117   

2. NYSDFS Cybersecurity Regulation 

 

Effective as of March 1, 2017, Superintendent Vullo promulgated 

Part 500 of Title 23 of the Official Compilation of Codes, Rules and 

Regulations of the State of New York establishing cybersecurity 

requirements for financial services companies.118  Superintendent Vullo 

                                                                                                                                         
113 Press Release, Richard Loconte, N.Y. Dep’t of Fin. Servs., DFS 

Superintendent Vullo Announces Next Phase of Expanded Participation in State-

Based NMLS Platform Enhancing State Regulation of the Financial Services 

Industry (Oct. 30, 2017), https://www.dfs.ny.gov/about/press/pr1710301.htm. 
114 STATE REGULATORY REGISTRY LLC, STATE REGULATORY REGISTRY LLC 

NATIONWIDE MORTGAGE LICENSING SYSTEM 2008 ANNUAL REPORT 2 (2009), 

https://www.csbs.org/system/files/2017-11/SRR-NMLS-Annual-Report-

090528a_0.pdf (“NMLS provides for a central repository of licensing information 

and enforcement actions creating greater consumer protection, accountability, 

industry professionalism and efficiencies. More information about NMLS can be 

found at the NMLS Resources website.”); About NMLS, NMLS RESOURCE CTR., 

https://mortgage.nationwidelicensingsystem.org/about/Pages/default.aspx (last 

visited Mar. 20, 2019). 
115 See Information and Resources for Money Transmitters, N.Y. ST. DEP’T OF 

FIN. SERVS., https://www.dfs.ny.gov/apps_and_licensing/money_transmitters (last 

visited Mar. 20, 2019); Press Release, Loconte, supra note 105. 
116 Julia Kagan, Limited Purpose Trust Company, INVESTOPEDIA, 

https://www.investopedia.com/terms/l/limited-purpose-trust-company.asp (last 

updated Aug. 20, 2018). 
117 See Who We Supervise, N.Y. ST. DEP’T OF FIN. SERVS., 

https://myportal.dfs.ny.gov/web/guest-applications/who-we-supervise (last visited 

Mar. 20, 2019). 
118 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.0 (2017) (“Given the 

seriousness of the issue and the risk to all regulated entities, certain regulatory 

minimum standards are warranted, while not being overly prescriptive so that 

cybersecurity programs can match the relevant risks and keep pace with 

technological advances.  Accordingly, this regulation is designed to promote the 
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and DFS enacted this regulation in order to safeguard the regulated 

companies under the jurisdiction of New York state from 

cybercriminals who aim to exploit technological vulnerabilities.119  The 

goal of this regulation is to establish regulatory minimum standards in 

an effort to promote the protection of consumer information as well as 

the information systems of DFS’s regulated entities.120  Superintendent 

Vullo and DFS pride themselves as the industry leaders in virtual 

currency regulation since the implementation of the Bitlicense in 

2015.121  The implementation of the Bitlicense along with advances in 

cybersecurity regulation create an advantageous environment where 

consumers can use virtual currency without fear of fraud, theft, or 

market manipulation.122   

In order to operate in the state of New York, DFS requires a 

stringent application process subject to significant regulatory 

conditions. 123   Financial reporting, accounting, and cybersecurity, 

among other components, are subject to examination and inspection by 

DFS examiners as well as independent consultants.124  The application 

effectively discloses all information deemed by DFS necessary to 

ensure consumer protection.125   

D. The Office of the Comptroller of the Currency 

 

The Office of the Comptroller of the Currency (OCC) is an 

independent bureau of the U.S. Department of the Treasury enacted by 

Congress as part of the National Bank Act (previously referred to as the 

National Currency Act) of 1863.126  The OCC charters, regulates, and 

supervises all national banks and federal savings associations.127  In 

2003, the OCC adopted a rule amending 12 C.F.R. §5.20(e)(1), stating 

that a national bank may be a special purpose bank that limits activities 

to fiduciary duties or to any other activities within the business of 

                                                                                                                                         

protection of customer information as well as the information technology systems of 

regulated entities.”).  
119 Id. 
120 Id. 
121 Press Release, Loconte, supra note 106. 
122 Id. 
123 Press Release, Loconte, supra note 105. 
124 N.Y. COMP. CODES R. & REGS. tit. 23, § 200.13 (2015). 
125 Press Release, Loconte, supra note 105. 
126 History: 150 Years of the OCC, OFF. COMPTROLLER CURRENCY, 

https://www.occ.treas.gov/about/what-we-do/history/index-history.html (last visited 

Mar. 20, 2019).  
127 About the OCC, OFF. COMPTROLLER CURRENCY, 

https://www.occ.treas.gov/about/what-we-do/mission/index-about.html (last visited 

Mar. 20, 2019). 
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banking.128   

In 2015, Comptroller Thomas J. Curry announced an initiative to 

create a framework to improve the OCC’s ability to identify trends in 

the FinTech Sector. 129   The OCC alluded to the fact that it was 

considering issuing Special Purpose National Bank (SPNB) charters to 

FinTech companies based on the context of a proposed rule that 

addressed “receiverships for national banks that are not insured by the 

FDIC.”130  Currently very few, if any, virtual currency companies are 

insured by the FDIC.131  The OCC in proposing the idea of SPNB 

charters issued a whitepaper where over one hundred institutions 

provided comments.132  DFS objected to the proposal in a formal letter 

sent to the OCC and pointed out potential risks these charters could 

cause the consumers of New York. 133   Comptroller Curry issued a 

statement following the comment period of the whitepaper stating, 

“[w]e will be issuing charters to fintech companies engaged in the 

business of banking because it is good for consumers, businesses, and 

the federal banking system.”134  However, this speech only provided 

vague details about the application criteria or process to the proposed 

charters.135 

1. Vullo v. Office of the Comptroller of the Currency I 

 

On May 12th, 2017, Superintendent Vullo filed suit on behalf of 

DFS and CSBS against the OCC for the proposed issuance of SPNB 

charters to FinTech companies (Vullo I).136   “DFS identifi[ed] four 

purported injuries directly attributable to the ‘Fintech Charter 

Decision.’”137  DFS claimed:  

1) New York-licensed money transmitters may escape 

                                                                                                                                         
128 Vullo v. Office of the Comptroller of the Currency, 17-civ.-3574 (NRB), 

2017 WL 6512245, at *1 (S.D.N.Y. Dec. 12, 2017).  
129 Id. 
130 Id. at *2.  The Federal Deposit Insurance Corporation (“FDIC”) is an 

independent agency created by Congress “to maintain stability and public confidence 

in the nation’s financial system by insuring deposits [and] examining financial 

institutions for safety and soundness.” Mission, Vision, and Values, FED. DEPOSIT 

INS. CORP., https://www.fdic.gov/about/strategic/strategic/mission.html (last visited 

Mar. 20, 2019).  
131 See Jen Wieczner, Hacking Coinbase: The Great Bitcoin Bank Robbery, 

FORTUNE (Aug. 22, 2017), http://fortune.com/2017/08/22/bitcoin-coinbase-hack/. 
132 Vullo, 2017 WL 6512245, at *2.  
133 Id. 
134 Id. 
135 Id. at *3.  
136 Id. 
137 Id. at *7.  
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New York’s regulatory requirements, stripping their 

customers of the protections of New York State law; 2) 

marketplace lenders with special-purpose charters may 

give loans at higher interest rates than permitted under 

New York’s interest rate caps and anti-usury laws; 3) 

entities that acquire fintech charters may become exempt 

from existing federal standards of safety and soundness, 

liquidity and capitalization; and 4) DFS’s operating 

expenses are funded assessments levied against New 

York State-licensed financial institutions, and every firm 

that receives an OCC charter in place of a New York 

license deprives DFS of resources.138 

These claims alleged by DFS were dismissed without prejudice for 

lack of subject matter jurisdiction.139  The court stated that DFS would 

not suffer any hardship from delay because any injuries it might receive 

are “contingent on future” actions of the OCC.140   

2. Vullo v. Office of the Comptroller of the Currency II 

 

On July 31, 2018, the OCC announced that it will begin accepting 

national bank charter applications from FinTech companies.141  With 

this announcement, the OCC issued a policy statement and a licensing 

manual supplement to further explain the criteria for obtaining a 

charter. 142   This manual “stresses” the importance of the OCC’s 

statutory authority that allows them to charter national banks pursuant 

to 12 C.F.R. § 5.20(e)(1).143  Current Comptroller Joseph Otting stated 

in this press release that “[p]roviding a path for fintech companies to 

become national banks can make the federal banking system stronger 

by promoting economic growth and opportunity, modernization and 

innovation, and competition.”144   

On September 14, 2018, Superintendent Vullo filed a new 

complaint in the U.S. District Court for the Southern District of New 

York moving to invalidate the decision by the OCC to offer special 

                                                                                                                                         
138 Id. (citations omitted).  
139 Id. at *10.  
140 See id. at *9 (“It is well settled law in this Circuit that the mere possibility of 

future injury does not constitute hardship.”). 
141 Press Release, Bryan Hubbard, Off. of the Comptroller of the Currency, OCC 

Begins Accepting National Bank Charter Applications From Financial Technology 

Companies (July 31, 2018), https://www.occ.treas.gov/news-issuances/news-

releases/2018/nr-occ-2018-74.html.  
142 Id.  
143 Id.  
144 Id.  
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purpose national bank charters to FinTech companies as a violation of 

the Tenth Amendment.145  In the complaint, DFS alleges: (1) that the 

issuance of SPNB Charters would exceed OCC’s regulatory authority 

as established by the National Bank Act (NBA); (2) that 12 C.F.R. § 

5.20(e)(1) is “null and void” because it does not comport with the NBA; 

and (3) that the OCC’s issuance of FinTech charters would violate the 

Tenth Amendment of the Constitution by removing institutions that 

receive such charters from state regulators.146   

Superintendent Vullo alleges: 

The Fintech Charter Decision is lawless, ill-conceived, 

and destabilizing of financial markets that are properly 

and most effectively regulated by New York State.  It 

also puts New York financial consumers — and often the 

most vulnerable ones — at great risk of exploitation by 

federally-chartered entities improperly insulated from 

New York law.  The OCC’s reckless folly should be 

stopped.147   

 

Chapter 12, section 24 of the United States Code authorizes the 

OCC to charter national banking associations by granting them “all such 

incidental powers as shall be necessary to carry on the business of 

banking.”148  The “Business of Banking” clause has served as precedent 

in defining the scope of financial activities in which a national bank 

chartered by the OCC may or must engage since the statute was first 

enacted in 1863.149  In the case of Oulton v. Savings Institution, 84 U.S. 

109 (1877), the Supreme Court stated, “‘[s]trictly speaking the term 

bank implies a place for the deposit of money, as that is the most 

obvious purpose of such an institution,’ underscoring that ‘[o]riginally 

the business of banking consisted only in receiving deposits.’”150   

In a letter to Judge Victor Marrero filed November 19, 2018, the 

OCC claims DFS has advanced substantially the same arguments as 

discussed in Vullo v. OCC and intends to move to dismiss the complaint 

on the same grounds as in Vullo I.151  The letter from OCC alleges: (1) 
                                                                                                                                         

145 Jon Hill, NY Bank Regulator Sues OCC Again Over Fintech Charter, 

LAW360 (Sept. 14, 2018, 8:23 PM), https://www.law360.com/articles/1083151.  
146 Complaint at 21–22, Vullo v. Office of the Comptroller of the Currency, No. 

18-cv-8377 (S.D.N.Y. Sept. 14, 2018). 
147 Id. at 1–2. 
148 12 U.S.C. § 24 (2012). 
149 See Complaint, supra note 146, at 8.  
150 Id. (quoting Oulton v. Savings Institution, 84 U.S. 109, 118 (1877)). 
151 Letter from Geoffrey S. Berman, U.S. Att’y for the S. Dist. N.Y., to the 

Honorable Victor Marrero (Nov. 16, 2018), 
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“DFS continues to lack standing to bring its claims because it has not 

‘suffered an injury in fact’”; (2) OCC’s interpretation of the term, 

“business of banking” in the NBA is reasonable; (3) “any challenge to 

§5.20(e)(1) is time-barred by the statute of limitations applicable to civil 

actions against federal agencies[;]” and (4) the issuance of FinTech 

charters pursuant §5.20(e)(1) would not violate the Tenth Amendment 

because the Supremacy Clause and the NBA entrust banking regulation 

to the federal government.152   

On November 27, 2018, DFS responded to the OCC’s letter to Judge 

Marrero stating that OCC’s action exceeds the agency’s statutory 

authority. 153   DFS claims that “the OCC has declared that national 

‘banks’ holding FinTech charters will not (and cannot) accept 

deposits[,]” violating one of the most fundamental premises of federal 

banking law.154  This premise is based on the longstanding precedent 

that the operations of federally chartered banks have been confined 

solely to the “business of banking” whereas the states have the authority 

to license non-depository companies.155  The letter submitted by DFS 

advances the notion that: (1) based on evidence of OCC’s past actions 

provided in the complaint, the action is ripe for judicial determination; 

and (2) the OCC lacks legal authority to issue a special purpose national 

bank charter to an entity that does not take deposits.156  DFS argues that, 

based on precedent, the “business of banking” has been tied to the 

receipt of deposits, and in addition, every time the OCC has sought to 

regulate non-depository institutions it has received special authorization 

from Congress to do so.157   

At the crux of this action brought by DFS are the consumers of New 

York.158  DFS asserts that New York is a global financial center and, as 

a result, DFS is a global financial regulator.159  Currently, there are 229 

state and international banks licensed by New York, along with 600 

non-bank financial service firms and 1,400 insurance companies.160  

DFS asserts that the OCC’s attempt to administer FinTech charters will 
                                                                                                                                         

https://www.consumerfinancemonitor.com/wp-

content/uploads/sites/14/2018/11/OCC-Letter.pdf. 
152 Id. 
153 Letter from Matthew L. Levine, Exec. Deputy Superintendent for Enf’t, N.Y. 

Dep’t of Fin. Servs., to the Honorable Victor Marrero (Nov. 26, 2018), 

https://www.courtlistener.com/recap/gov.uscourts.nysd.500901/gov.uscourts.nysd.50

0901.15.0.pdf.  
154 Id. 
155 Id. 
156 Id. 
157 Id.  
158 Complaint, supra note 146, at 2.  
159 Id. at 4. 
160 Id. at 4–5.  
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compromise New York’s ability to protect its financial markets and 

consumers.161  DFS further states that based on the manual issued by 

the OCC, entities will be eligible for federal FinTech charters by merely 

“[r]eceiving deposits, paying checks, or lending money.”162  Under the 

potential FinTech charter, New York-licensed money transmitters could 

qualify for an OCC special purpose charter thereby escaping New 

York’s regulatory requirements. 163   However, as stated in OCC’s 

FinTech whitepaper, “a fintech company with a special purpose national 

charter that does not take deposits . . . is not insured by the Federal 

Deposit Corporation.”164   

At the time of this writing, it is unclear how the court will proceed 

with this action.  However, it is arguable that the decision does not lie 

with this court, but instead, with Congress.  Congress has the power to 

grant special authorization to the OCC to license non-depository 

applicants but has thus far remained silent.165  This authorization would 

likely shatter years of precedent that has shaped national banking laws 

for years.166  It is relatively clear that there are issues with the OCC’s 

decision to introduce the proposed FinTech charter.167  The fact that the 

OCC declared that FinTech charters will not accept deposits 

fundamentally opposes the authority granted to them by Congress.168   

Based on the evidence provided by DFS, Congress should not grant 

such a special authorization.  DFS has established arguably the safest 

place for consumers to operate in the history of virtual currency 

regulation.169  To give entities the ability to circumvent New York state 

regulation would leave consumers at risk to the very illicit activity that 

DFS has attempted to prevent.   

E. Financial Crimes Enforcement Network 

 

The Financial Crimes Enforcement Network (FinCEN) was 

originally established in 1990 as an agency in the U.S. Department of 

Treasury to “provide a government-wide, multisource intelligence and 

analytical network to support the detection, investigation, and 

                                                                                                                                         
161 Id. at 5.  
162 Id. at 9. 
163 Id. at 16. 
164 Id.  
165 Id. at 21.  
166 Letter, Levine, supra note 153.  
167 See Complaint, supra note 146, at 2 (highlighting the potential illegalities 

associated with OCC’s decision).  
168 Id. at 2–3. 
169 See Press Release, Loconte, supra note 105.  
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prosecution of . . . money laundering and other financial crimes.”170  

“FinCEN works in partnership with the financial community to deter 

and detect money laundering” as well as provide intelligence and 

analytical support to law enforcement in the pursuit of illicit financial 

activity.171   

On March 18, 2013, FinCEN issued “guidance to clarify the 

applicability of the regulations implementing the Bank Secrecy Act 

(BSA) to persons creating, obtaining, distributing, exchanging, 

accepting, or transmitting virtual currencies.”172  The BSA “requires 

U.S. financial institutions to assist U.S. government agencies to detect 

and prevent money laundering.”173  Further, the act requires financial 

institutions to keep records of cash purchases of negotiable instruments, 

file reports of cash transactions, in addition to reporting “suspicious 

activity that might signify money laundering, tax evasion, or other 

criminal activities.”174   

FinCEN defines virtual currencies as “a medium of exchange that 

operates like a currency in some environments, but does not have all the 

attributes of real currency,” referencing the fact that virtual currency 

does not have legal tender status in any jurisdiction in the United 

States. 175   In 2011, FinCEN published a Final Rule amending 

definitions and regulations relating to money services businesses 

(MSBs).176  This rule defined a MSB as:  

A person wherever located doing business, whether or 

not on a regular basis or as an organized or licensed 

business concern, wholly or in substantial part within the 

United States, in one or more of the capacities listed in 

paragraphs (ff)(1) through (ff)(7) of this section.  This 

includes but is not limited to maintenance of any agent, 

                                                                                                                                         
170 About: Financial Crimes Enforcement Network, U.S. DEP’T TREASURY, 

https://www.treasury.gov/about/history/Pages/fincen.aspx (last visited Mar. 20, 

2019).  
171 Id. 
172 DEP’T OF THE TREASURY FIN. CRIMES ENF’T NETWORK, APPLICATION OF 

FINCEN’S REGULATIONS TO PERSONS ADMINISTERING, EXCHANGING, OR USING 

VIRTUAL CURRENCIES 1 (2013) [hereinafter FINCEN’S REGULATIONS], 

https://www.fincen.gov/resources/statutes-regulations/guidance/application-fincens-

regulations-persons-administering.  
173 FinCEN’s Mandate from Congress, FIN. CRIMES ENF’T NETWORK, 

https://www.fincen.gov/resources/statutes-regulations/fincens-mandate-congress 

(last visited Mar. 20, 2019).  
174 Id.  
175 FINCEN’S REGULATIONS, supra note 172. 
176 Id.  
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agency, branch, or office within the United States.177 

FinCEN states that “a money transmitter does not differentiate between 

real currencies and . . . virtual currencies” and that “[a]ccepting and 

transmitting anything of value that substitutes for currency makes a 

person a money transmitter.” 178   The premise of FinCEN’s 2013 

guidance was to set out rules for all transactions involving money 

transmission of virtual currencies.179   

On August 9, 2018, FinCEN Director Kenneth Blanco delivered 

remarks at the 2018 Chicago-Kent Block (Legal) Tech Conference 

where he addressed FinCEN’s approach to virtual currency and 

emerging technology.180  Blanco in his remarks acknowledges the use 

of blockchain technology that is being implemented by many major 

money services businesses. 181   He claims that with the industry 

evolution of these new technologies, regulators must also be cognizant 

that financial crime evolves as well with these advances, and must be 

monitored to protect consumers.182  FinCEN works concurrently with 

the SEC and CFTC in order to protect against the illicit finance and 

fraud surrounding ICOs. 183   FinCEN’s obligations calls for virtual 

currency money transmitters to: (1) register with FinCEN as a money 

services business; (2) implement an Anti-Money Laundering (AML) 

program designed “to prevent the MSB from being used to facilitate 

money laundering and terrorist finance;” and (3) establish 

recordkeeping and reporting measures.184  Based on these implemented 

regulations, FinCEN aims to provide an environment safe from fraud, 

corruption, and extortion.185   

                                                                                                                                         
177 Bank Secrecy Act Regulations, 76 Fed. Reg. 43585, 43596 (July 21, 2011) 

(to be codified at 31 C.R.F. pt. 1010). 
178 FINCEN’S REGULATIONS, supra note 172. 
179 Kenneth A. Blanco, Director, Fin. Crimes Enf’t Network, Address at the 

Chicago-Kent College of Law Block Tech (Legal) Conference (Aug. 9, 2018), 

https://www.fincen.gov/news/speeches/prepared-remarks-fincen-director-kenneth-

blanco-delivered-2018-chicago-kent-block. 
180 Id. 
181 Id. (“Major money services businesses are looking at how to incorporate 

blockchain payments to expedite remittances to locations around the world.”). 
182 See id. (“[L]ike any payment system or medium of exchange, virtual 

currency has the potential to be exploited for money laundering and other illicit 

finance.”). 
183 Id. 
184 Id. 
185 See id. 
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III. PROPOSED VIRTUAL CURRENCY AND BLOCKCHAIN 

TECHNOLOGY ACTIONS 

A. Blockchain Promotion Act of 2018 

 

On October 1, 2018, Congresswoman Doris Matsui and 

Congressman Brett Guthrie introduced H.R. 6913, the “Blockchain 

Promotion Act of 2018.”186  This Act would establish a working group 

of stakeholders across the federal government and private industry to 

establish a definition of blockchain.187  Matsui and Guthrie are members 

of the Energy and Commerce Subcommittees on Communications and 

Technology and Digital Commerce and Consumer Protection.188  This 

proposed act would establish studies on various areas of commerce that 

the application of blockchain technologies could potentially make more 

efficient.189  Currently, states are taking it upon themselves in order to 

properly define blockchain. 190   At the time of this writing, the 

Blockchain Promotion Act has been introduced, but only time will tell 

if the bill will pass through Congress.191   

B. Financial Technology Protection Act 

 

The Financial Technology Protection Act (H.R. 5036) was 

introduced on February 15, 2018.192   This Act aims to establish an 

Independent Financial Technology Task Force to provide “rewards for 

information leading to convictions related to terrorist use of digital 

currencies [as well as] establish a FinTech Leadership in Innovation 

Program to encourage the development of tools and programs to combat 

terrorist and illicit use of digital currencies, and for other purposes.”193  

The goal of this act is to investigate terroristic and illicit uses of new 

financial technology and offering rewards for any information found on 

the matter.194  The Financial Technology Protection Act passed through 

the House of Representatives on September 26, 2018.195  At the time of 
                                                                                                                                         

186 Blockchain Promotion Act of 2018, H.R. 6913, 115th Cong. (2d Sess. 2018). 
187 Id. 
188 Press Release, Doris Matsui, Matsui, Guthrie Introduce H.R. 6913, the 

Blockchain Promotion Act of 2018, (Oct. 1, 2018), 

https://matsui.house.gov/news/documentsingle.aspx?DocumentID=1819.  
189 H.R. 6913. 
190 Doris Matsui, supra note 188. 
191 H.R. 6913. 
192 164 CONG. REC. H1211 (daily ed. Feb. 15, 2018). 
193 Financial Technology Protection Act 2018, H.R. 5036, 115th Cong. (2d Sess. 

2018). 
194 Id.  
195 Id.  
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this writing, the Senate has referred the bill to the Committee on 

Banking, Housing, and Urban Affairs for further review.196   

Within this act, four words are stated: “and for other purposes.”197  

This language could potentially open the door for the groundbreaking 

virtual currency agency this nation needs.  If the Financial Technology 

Protection Act is enacted, it is possible this bill could expand into a 

formal federal agency that regulates virtual currency and blockchain 

technology not only on the scale of terroristic and illicit activity, but 

also for individual consumers at risk of fraud and manipulation.198   

IV. CONCLUSION 

As virtual currency and blockchain technologies progress in the 

United States, 199  Congress must address the need for national 

regulation.  Historically, the need for federal agencies have only come 

following significant events in the United States economy. 200   The 

Securities and Exchange Commission has established guidelines in 

order to determine that ICOs can be classified as securities and must be 

registered accordingly. 201   The Commodity Futures Trading 

Commission has dictated that virtual currency companies can commit 

commodity and futures trading violations and must abide by their 

authority.202  The New York State Department of Financial Services has 

created groundbreaking regulatory requirements based out of the 

necessity to protect the consumers of New York.203  The Office of the 

Comptroller of the Currency plans to enact a FinTech charter for entities 

looking for federal licensing. 204   FinCEN and the IRS have issued 

guidance and established regulations to insure proper reporting of 

virtual currencies and protect against fraud and illicit behavior.205   

The progress of financial innovation in the United States is 

undeniable, with advances in technology evolving the way the public 

                                                                                                                                         
196 Id.  
197 Id. 
198 See id.  
199 See supra Section I.B.  
200 See A Brief History of Administrative Government, supra note 34.  
201 See supra Section II.B.iii.   
202 See, e.g., Commodity Futures Trading Comm’n v. McDonnell, 287 F. Supp. 

3d 213, 217 (E.D.N.Y. 2018). 
203 Press Release, Loconte, supra note 105.  
204 OFF. OF THE COMPTROLLER OF THE CURRENCY, POLICY STATEMENT ON 

FINANCIAL TECHNOLOGY COMPANIES’ ELIGIBILITY TO APPLY FOR NATIONAL BANK 

CHARTERS (2018), https://www.occ.gov/publications/publications-by-type/other-

publications-reports/pub-other-occ-policy-statement-fintech.pdf. 
205 See Blanco, supra note 179; I.R.S. News Release IR-2018-71 (Mar. 23, 

2018). 
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lives their day-to-day lives.206  Decades ago the idea that credit cards 

would be used over the physical form of paper money would lead many 

to scoff.207  Who is to say that with the advancements and popularity of 

virtual currency, that Bitcoin won’t eventually overcome credit cards?  

Congress must rise to the task in shaping a regulation that will protect 

consumers on a national scale.  Currently two bills attempt to make their 

way through Congress in an attempt to better investigate and understand 

the financial innovation that is virtual currency and blockchain 

technologies.208  What remains to be seen is how Congress will answer 

this call, by either fragmenting different portions of virtual currency 

regulations into the federal agencies that currently exist, or create a new 

federal agency specifically dedicated the national regulation of all 

formats of this budding technology.  

                                                                                                                                         
206 W. Scott Frame et al., Tech-Driven Financial Innovation in Banking, FED. 

RES. BANK ATL. (Jan. 2019), 

https://www.frbatlanta.org/cenfis/publications/notesfromthevault/01-tech-driven-

financial-innovation-in-banking-2019-01-22.aspx. 
207 See generally Nathaniel Popper et al., Will Cash Disappear?, N.Y. TIMES 

(Nov. 14, 2017), 

https://www.nytimes.com/interactive/2017/11/14/business/dealbook/cashless-

economy.html (“[C]ash appears to be in a losing battle with electronic payment 

methods.”). 
208 See supra Part III.  


