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I. INTRODUCTION 

The exponential growth of COVID-19 cases left almost no aspect of 
American life untouched.  With new modes of conducting business and 
daily life taking shape over the course of months, weeks, days, or even 
hours, old norms gave way to the demands of living in the exigency of 
the public health crisis.1  Amidst an economic recession, protests against 
racial injustice, and a presidential election (as well as the decennial 
Census and more personal events like graduations, weddings, and 
birthdays),2 the underlying rationale and continuing necessity of these 
new norms sometimes received little to no scrutiny.3  This Article looks 
at a class of new norms that arose in the age of COVID-19, namely 
privacy norms. 

Privacy expectations shifted broadly across multiple sectors and 
throughout many aspects of daily life.  In order to monitor and fight the 
spread of the virus, government authorities tracked the movement of 
people and collected their personal information.4  At the direction of the 

 
1 See infra Section III. 
2 Lisa Lerer & Dave Umhoefer, On the Future, Americans Can Agree: It Doesn’t 

Look Good, N.Y. TIMES (June 12, 2020), https://www.nytimes.com/ 
2020/06/12/us/politics/election-coronavirus-protests-unemployment.html (“Five 

months from a crucial presidential election, the usual political debates, campaign 

events and policy fights have faded into the background for voters battered by a public 

health crisis, struggling through an economic recession and boiling over with fury over 

racial inequities.”); Jeffrey Mervis, Delays in 2020 U.S. Census Generate Rare 
Consensus, SCI. (Apr. 14, 2020), https://www.sciencemag.org/news/ 2020/04/delays-

2020-us-census-generate-rare-consensus (discussing delay of collection of data in the 

2020 U.S. census due to the COVID-19 pandemic). 
3 See Andy Newman, Confusion Over Coronavirus Quarantines Feeds Anxiety, 

N.Y. TIMES (Mar. 9, 2020), https://www.nytimes.com/2020/03/09/nyregion/ 

coronavirus-ny-quarantines.html. 
4 Kirsten Grind et al., To Track Virus, Governments Weigh Surveillance Tools 

That Push Privacy Limits, WALL ST. J. (Apr. 29, 2020), https://www.wsj.com/ 

articles/to-track-virus-governments-weigh-surveillance-tools-that-push-privacy-

limits-11584479841 (discussing surveillance of individuals during the pandemic); 

Jennifer Valentino-DeVries et al., A Scramble for Virus Apps That Do No Harm, N.Y. 
TIMES (Apr. 29, 2020), https://www.nytimes.com/2020/04/29/business/ coronavirus-

cellphone-apps-contact-tracing.html (discussing potential for monitoring with 

minimized risks of privacy intrusions); Sangchul Park et al., Information Technology-
Based Tracing Strategy in Response to COVID-19 in South Korea – Privacy 
Controversies, 323 J. AM. MED. ASS’N. 2129, 2129 (2020) (“For some cases, the 

general public engaged in profiling and unveiled or inferred embarrassing personal 

details. Reidentification allegedly took place on a few occasions. Some of these 
individuals were affected by unwanted privacy invasion and even became subject to 

public disdain.”); Müge Fazlioglu, Sharing COVID-19 Data with Government 
Authorities: Guidance from DPAs, IAPP (Apr. 21, 2020), 

https://iapp.org/news/a/sharing-covid-19-data-with-government-authorities-

guidance-from-dpas/ (discussing how to handle requests for COVID-19-related 

personal data); Countries are Using Apps and Data Networks to Keep Tabs on the 
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government, employers also monitored their employees—checking 
their health status and tracking their travel.5  As workplaces shut down, 
people converted dining rooms and dens into offices and classrooms, 
creating environments in which housemates and family members 
overheard work and school conversations and saw computer screens 
over shoulders.6  Employers monitored employees’ computer activity, 
and people could see inside each other’s homes over videoconferences.7  

While the exigency of the public health crisis forced these changed 
behaviors, the rationales for many (if not most) of these new norms 
ought to fade as the pandemic recedes.  Businesses that had collected 
data on employee health in order to stop the spread of infection will no 
longer want (or need) to incur the costs of collecting, storing, 
processing, and protecting this data, or the risks of a data breach.8  

 
Pandemic, THE ECONOMIST (Mar. 26, 2020), https://www.economist.com/briefing/ 

2020/03/26/countries-are-using-apps-and-data-networks-to-keep-tabs-on-the-

pandemic (discussing government use of technology to track citizens). 
5 U.S. CTR. FOR DISEASE CONTROL AND PREVENTION, INTERIM GUIDANCE FOR 

BUSINESS AND EMPLOYERS TO PLAN AND RESPOND TO CORONAVIRUS DISEASE 2019 
(COVID-19) (Apr. 9, 2020); FAQ: Employment-Related Issues Stemming from 
COVID-19, WINSTON & STRAWN LLP (Mar. 19, 2020), https://www.winston.com/ 
en/thought-leadership/faq-employment-related-issues-stemming-from-covid-19.html 

(“Encourage employees to limit all personal travel. While employers cannot prevent 

employees from traveling to areas impacted by the coronavirus, they may ask 

employees who do travel to impacted areas to work from home upon their return and 

demonstrate that they are free from symptoms of the coronavirus before returning to 

work.”). 
6 Zara Abrams, Ethical Guidance for the COVID-19 Era, AM. PSYCH. ASS’N 

(Apr. 2, 2020), https://www.apa.org/ethics/covid-19-guidance (acknowledging that 

psychologists have limited control over the confidentiality of counseling sessions 

conducted over video chat); FAQs: Virtual School Counseling Ethics, AM. SCH. 
COUNS. ASS’N (Mar. 25, 2020), https://www.schoolcounselor.org/school-
counselors/legal-ethical/faqs-virtual-school-counseling-ethics (discussing 

confidentiality limitations in online consultations). 

 7Practical Tips for Working at Home, BAYLOR UNIV., 

https://www.baylor.edu/coronavirus/index.php?id=967757 (last visited May 2, 2020) 

(“Also, during video meetings, the other participants can see (and be distracted by) 

everything in view of the camera so take that into consideration of how you set up 

your workspace.”); Drew Harwell, Managers Turn to Surveillance Software, Always-
on Webcams to Ensure Employees Are (Really) Working from Home, WASH. POST 

(Apr. 30, 2020), https://www.washingtonpost.com/technology/2020/04/30/ work-

from-home-surveillance (discussing employer surveillance of computer activities in 

home offices). 
8 See MAJORITY STAFF OF H. COMM. ON OVERSIGHT & GOV’T REFORM, 115TH 

CONG., REP. ON THE EQUIFAX DATA BREACH 18 (Comm. Print. 2018) (noting that data 

criminals target larger troves of data because of the higher rewards available from the 

attack); Jeremy Berkowitz et al., Data Flow Maps—Increasing Data Processing 
Transparency and Privacy Compliance in the Enterprise, 73 WASH. & LEE L. REV. 
ONLINE 802, 812–14 (2017) (discussing the costs for collecting, processing, storing, 

and securing data). 
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Schools that had tracked student health information to control infection 
and that had tracked online activity on home computers to maintain 
integrity in the learning environment will not face those same demands 
with in-person instruction.9  Tracking apps—deemed necessary during 
the pandemic—will no longer aid in contact tracing.10  The conversion 
of the home to a hybrid public/private space viewed through cameras 
by co-workers, teachers, fellow students, and social acquaintances will 
no longer flow from a need to limit in-person interactions.11  Yet, 
through inertia, the privacy norms established during the pandemic 
could become the new baseline post-pandemic unless society engages 
in deliberate consideration of the continued propriety of these norms.  

This Article proposes that government agencies and companies 
should engage in just such deliberate consideration.  The new privacy 
norms that apply post-pandemic should emerge through a process of 
engaged policy-making through stakeholder dialogue.  This process 
would encourage participation from multiple impacted communities in 
order to yield more informed policies.12  Transparent engagement would 
also foster accountability and stakeholder buy-in.13  This dialogue 
would yield new best practices on privacy, recognizing that some of the 
changes brought by the pandemic might have continued value, but 
others would not.14  Ideally, the process would culminate with a report 

 
9 Alexander C. Kafka, Will the Pandemic Usher in an Era of Mass Surveillance 

in Higher Education?, THE CHRON. OF HIGHER EDUC. (Apr. 14, 2020), 

https://www.chronicle.com/article/Will-the-Pandemic-Usher-in-an/248515 

(discussing on-line proctoring); U.S. DEP’T OF EDUC. STUDENT PRIV. POL’Y OFF., 
FERPA & CORONAVIRUS DISEASE 2019 (COVID-19) FREQUENTLY ASKED 
QUESTIONS (FAQS) AUTHORITIES (2020), https://studentprivacy.ed.gov/sites/default/ 

files/resource_document/file/FERPA%20and%20Coronavirus%20Frequently%20As

ked%20Questions.pdf (announcing parameters of disclosure of student personal 
information under the Family Educational Rights and Privacy Act). 

10 Grind et al., supra note 4 (discussing surveillance of individuals during the 

pandemic). 
11  Practical Tips for Working at Home, supra note 7 (discussing the shift of the 

home from a private place to a space visible to co-workers). 
12 Jaime Alison Lee, “Can You Hear Me Now?”: Making Participatory 

Governance Work for the Poor, 7 HARV. L. & POL'Y REV. 405, 409 (2013) (advocating 

for inclusion of marginalized communities in policy-making process). 
13 Mark Seidenfeld, A Civic Republican Justification for the Bureaucratic State, 

105 HARV. L. REV. 1511, 1539 (1992) (“deliberation about a more abstract level of 

principles will yield consensus.”). 
14 As discussed later in this Article, the United States Federal Trade Commission 

and the National Institute of Science and Technology would have appropriate 

expertise to lead this dialogue. Dennis D. Hirsch, From Individual Control to Social 
Protection: New Paradigms for Privacy Law in the Age of Predictive Analytics, 79 

MD. L. REV. 439, 442–44 (2020) (discussing authority of FTC in the field of privacy); 

NAT’L INST. OF STANDARDS & TECH., NIST PRIVACY FRAMEWORK: A TOOL FOR 
IMPROVING PRIVACY THROUGH ENTERPRISE RISK MANAGEMENT (2020) (“The NIST 
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detailing the changes to privacy norms that developed during the 
pandemic, highlighting those that exceeded the scope of public 
emergency orders or that do not need to persist in post-pandemic times.  
The review process could also generate guidance to government 
agencies and companies on how to conduct self-audits into changes of 
their privacy policies and practices during the pandemic.15  Upon 
completion of the dialogue, agencies and companies would determine 
if it made sense for them to seek permission to use data they had 
collected under pandemic-era privacy practices.  Finally, government 
and industry might reset their privacy policies based on the new best 
practices. 

In setting out the process for assessing privacy norms, this Article 
fills a gap in current privacy scholarship, which focuses on two areas.  
In the first area, scholars try to conceptualize privacy in a way that gives 
it common meaning and theoretical underpinnings across its many 
varied forms.16  In the second area, scholars explore issues arising in 
data privacy.17  This Article looks beyond the nature of privacy to 
address the question of how to develop privacy norms, not just for data 
privacy, but for all of the constructs of privacy.  

Section II discusses the meaning of privacy and the regulations and 
protections of privacy.  Section III provides an overview on the ways 
privacy norms have changed during the COVID-19 pandemic.  Section 
IV discusses the need to re-evaluate the privacy norms that have 
emerged during the pandemic.  Section V details a deliberate approach 

 
Privacy Framework is a voluntary tool developed in collaboration with stakeholders 

intended to help organizations identify and manage privacy risk to build 

innovative products and services while protecting individuals’ privacy.”). 
15 See infra Section V.A. 
16 E.g., Michael Froomkin & Zak Colangelo, Privacy as Safety, 95 WASH. L. REV. 

141, 143–45 (2020) (viewing privacy through the lens of safety); Abraham Bell & 

Gideon Parchomovsky, The Privacy Interest in Property, 167 U. PA. L. REV. 869, 870 

(2019) (viewing privacy through the lens of property law); Larry J. Pittman, The 
Elusive Constitutional Right to Informational Privacy, 19 NEV. L. J. 135, 135 (2018) 

(exploring the Fourth Amendment as a conceptual basis for privacy). 
17 E.g., Kirsten Martin, Privacy Governance for Institutional Trust (Or Are 

Privacy Violations Akin to Insider Trading?), 96 WASH. U. L. REV. 1367, 1367 (2019) 

(examining the role of institutional trust in the aggregation and secondary use of data 

collected online); Michael L. Rustad & Thomas H. Koenig, Towards a Global Data 
Privacy Standard, 71 FLA. L. REV. 365, 368 (2019) (seeing potential for the 

convergence of data privacy standards between the United States and the European 
Union); Lori Andrews, A New Privacy Paradigm in the Age of Apps, 53 WAKE FOREST 
L. REV. 421, 443 (2018) (analyzing medical data transmitted through apps against the 

apps’ privacy policies); David Alan Sklansky, Too Much Information: How Not to 
Think About Privacy and the Fourth Amendment, 102 CALIF. L. REV. 1069, 1083 

(2014) (pointing out that focusing on personal data has taken over the concept of 

privacy). 
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to acknowledge and re-assess those changes, while resetting privacy 
expectations for the post-pandemic world. 

II. SPHERES OF PRIVACY 
 

In order to discuss changes to privacy norms during the COVID-19 
pandemic, I must first clarify what privacy means for purposes of this 
Article.  Some commentators have argued that privacy does not exist, 
but that the word instead refers to many different things that do not share 
core concepts.18  As noted in the introduction, one of the two main 
streams of current privacy scholarship focuses on finding such unifying 
core concepts.19  Within this stream, David Alan Sklansky takes an 
historical look at the development of privacy theory.20  Sklansky 
proposes a useful unifying thread of the “private enclave”—both 
“locations and aspects of our lives that are shielded from public 
scrutiny.”21 

 
We can say that privacy is not so much a thing or 
quantity that someone has, but rather that it resides in the 
respect that others, including governmental officers, 
show for an individual's sphere of personal sovereignty.  
Violations of that respect are important not just as a 
matter of principle but because of the tangible effects 
they can have both on the victim’s sense of security and 
peace of mind and, perhaps more importantly, on the 

 
18 Lindsey Barrett, Model(ing) Privacy: Empirical Approaches to Privacy Law & 

Governance, 35 SANTA CLARA HIGH TECH. L. J. 1, 7–8 (2018) (“This article does not 

intend to imply that consumer and criminal privacy law work in the same way, or are 

hobbled by identical deficiencies. The principles, objectives, and constraints of 

consumer privacy law and Fourth Amendment law are different, as are the institutional 

competencies of the governmental decision-makers creating and applying the law.”); 

Daniel J. Solove, I’ve Got Nothing to Hide and Other Misunderstandings of Privacy, 

44 SAN DIEGO L. REV. 745, 754–55 (2007) (arguing that no “common core” of 

characteristics unites the various uses of the word privacy); James Q. Whitman, The 
Two Western Cultures of Privacy: Dignity Versus Liberty, 113 YALE. L. J. 1151, 1221 

(2004) (stating that “there is no such thing as privacy”). 
19 E.g., Froomkin & Colangelo, supra note 16, at 141 (viewing privacy through 

the lens of safety); Bell & Parchomovsky, supra note 16, at 869 (viewing privacy 
through the lens of property law); Pittman, supra note 16 (exploring the Fourth 

Amendment as a conceptual basis for privacy). 
20 Sklansky, supra note 17, 1081–84 (exploring commonalities across different 

types of privacy). 
21 Id. at 1107 (discussing the common concept of a private enclave across multiple 

constructs of privacy). 
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habits and ways of thinking of the individuals and 
organizations responsible for the violations.22  
 

The common-law tort of intrusion upon seclusion aligns with 
Sklansky’s definition of privacy as the protection of a sphere of personal 
sovereignty.23  Under this tort, “one who intentionally intrudes, 
physically or otherwise, upon the solitude or seclusion of another or his 
private affairs or concerns, is subject to liability to the other for invasion 
of his privacy, if the intrusion would be highly offensive to a reasonable 
person.”24 

Whether or not privacy means the same thing across all spheres, we 
recognize privacy as an important value.25  That value has led to the 
establishment of certain norms that protect locations and aspects of our 
lives from public scrutiny.26  These norms particularly apply in three 
settings: home, body, and information.27   

Sklansky highlights the “long tradition of centering that sphere 
around the home and the body.”28  At home, individuals have an 
expectation that they can conduct themselves without surveillance or 
intrusion.29  Privacy also extends to the body, as people value the rights 
to control who touches or views their bodies.30  The privacy norms 
regarding the home and body have largely developed through Fourth 
Amendment jurisprudence, which defines the limits on government 
intrusions into the home or body.31 

 
22 Id. at 1113. 
23 RESTATEMENT (SECOND) OF TORTS § 652B (AM. LAW INST. 1977) (discussing 

intrusion upon seclusion). 
24 Id. 
25 Sklansky, supra note 17, at 1069. 
26 Id. at 1108. 
27 Id.  
28 Id. 
29 Stephanie M. Stern, The Inviolate Home: Housing Exceptionalism in the Fourth 

Amendment, 95 CORNELL L. REV. 905, 914–15 (2010) (“Even the most ardent 

advocates of limiting privacy stop their assault at the threshold of the home and argue 

that residential privacy protection shelters actions that are legitimately exempt from 

government encroachment.”). 
30 Amy Lai, Revenge Porn as Sexual Harassment: Legislation, Advocacies, and 

Implications, 19 J. GENDER RACE & JUST. 251, 257 (2016) (“Even assuming that 

revenge porn does not qualify as sexual assault, it is undoubtedly one of the many 

forms of privacy violations, which have been criminalized over the past hundred 

years.”); Radhika Rao, Property, Privacy, and the Human Body, 80 B.U. L. REV. 359, 
364 (2009) (discussing peoples’ interests in possessing their own bodies and excluding 

others from their bodies). 
31 Barrett, supra note 18, at 26–27 (“As a baseline, the Constitution protects 

privacy from government intrusion in the Fourth Amendment, which states that the 

government must obtain a warrant based on probable cause before searching or seizing 

persons, papers, places, or effects. This has been interpreted through subsequent cases 
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The third setting for privacy, information, has become the other area 
of principal focus for privacy scholarship.32  While the Fourth 
Amendment forms the basis for many of the norms surrounding the 
privacy of homes and bodies, common-law torts, statutes, and contracts 
define the norms for information privacy.33  The four privacy torts listed 
in the Restatement (Second) of Torts all assign liability to someone who 
misuses private information.34  The tort of intrusion upon seclusion 
assigns liability to a person who intrudes on someone else’s private 
affairs in a way that a reasonable person would find highly offensive.35  
The tort of appropriation of likeness arises when someone makes an 
unauthorized commercial use of the names or likenesses of celebrities 
or others who trade on their names and likeness for their living.36  In the 
tort of public disclosure of private facts, a plaintiff has to show that a 
defendant revealed personally identifiable highly offensive information 
and that the public did not have a legitimate interest in the data.37  
Finally, the tort of false light arises against someone who disseminates 
false and highly offensive private information about an individual.38  

 
to mean that the government must obtain a warrant in order to search or seize 

something in which a person has a subjective expectation of privacy that society would 
deem objectively reasonable, unless a warrant exception applies.”); Caitlin E. 

Borgmann, The Constitutionality of Government-Imposed Bodily Intrusions, 74 U. 
ILL. L. REV. 1059, 1062 (2014) (discussing Supreme Court analysis of bodily 

intrusions under the Fourth Amendment); Yofi Tirosh & Michael Birnhack, Naked in 
Front of the Machine: Does Airport Scanning Violate Privacy?, 74 OHIO ST. L. J. 

1263, 1265 (2013) (discussing the debate about whether airport scans of passenger 

bodies violate the Fourth Amendment); Stern, supra note 29, at 913 (“Homes have 

achieved iconic status in the modern Fourth Amendment, with judicial rhetoric 

elevating residential search to the apex of protection. Doctrinally, homes receive 

greater protection than many contexts of search and seizure; only a few contexts, such 

as telephone booths and bodily invasion, receive greater protection.”). 
32 E.g., Martin, supra note 17 (examining the role of institutional trust in the 

aggregation and secondary use of data collected online); Rustad & Koenig, supra note 

17 (seeing potential for the convergence of data privacy standards between the United 

States and the European Union); Andrews, supra note 17 (analyzing medical data 

transmitted through apps against the apps’ privacy policies); Sklansky, supra note 17, 

at 1083–84 (pointing out that focus on personal data has taken over the concept of 

privacy). 
33 Barrett, supra note 18 (“This article does not intend to imply that consumer and 

criminal privacy law work in the same way, or are hobbled by identical deficiencies. 

The principles, objectives, and constraints of consumer privacy law and Fourth 

Amendment law are different, as are the institutional competencies of the 

governmental decision-makers creating and applying the law.”). 
34 RESTATEMENT (SECOND) OF TORTS § 652A (AM. LAW INST. 1977) (listing the 

four torts relating to the right to privacy). 
35 Id. § 652B. 
36 Id. § 652C, cmt. b. 
37 Id. § 652D. 
38 Id. § 652E. 
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In addition to common-law torts, statutes establish information 
privacy norms.39  Federal statutes do not establish a comprehensive 
information privacy regime, but instead create privacy obligations in 
particular sectors.40  The U.S. Congress has passed statutes that 
prescribe “Fair Information Practices” (“FIPs”) for sensitive data in a 
number of fields like health care and credit.41  These statutes typically 
define the personal data that government agencies and industry may 
collect on individuals and how government agencies and industry may 
use that data, and often require disclosure of those privacy practices to 
individuals.42  States have filled in some of the gaps left by the federal 
statutory framework with their consumer protection statutes, as well as 
legislation targeted at new technologies.43  Some state laws, like the 
federal statutes, require that businesses disclose the data that they will 
collect and how they will use it.44  State data breach statutes impose 
obligations on data stewards to notify consumers of intrusions into 
privacy in the event of a data breach.45  Depending on the state, the 
statute might only require the company to notify consumers if the 
breach harms the consumer, and it may exempt “good faith 
acquisitions” of personal information from the notification 
requirement.46  

 
39 See Paul M. Schwartz, Preemption and Privacy, 118 YALE L. J. 902, 910–13 

(2009) (discussing federal sectoral approach to privacy regulation); see also Ira S. 

Rubinstein, Privacy Localism, 93 WASH. L. REV. 1961, 1963–64 (2019) (discussing 

state privacy statutes); see also Danielle Keats Citron, The Privacy Policymaking of 
State Attorneys General, 92 NOTRE DAME L. REV. 747, 758 (2016) (noting that state 

attorneys started proposing consumer privacy laws in the 1990s). 
40 Schwartz, supra note 39. 
41Id. at 907–08 (discussing the origins of privacy law in the United States and 

Europe). 
42 Id. at 908, 910–11 (discussing regulation of personal data). 
43 Rubinstein, supra note 39, at 1964; Citron, supra note 39. 
44 E.g., CAL. CIV. CODE § 1798.100 (West 2018) (“(a) A consumer shall have the 

right to request that a business that collects a consumer’s personal information disclose 

to that consumer the categories and specific pieces of personal information the 

business has collected. (b) A business that collects a consumer’s personal information 

shall, at or before the point of collection, inform consumers as to the categories of 

personal information to be collected and the purposes for which the categories of 

personal information shall be used. A business shall not collect additional categories 

of personal information or use personal information collected for additional purposes 

without providing the consumer with notice consistent with this section.”) (amended 

2019). 
45 Ido Kilovaty, Legally Cognizable Manipulation, 34 BERKELEY TECH. L.J. 449, 

453–55 (2019) (providing an overview of data-breach notification laws). 
46 Id. at 487 (“[I]n thirty-eight states, companies are not required to inform their 

consumers of a breach if they determine that there is no risk of harm.”); Mark Burdon, 

Contextualizing the Tensions and Weaknesses of Information Privacy and Data 
Breach Notification Laws, 27 SANTA CLARA COMPUT. & HIGH TECH. L.J. 63, 74 

(2019) (“[S]ome data breaches are exempt from notification. These include ‘good faith 
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Enforcement of these statutes occurs through private rights of action 
as well as government-initiated litigation.47  At the state level, attorneys 
general bring litigation against unfair practices under the state statutes.48  
At the federal level, certain agencies will have jurisdiction over 
industries based on sectoral privacy legislation, and the U.S. Federal 
Trade Commission (“FTC”) has limited enforcement authority for 
privacy intrusions related to consumer protection.49  

The final principal source of legal norms for information privacy 
comes from contracts, namely the privacy policies issued by companies 
to inform individuals of the ways that each company plans to intrude on 
their privacy.50  Under the “notice-and-choice” paradigm that governs 
how companies collect and use personal data, companies disclose their 
intentions for how they will intrude on the consumer’s privacy and the 
consumer consents to those intrusions by using the company’s 
services.51  Since companies may not know all of the personal data they 
will end up collecting (because their business plans or technology 
platforms will change), or how they will use it, or in which format, they 
have an incentive to write vague and broad privacy policies.52  Wanting 

 
acquisitions’ of personal information by an employee or agent of the breached entity 
and encrypted personal information.”). 

47 E.g., Children’s Online Privacy Protection Act of 1998, 15 U.S.C. §§ 6501-

6506 (1998) (assigning enforcement authority to the US Federal Trade Commission); 

CAL. CIV. CODE § 1798.150(a) (West 2018) (authorizing a private right of action when 

consumers’ “nonencrypted and nonredacted personal information” is “subject to an 

unauthorized access and exfiltration, theft, or disclosure as a result of the business’s 

violation of the duty to implement and maintain reasonable security procedures.”). 
48 Citron, supra note 39, at 761 (discussing legal actions taken by state attorneys 

general). The Senate considered, but did not pass, legislation that would have given 

state attorneys general authority to bring actions against corporations that violated 

consumer privacy during the COVID-19 pandemic. COVID-19 Consumer Data 
Protection Act of 2020, S. 3663, 116TH Cong. § 4(c) (2020). 

49 Schwartz, supra note 39 (discussing federal sectoral approach to privacy 

regulation). 
50 John A. Rothchild, Against Notice and Choice: The Manifest Failure of the 

Proceduralist Paradigm to Protect Privacy Online (or Anywhere Else), 66 CLEV. ST. 
L. REV. 559, 583 (2018) (describing state and federal statutes regulating the collection 

and use of private facts, and the Fair Information Practice Principles that govern 

collection and use by companies). 
51 Ari Ezra Waldman, Privacy, Notice, and Design, 21 STAN. TECH. L. REV. 74, 

77 (2018) (stating that privacy policies “are supposed to tell us what information 

platforms collect, how and for what purpose they collect it, and with whom they share 

it (notice).”). 
52 Fred H. Cate et al., Data Protection Principles for the 21st Century: Revising 

the 1980 OECD Guidelines 1, 7 (Mar. 2014), https://www.oii.ox.ac.uk/archive/ 

downloads/publications/Data_Protection_Principles_for_the_21st_Century.pdf (“. . . 

because privacy notices under the [Organization for Economic Co-operation and 

Development] 1980 Guidelines constrain future data uses, notices have become 

increasingly broad and permissive. The result has been the increasing erosion of 
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to limit their compliance obligations, and the attendant expenses, 
companies generally want to limit the promises they make with regard 
to personal data, which they may view as a freely tradeable 
commodity.53 

The privacy norms expressed in the Fourth Amendment as well as 
these common-law torts, statutes, and contracts, have defined certain 
rights and protections that people can expect in their privacy, but courts 
have limited those rights in significant ways.54  Courts have adopted the 
third-party doctrine, which essentially states that “a person cannot have 
a reasonable expectation of privacy in information disclosed to a third 
party,” making it hard to sustain a claim in information freely shared to 
one person, but monetized by another.55  Moreover, succeeding on a 
claim requires suffering a concrete harm, and many instances of 
surveillance, collection of personal information, or other intrusions into 
privacy cause no monetary harm.56  Finally, companies or government 
agencies that collected information, or otherwise imposed on privacy, 
pursuant to a government order could likely escape liability by pointing 
to their obligation to obey the order.57  Collectively, the common law 
formulations, statutes, and contracts form the corpus of privacy norms. 

 
information privacy.”); Jay P. Kesan et al., Information Privacy and Data Control in 
Cloud Computing: Consumers, Privacy Preferences, and Market Efficiency, 70 

WASH. & LEE L. REV. 341, 435 (2013) (noting “the reality that many companies adopt 

vague privacy policy language regarding the company’s own obligations”); Katherine 

J. Strandburg, Free Fall: The Online Market’s Consumer Preference Disconnect, 
2013 U. CHI. LEGAL F. 95, 143 (2013) (“Even privacy policies that avoid legalese 

usually provide only long laundry lists of broad types of information about an 

individual that a business may collect and types of uses to which it will be put. Indeed, 

privacy policies often disclose the fact that consumer information collected by one 

online entity is shared with other entities, without providing specifics about to whom 

disclosure is made, from whom information is obtained, and for what purposes 
information from different sources is combined.”). 

53 Kesan et al., supra note 52, at 459 (2013) (“Given the prevalence of the data 

trade and the value of profiles to marketers, consumers who are willing to trade 

personal information and privacy for free services are not just using their own data as 

currency; to some extent, it could even be said that they are becoming a commodity 

themselves. This commodification is part of a trade-off, and consumers may even be 

trading some of their legal rights in exchange for services in the cloud.”). 
54 See infra notes 55–57 and accompanying text. 
55 Orin Kerr, The Case for the Third-Party Doctrine, 107 MICH. L. REV. 561, 563 

(2009) (discussing the third-party doctrine in privacy cases). 
56 Spokeo, Inc. v. Robins, 136 S. Ct. 1540, 1547 (2016) (assessing private rights 

of action under the Fair Credit Reporting Act, determining that “The plaintiff must 
have (1) suffered an injury in fact, (2) that is fairly traceable to the challenged 

conduct of the defendant, and (3) that is likely to be redressed by a favorable 

judicial decision.”); Lauren Henry Scholz, Privacy Remedies, 94 IND. L J. 653, 684–

85 (2019) (discussing the challenges of establishing harm and damages owed). 
57 E.g., What You Should Know about COVID-19 and the ADA, the Rehabilitation 

Act, and Other EEO Laws, U.S. EQUAL EMP. OPPORTUNITY COMM’N, 
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III. THE IMPACT OF COVID-19 ON PRIVACY 
 

The COVID-19 pandemic prompted rapid and significant changes 
to privacy norms.58  This Article catalogues the impacts on privacy 
during the COVID-19 pandemic using the typology of privacy 
formulated by Bert-Jaap Koops, Bryce Clayton Newell, Tjerk Timan, 
Ivan Škorvanek, Tomislav Chokrevski, and Maša Galič, which sets 
forth nine categories of privacy: bodily, spatial, communicational, 
proprietary, intellectual, decisional, associational, behavioral, and 
informational.59  Doing so illuminates the wide-ranging effects the 
pandemic had on privacy through the lens of each of these categories. 

Koops et al. identify “bodily privacy” as the interest in keeping 
others from viewing, touching, or restraining one’s body.60  Intrusions 
into bodily privacy during the pandemic included the more obvious 
restrictions on movements that resulted from quarantines or stay-at-
home orders that limited travel and going out in public.61  Further, 
authorities and employers required people to allow nasal swabs in their 
noses or thermometers on their foreheads.62  Perhaps less obviously, the 
COVID-19 pandemic intruded on the bodily privacy of nude models for 
art classes who normally could pose in-person behind a closed door, but 
who shifted to posing nude online for a potentially larger audience.63 

 
https://www.eeoc.gov/wysk/what-you-should-know-about-covid-19-and-ada-

rehabilitation-act-and-other-eeo-laws (last updated Dec. 16, 2020) (advising that 

employers could collect private medical and travel data from employers). 
58 See infra notes 61–63, 65–71, 74–76 and accompanying text. 
59 Bert-Jaap Koops et al., A Typology of Privacy, 38 U. PA. J. INT’L L. 483, 567–

68 (2017); see also DANIEL J. SOLOVE, NOTHING TO HIDE: THE FALSE TRADEOFF 
BETWEEN PRIVACY AND SECURITY 10–11 (2011) (identifying sixteen kinds of privacy 

infringements and grouping them into four clusters: “information collection,” 
“information processing,” “information dissemination,” and “invasion.”). 

60 Koops et al., supra note 59, at 567. 
61 Karen Schwartz, Driving and Travel Restrictions Across the United States, 

N.Y. TIMES, (Apr. 10, 2020), https://www.nytimes.com/2020/04/10/travel/ 

coronavirus-us-travel-driving-restrictions.html (detailing government restrictions on 

movement in the United States during the COVID-19 pandemic). 
62 Nelson Oliveira, See It: This is How Far a Swab Has to Go into Your Nasal 

Cavity During Coronavirus Test, N.Y. DAILY NEWS (Apr. 1, 2020), 

https://www.nydailynews.com/coronavirus/ny-coronavirus-unpleasant-nasal-swab-

test-illustration-goes-viral-20200401-no3nuzb7frgzfhmbp542q55eja-story.html 

(discussing COVID-19 testing through nasal swabs); COVID-19 Data Privacy and 
Security Survey, BAKER MCKENZIE (Apr. 17, 2020), 
https://www.bakermckenzie.com/-/media/files/insight/publications/2020/04/covid19-

data-privacy--security-survey17-april.pdf (opining on the deep intrusion of nasal 

swabs into the head through the nasal cavity for coronavirus tests and noting that 

employers could conduct temperature checks on their employees). 
63 Thuy-An Nguyen, Drawing Blanks: How Art Models Are Coping During the 

Coronavirus, WBUR (Apr. 10, 2020), https://www.wbur.org/artery/2020/04/10/ 
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In the Koops typology, “spatial privacy” refers to the interest in 
keeping others out of private spaces, particularly the home.64  In the 
COVID-19 era, the lines between public and private places blurred as 
workplaces, schools, houses of worship, and recreational venues shut 
down.65  Widespread adoption of video technology platforms for people 
working and learning from home converted private places into public 
places.66  Work and school connections whom individuals would 
normally not invite home could see and hear inside each other’s private 
spaces.67  Companies kept employee webcams and microphones on at 
all times, while employers monitored the workers in their homes to 
ensure productivity and guard against cybersecurity threats.68  Proctors 
took control of students’ computers, looked at their work areas, and 
watched their eye movements.69  Online learning allowed classmates, 
teachers, proctors, tutors, and testing companies to see inside and record 
in homes.70  This resulted in monitoring of children and their families 
in ways uncommon before the pandemic, including technology used to 

 
how-art-models-are-coping-during-the-coronavirus (discussing the transition of 

figure drawing classes to on-line and the need for nude models to pose via video). 
64 Koops et al., supra note 59, at 567. 
65 Patrick Hipes & Erik Pedersen, Coronavirus: List of Canceled or Postponed 

Hollywood, Media & Sporting Events, DEADLINE (May 1, 2020), https://deadline.com/ 

2020/05/coronavirus-canceled-postponed-hollywood-sports-entertainment-

1202870762/ (summarizing event cancellations); THE ATTORNEY GENERAL OF 
TEXAS, GUIDANCE FOR HOUSES OF WORSHIP DURING THE COVID19 CRISIS (Apr. 27, 

2020) (discussing restrictions on holding in-person worship services). 
66 Alison Grace Johansen, Video Conferencing Risks When Working at Home: 16 

Ways to Avoid Them, NORTON (Apr. 20, 2020), https://us.norton.com/ 

internetsecurity-emerging-threats-zoom-bombing-video-conference-threats.html 

(“Your webcam provides a window to your world. What if you mistakenly leave your 

webcam on? Or what if malicious software like spyware infiltrates your computer and 
lets a hacker spy on you through that camera? It’s possible. Or you might connect 

remotely to a conference call with unsecure Wi-Fi in a public place like a coffee shop 

or airport. Hackers may be able to gain access to that call as well.”); Polly Mosendz 

& Anders Melin, Bosses Panic-Buy Spy Software to Keep Tabs on Remote Workers, 

BLOOMBERG (Mar. 27, 2020), https://www.bloomberg.com/news/features/2020-03-

27/bosses-panic-buy-spy-software-to-keep-tabs-on-remote-workers (reporting that 

employers rolled out software to log the websites visited by employees, captured their 

keystrokes, and took screen shots). 
67 Practical Tips for Working at Home, supra note 7 (“Also, during video 

meetings, the other participants can see (and be distracted by) everything in view of 

the camera so take that into consideration of how you set up your workspace.”). 
68 Harwell, supra note 7 (discussing employer surveillance of computer activities 

in home offices). 
69 Kafka, supra note 9 (discussing on-line proctoring). 
70 Sydney Johnson, Quick Guide: How to Protect a Student’s Privacy Online, 

EDSOURCE (Apr. 29, 2020), https://edsource.org/2020/how-to-protect-a-students-

privacy-online-a-quick-guide/630037 (discussing privacy issues with virtual 

classrooms). 
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capture student images and web traffic, which even led to police 
responding to a report of a BB gun visible in a student’s video feed.71 

“Communicational privacy” refers to the interests in restricting who 
has access to communications and how the information in those 
communications gets used.72  As meetings and classes shifted from in-
person to video conference and from behind closed doors to spaces 
shared with roommates and family members, new privacy concerns 
emerged.73  In tight spaces, housemates could not help but observe each 
other’s computer screens, thus hearing and seeing their video 
meetings.74  Classmates and teachers likewise could see and hear 
anyone else within range of the camera and microphone fixed on the 
student.75  While the FTC ruled that schools could grant consent on 
behalf of the students to use video conferencing websites for 
educational purposes under the Children’s Online Privacy Protection 
Act, this ruling did not address family members captured in the feed 
who did not consent to have their conversations transmitted to the rest 
of the class.76 

Beyond the risks of overheard conversations or confidential material 
 

71 Chris Papst, “I Felt Violated” Police Search Baltimore County House over BB 
Gun in Virtual Class, WBFF (June 10, 2020), https://foxbaltimore.com/news/ project-

baltimore/police-search-baltimore-county-house-over-bb-gun-in-virtual-class 

(discussing police visit to home after school staff saw weapon in student’s home 

during virtual class); Zak Doffman, Exam Monitoring Webcam Tech Meets Student 
Outrage, FORBES (Apr. 24, 2020), https://www.forbes.com/sites/zakdoffman/ 

2020/04/24/no-lockdown-exams-sorry-kids-this-creepy-webcam-tech-lets-you-sit-

them-at-home/#529dddf15cc5 (discussing surveillance of students). 
72 Koops et al., supra note 59, at 567. 
73 Dealing with Privacy Issues in Your Next Video Conference, CASAMO & 

ASSOC., https://www.casamo.com/dealing-with-privacy-issues-in-your-next-video-

conference/ (last visited June 23, 2020) (discussing privacy concerns with personal 
information, recordings, shared desktops, data transmission, and open doors in video-

teleconferences); Kristen Setera, FBI Warns of Teleconferencing and Online 
Classroom Hijacking During COVID-19 Pandemic, FED. BUR. OF INVESTIGATION 

(Mar. 30, 2020), https://www.fbi.gov/contact-us/field-offices/boston/news/press-

releases/fbi-warns-of-teleconferencing-and-online-classroom-hijacking-during-

covid-19-pandemic (discussing hijacking of video-teleconferencing platforms). 
74 Ellen Rosen, The Zoom Boom: How Videoconferencing Tools are Changing 

the Legal Profession, ABA J. (June 3, 2020), 

https://www.abajournal.com/web/article/ethics-videoconferencing-tools-are-

changing-the-legal-profession (discussing challenges of maintaining confidentiality 

while working from home). 
75 Advice on Video Conference Apps and Student Privacy, ILL. FAMILIES FOR PUB. 

SCH. (Apr. 8, 2020), https://www.ilfps.org/videoconferencing_privacy (advising on 

privacy risks to children and families when using videoconferencing for schooling). 
76 FED. TRADE COMM’N, COMPLYING WITH COPPA: FREQUENTLY ASKED 

QUESTIONS (Mar. 20, 2015) (“In these cases, the schools may act as the parent’s agent 

and can consent to the collection of kids’ information on the parent’s behalf. However, 

the school’s ability to consent for the parent is limited to the educational context.”). 
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seen on a computer screen, increased use of technology at home 
exposed communications to other privacy threats.77  Smart home 
devices picked up conversations normally held at the office.78  
Uninvited guests started crashing video gatherings (creating the 
phenomenon of “zoom-bombing”), thereby gaining access to private 
conversations or shared screens.79  Intelligence agencies also reported 
that governments could spy on communications through video 
conferencing platforms.80  

In this environment, prior expectations of communicational privacy 
had to adapt.  In normal times, professionals such as counselors, social 
workers, and attorneys would have nearly absolute duties to maintain 
the confidences of communications, but professional bodies 
acknowledged the challenges of trying to maintain complete 
confidentiality in conversations over video chat when others in the 
home could hear at least one side of the conversation.81  The U.S. 

 
77 See Leah Campbell, Why You Need to Turn Off Your Amazon Alexa While 

Working from Home, READER’S DIGEST (June 22, 2020), https://www.rd.com/article/ 

turn-off-your-amazon-alexa-while-working-from-home/ (discussing risks of 

surveillance by smart home devices). 
78 Id. 
79 Setera, supra note 73 (discussing hijacking of video-teleconferencing 

platforms). 
80 Josh Margolin, Intel Report Warns Zoom Could be Vulnerable to Foreign 

Surveillance, ABC NEWS (Apr. 28, 2020), https://abcnews.go.com/International/ 

intel-report-warns-zoom-vulnerable-foreign-surveillance/story?id=70376203 

(reporting on vulnerabilities in the technology that could allow surveillance by 

Chinese and other intelligence agencies). 
81 SSWAA COVID-19 FAQ, SCH. SOCIAL WORK ASS’N OF AM., at *3, 

https://aab82939-3e7b-497d-8f30-

a85373757e29.filesusr.com/ugd/486e55_efcfbddc90d9444c839b6c3eb0dc2750.pdf 

(last visited July 6, 2020) (“Starting with our code of ethics, it is our responsibility to 
preserve client privacy and confidentiality. This will be challenging given the 

telehealth settings our students will be in (home, surrounded by siblings and other 

family members). We need to make every effort we can to ensure that the youth has a 

quiet, private space to meet with us, with the understanding that it will not be 

something we can certify . . . .”); Legal Ethics During the COVID-19 Pandemic, BD. 
OF BAR OVERSEERS AND OFF. OF BAR COUNS. (Apr. 22, 2020), 

https://bbopublic.blob.core.windows.net/web/f/OBC-OGC-COVID-FAQs.pdf (“You 

must take reasonable steps to maintain client confidentiality: . . . • If possible, set up a 

separate work area in your home. • Conduct conversations (including video-

conferencing) with and about clients in a way that maintains client confidentiality.”); 

James M. McCauley, Meeting your Ethical Responsibilities During the COVID-19 
Global Pandemic, VIRGINIA STATE BAR, at *3 (Apr. 9 , 2020), 
https://www.vsb.org/docs/Ethics_COVID.pdf (“The concern, of course, is that you 

may be working in an environment where anyone can overhear what you’re saying or 

can have access to your device or materials.”); Suzanne Lever & Brian Oten, 

Professional Responsibility in a Pandemic, NORTH CAROLINA STATE BAR (Apr. 6, 

2020), https://www.ncbar.gov/news-publications/news-notices/2020/04/professional-

responsibility-in-a-pandemic/ (“Discussing confidential information at home – 
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Department of Health and Human Services (“HHS”) Office of Civil 
Rights (“OCR”), acknowledging those difficulties, announced that 
health care providers could use widely available communications 
technologies to conduct telehealth even if those technologies did not 

 
Lawyers should set up a reasonably confidential private workspace while working 

from home. When taking a call with a client, close the door or step into another room 

if sensitive information is discussed.”); Abrams, supra note 6 (acknowledging that 

psychologists have limited control over the confidentiality of counseling sessions 

conducted over video chat); Virtual School Counseling Ethics, supra note 6 (“It is 

important to note that we cannot completely ‘ensure’ confidentiality in an online 
setting given our limitations. We cannot know the student is alone, for example.”); 

INDIANA SUP. CT. OFFICE OF JUDICIAL ADMIN, ETHICAL GUIDANCE FOR LAWYERS 
DURING COVID-19, (2020) (“Be mindful of your duty of confidentiality. A work-at-

home environment can create confidentiality voids with other family members. Is the 

security of your electronic system as robust at home as it is at the office?”); accord 

Rosen, supra note 74 (“Additionally, lawyers may have roommates or family 

members sheltering in place with them who may not know—or may not care—about 

the confidentiality of conversations or documents, whether in digital or analog 

form.”); Leslie Ann Berkoff, Taking Your Mediation Practice Online in the Face of 
COVID-19, ABA BUS. L. SECTION (Mar. 30, 2020), https://businesslawtoday.org/ 

2020/03/taking-mediation-practice-online-face-covid-19/ (“. . . as the mediator you 

need to ensure that all parties are comfortable with the confidentiality of the online 
process. It is easy to gauge confidentiality when you are sitting in a private conference 

space and can determine that what is being said is only being heard by the actual 

participants who are present in that room. With online programs, there is a limited 

view of where the other participants are physically sitting. Moreover, all of the 

platforms have recording features, which you should ensure are turned off and you 

should request that all participants do the same. You should review and identify the 

confidentiality expectations with all the participants and stress the importance of 

maintaining confidentiality of the process; whatever presentation you normally give 

for confidentiality should be modified for this new format. Further, you should stress, 

in advance, that the parties themselves should be in a private space where they cannot 

be overheard. The parties should not be on public WiFi and should be in an area with 
good connectivity to avoid disruptions to the process.”); but see Torres v. U.S. Dep’t 

of Homeland Security, No. EDCV 18-2604 JGB (SHKx), 2020 WL 3124216, at *11 

(C.D. Cal. Apr. 11, 2020) (ordering Department of Homeland Security to provide free 

and confidential communication channels between detained non-citizens and their 

attorneys); Practicing Ethically in the Age of COVID-19: Some Guidelines, WYOMING 
STATE BAR (Mar. 23, 2020), https://www.wyomingbar.org/practicing-ethically-age-

covid-19-guidelines/ (“Pursuant to Rule 1.6 (Confidentiality of Information), the 

lawyer’s duty to maintain the client’s confidences and secrets is extremely broad. As 

such, lawyers working remotely or from other irregular or nontraditional sites must 

carefully consider the security and confidentiality of their policies, procedures, and 

systems. Some obvious basics include protecting computer systems and physical files 

and ensuring that telephone and other conversations and communications remain 
privileged.”); AAA-ICDR® Virtual Hearing Guide for Arbitrators and Parties, AM. 
ARB. ASS’N & INT’L CTR. FOR DISP. RES., at *2, https://go.adr.org/rs/294-SFS-

516/images/AAA268_AAA%20Virtual%20Hearing%20Guide%20for%20Arbitrator

s%20and%20Parties.pdf (last visited May 17, 2020) (“Participants should use secure 

internet connections and not attend from public locations or in circumstances where 

non-invitees could hear or see the proceedings.”). 
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satisfy the Health Insurance Portability and Accountability Act 
(“HIPAA”) Privacy Rule or the health care provider had no agreement 
with the vendor.82 

“Proprietary privacy” refers to the “interest in using property as a 
means to shield activity, facts, things, or information from the view of 
others.”83  During the COVID-19 pandemic, people increased the use of 
property—masks and other personal protective equipment—in ways 
that obscured their identities, while also having the effect of increasing 
privacy.84  However, this increased usage of identity-obscuring property 
came with negative consequences.85  Health care workers who put on 
gowns, gloves, and masks that concealed their identities lost access to 
pockets and could not carry bags with them, meaning that they would 
have to leave personal items in less private and secure places than their 
bodies.86  The shift to masks also led to fears by some Black men that 
wearing masks would make people fear or mistrust them, leaving them 
with a terrible choice of wearing a mask and risking attack by someone 
scared of the Black man in the mask or forgoing the masks and risking 
contracting COVID-19.87  The increased use of masks also created 
problems for people with hearing disabilities who watch faces in order 
to communicate via American Sign Language or read lips since masks 

 
82 U.S. DEP’T OF HEALTH & HUM. SERV., OCR ANNOUNCES NOTIFICATION OF 

ENFORCEMENT DISCRETION FOR TELEHEALTH REMOTE COMMUNICATIONS DURING 
THE COVID-19 NATIONWIDE PUBLIC HEALTH EMERGENCY (Mar. 17, 2020) 

(announcing waiver of sanctions and penalties). 
83 Koops et al., supra note 59, at 567. 
84 Richard Thompson Ford, Why Americans Are So Resistant to Masks, SLATE 

(Apr. 10, 2020), https://slate.com/news-and-politics/2020/04/why-americans-resist-

coronavirus-masks.html (“A mask allowed the wearer to escape the constraints of their 

own persona and social role and become, if not anonymous, at least enigmatic.”). 
85 U.S. CTR. FOR DISEASE CONTROL & PREVENTION, CONSIDERATIONS FOR 

WEARING CLOTH FACE COVERINGS (last updated Feb. 11, 2021) (discussing 

challenges for people who rely on lip readings and sign language when others wear 

masks, and the discomfort or medical problems masks might cause). 
86 MSHS COVID-19 Personal Protective Equipment (PPE) Practices, MOUNT 

SINAI HEALTH SYS., https://www.mountsinai.org/files/MSHealth/Assets/HS/About/ 

Coronavirus/MSHS-COVID-19-PPE-Practices.pdf (last updated June 10, 2020) 

(detailing protocols for using personal protective equipment). 
87 Usha Lee McFarling, ‘Which Death Do They Choose?’: Many Black Men Fear 

Wearing a Mask More Than the Coronavirus, STAT NEWS (June 3, 2020), 

https://www.statnews.com/2020/06/03/which-deamany-black-men-fear-wearing-

mask-more-than-coronavirus/ (“Despite their fears of infection, and statistics showing 
Black communities are among the hardest hit, many Black men feel wearing a mask 

is a bigger threat than the coronavirus. Just as they are more likely than white people 

to be stopped and frisked, to be pulled over for traffic violations, and to be charged 

with drug crimes, Black individuals also appear more likely to be targeted by police 

for simply wearing masks. In a heartbreaking calculus, many are choosing not to wear 

them at all.”). 



 

2021 PRIVACY NORMS AND THE COVID-19 
PANDEMIC 

289 

obscure facial expressions and lip movements.88  Other people 
welcomed the normalization of wearing masks as it created an 
environment where they could conceal their identities while they 
committed crimes.89  When using property to conceal things from others 
has a chilling impact on communication and trust, this can harm privacy 
since it limits peoples’ access to information or discourages them from 
living their lives.90 

“Intellectual privacy” refers to the interests in developing private 
thoughts, opinions, and beliefs.91  Critics have argued that governments 
limited the development of private thoughts, opinions, and beliefs 
during the pandemic by attempting to control the narrative of the 
pandemic through the withholding or distorting of information as well 
as by the use of the crisis to justify restrictions on speech in the name of 
public health. 92  Specifically, in March 2020, Freedom House issued a 
statement that it had “observed concerning signs that authoritarian 
regimes used COVID-19 as a pretext to suppress independent speech, 
increase surveillance, and otherwise restrict fundamental rights, going 
beyond what is justified by public health needs.”93   

Additionally, the National Coalition Against Censorship warned 
about both crackdowns on dissenting views against the U.S. 
government’s response to the pandemic and the government’s 
politically motivated suppression of scientific research.94  An opinion 
piece in Foreign Policy also argued that “the firing of Navy Capt. Brett 
Crozier for . . . raising alarm bells over the spreading viral risk to the 

 
88 Sarah Lehr, How Face Masks Impair Communication for People Who are Deaf, 

Hard of Hearing, LANSING STATE J. (June 11, 2020), 

https://www.lansingstatejournal.com/story/news/2020/06/11/covid-19-face-masks-

creating-challenges-people-who-deaf/5309411002/ (discussing challenges masks 

present for deaf and hard of hearing people). 
89 Justin Rohrlich, Armed Thieves are Capitalizing on the Fact That Everyone’s 

Now Wearing Masks in Public, QUARTZ (Apr. 14, 2020), https://qz.com/ 

1837529/thieves-are-capitalizing-on-the-publics-use-of-covid-19-masks/ (“Thieves 

appear to have capitalized on this trend. They became eager early adopters, using 

surgical masks during the commission of various crimes, seemingly recognizing an 

opportunity weeks before the Centers for Disease Control on April 3 issued its first 

official recommendation to cover your face when going outside.”). 
90 See Koops et al., supra note 59, at 567. 
91 Id. 
92 E.g., Free Expression and the Coronavirus Pandemic, NAT’L COAL. AGAINST 

CENSORSHIP, https://ncac.org/news/coronavirus-pandemic-free-speech-threats (last 

visited Feb. 16, 2021) (discussing concerns about government speech and information 
restriction during COVID-19). 

93 Freedom House Calls for Vigilance to Combat Abuses during Coronavirus 
Pandemic, FREEDOM HOUSE (Mar. 18, 2020), https://freedomhouse.org/article/ 

freedom-house-calls-vigilance-combat-abuses-during-coronavirus-pandemic. 
94 Free Expression and the Coronavirus Pandemic, supra note 92 (discussing 

threats to free expression during the pandemic). 
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sailors under his command . . . is among the most vivid examples of a 
metastasizing trend of silencing and punishing speech, ostensibly to 
protect public health and order.”95  The Tampa Bay Times reported that 
the Florida Department of Health pressured the state Medical 
Examiners Commission to stop publishing numbers of COVID-19 
deaths because those numbers exceeded the counts of the Department 
of Health.96  Critics called out not just government actors, but also 
university administrators, arguing that use of technology to monitor not 
only the quantity of research put out by professors working from home 
during the pandemic, but also the content of their work threatened the 
academic independence of professors.97 

“Decisional privacy” refers to interests in making “intimate 
decisions, primarily of a sexual or procreative nature,” or within 
intimate relationships.98  Social distancing requirements impeded 
decisional privacy by limiting the ability of people to exercise those 
intimate decisions.99  The American Society for Reproductive Medicine 
issued guidance that women might consider putting off pregnancy 
during the COVID-19 pandemic.100  Health care professionals warned 
against kissing, as COVID-19 could spread through saliva.101  Dating 

 
95 Suzanne Nossel, Don’t Let Leaders Use the Coronavirus as an Excuse to 

Violate Civil Liberties, FOREIGN POL’Y (Apr. 13, 2020), https://foreignpolicy.com/ 

2020/04/13/governments-coronavirus-pandemic-civil-liberties/ (“The suppression of 

speech impedes containment of the pandemic, obscures understanding of the crisis and 

how to prevent its recurrence, impairs the effort to hold accountable the officials who 

are responsible for managing the threat, and poses a lasting risk to civic health.”). 
96 Kathleen McGroary & Rebecca Woolington, Florida Medical Examiners Were 

Releasing Coronavirus Death Data. The State Made Them Stop, TAMPA BAY TIMES 

(Apr. 29, 2020), https://www.tampabay.com/news/health/2020/04/29/florida-

medical-examiners-were-releasing-coronavirus-death-data-the-state-made-them-

stop/ (reporting on pressure to change official infection tallies). 
97 Kafka, supra note 9 (“Online teaching is not only built for data mining, but for 

every imaginable threat to academic freedom.”). 
98 Koops et al., supra note 59. 
99 See infra notes 100–102 and accompanying text. 
100 COVID-19: Questions Your Patients May Have, AM. SOC’Y FOR 

REPRODUCTIVE MED. (Apr. 7, 2020), https://www.asrm.org/news-and-publications/ 

news-and-research/announcements/covid-19-questions-your-patients-may-have/ (“If 

you don’t have COVID-19, there is no medical reason to change your plans regarding 

trying to conceive. However, there may be logistical, psychological, and emotional 

reasons to modify your plans. For example, there may be less access to routine prenatal 

care. Out of an abundance of caution, you may consider postponing pregnancy.”). 
101 Does Saliva Have Health Risks? 3 Ways Germs Can Spread, CLEV. CLINIC 

(Apr. 7, 2020), https://health.clevelandclinic.org/does-saliva-have-health-risks-3-

ways-germs-can-spread/ (warning that even spouses should avoid kissing); See What 
To Do if You Were Potentially Exposed to Someone With Confirmed Coronavirus 
Disease (COVID-19), WASH. STATE DEPT. OF HEALTH https://www.doh.wa.gov/ 

Portals/1/Documents/1600/coronavirus/COVIDexposed.pdf (last updated Jan. 20, 

2021) (discussing potential exposure to disease through kissing). 
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apps reported increased usage of messaging and video chats while users 
could not meet in person due to stay-at-home orders.102 

“Associational privacy” refers to the freedom to choose the people, 
groups, and organizations with which an individual spends time.103  
Government orders limited the number of people who could gather at 
any one time.104  This resulted in cancellation of events and closure of 
venues, thereby restricting the freedom of people to meet together.105  
Stay-at-home orders limited associational privacy not only by 
restricting the ability of people to meet someone else outside the home, 
but also by restricting the ability of people to choose not to spend time 
together.106  People subject to stay-at-home orders might have ended up 
spending extended periods of time with irritating family members, 
housemates, or guests.107 

“Behavioral privacy” refers to the interests in remaining anonymous 
and unobserved in public.108  In response to the crisis, employers and 
government agencies monitored and restricted the movements of 
people.109  Governments and industry used smart-phone data to track 
people to determine the trajectory of infection and possible points of 
contact with others who might show symptoms or become sick.110  
Officials also proposed the use of facial recognition technology to 
identify people who had gone out in public in violation of a mandatory 

 
102 Talib Visram, How COVID-19 Killed Hookup Culture and Saved Romance, 

FAST CO. (Apr. 21, 2020), https://www.fastcompany.com/90492617/how-covid-19-

killed-hookup-culture-and-saved-romance (discussing rapid pivot toward video 

dating). 
103 Koops et al., supra note 59, at 568. 
104 Thomas Johnson & Angela Fritz., You’re Under a Stay-at-home Order? 

Here’s What That Means in Your State, WASH. POST (May 5, 2020), 
https://www.washingtonpost.com/health/2020/04/06/coronavirus-stay-at-home-by-

state/ (summarizing limitations on sizes of gatherings and required closure of 

businesses). 
105 Hipes & Pedersen, supra note 65 (summarizing event cancellations); THE 

ATTORNEY GENERAL OF TEXAS, supra note 65 (discussing restrictions on holding in-

person worship services). 
106 Elaine Godfrey, Trapped at Home with People You Met on Craigslist, THE 

ATLANTIC (Apr. 2, 2020), https://www.theatlantic.com/family/archive/2020/04/how-

safely-quarantine-roommates/609286/ (“Now, as D.C. and other cities across America 

have instructed their citizens to stay home as much as possible, roommates nationwide 

are asking the same question I am: How, exactly, are we supposed to manage this?”). 
107 Id. (discussing unexpected work-from-home situation for four roommates). 
108 Koops et al., supra note 59, at 568. 
109 See infra notes 110–14 and accompanying text. 
110 Valentino-DeVries et al., supra note 4 (discussing privacy issues with contact 

tracing apps); Park et al., supra note 4 (discussing privacy issues with monitoring 

apps). 
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quarantine and thermal imaging cameras to scan bodies.111  In order to 
facilitate contact tracing employers asked employees about places they 
visited.112  The Department of Defense prohibited all service members 
from taking official or personal travel outside their local areas.113  U.S. 
citizens who traveled abroad to certain countries had to re-enter the 
country through one of thirteen designated airports and then remain at 
home.114  These restrictions on movement limited people’s ability to 
move around anonymously and unobserved.115 

“Informational privacy” refers to “the overarching . . . interest in 
preventing information about one-self to be collected and in controlling 
information about one-self that others have legitimate access to.”116  In 
response to the COVID-19 pandemic, government and industry ramped 
up the collection of personal information for health screening purposes 
as well as to limit the spread of the virus.117  As increased collection of 
personal data became the norm, federal agencies also encouraged the 
sharing of certain private health information.118  The U.S. Department 

 
111 Grind et al., supra note 4 (discussing surveillance of individuals during the 

pandemic). 
112 FAQ: Employment-Related Issues Stemming from COVID-19, supra note 5 

(advising employers to limit employee travel). 
113 U.S. DEP’T OF DEFENSE, MODIFICATION AND REISSUANCE OF DOD RESPONSE 

TO CORONAVIRUS DISEASE 2019 – TRAVEL RESTRICTIONS (Apr. 20, 2020) (setting 

forth travel restrictions for military personnel). 
114 U.S. CTR. FOR DISEASE CONTROL & PREVENTION, TRAVELERS PROHIBITED 

FROM ENTRY TO THE US (last updated Jan. 26, 2021). 
115 See supra notes 111–14 and accompanying text. 
116 Koops et al., supra note 59, at 568–69. 
117 Chloe Alexander, IAH Adds Facial Recognition Technology to Help Stop 

Spread of Coronavirus, KHOU11 (June 12, 2020), https://www.khou.com/article/ 

news/local/iah-adds-facial-recognition-technology-to-help-stop-spread-of-
coronavirus/285-acaaa00a-387e-4bb7-821f-4e3171f75b55 (discussing changes to air 

travel at Houston airports); Valentino-DeVries et al., supra note 4 (highlighting that 

the law in Norway requires deletion every 30 days of data gathered through apps 

developed to monitor movement during the COVID-19 pandemic); U.S. CTR. FOR 
DISEASE CONTROL & PREVENTION, supra note 5 (providing guidance to employers 

regarding COVID-19); Carmela Troncoso et al., Decentralized Privacy-Preserving 
Proximity Tracing (May 25, 2020), https://github.com/DP-3T/documents/ 

blob/master/DP3T%20White%20Paper.pdf (promoting use of proximity tracing apps 

that do not store any information about the individuals’ movements or location); but 
see U.S. DEP’T OF HEALTH & HUM. SERV. OFF. FOR C. R., OCR ISSUES GUIDANCE ON 
COVERED HEALTH CARE PROVIDERS AND RESTRICTIONS ON MEDIA ACCESS TO 
PROTECTED HEALTH INFORMATION ABOUT INDIVIDUALS IN THEIR FACILITIES (May 5, 
2020) (reiterating that the HIPAA Privacy Rule prohibits covered health care 

providers from allowing the media to film facilities where they would have access to 

patients’ personal health information absent prior written consent from each patient). 
118 See U.S. DEP’T OF EDUC. STUDENT PRIV. POL’Y OFF., supra note 9 

(announcing parameters of disclosure of student personal information under the 

Family Educational Rights and Privacy Act). 
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of Education announced that schools could disclose student education 
records, without the consent of the student or parent, to public health 
authorities if the school identified a threat to the health or safety of a 
student at the school.119   

In March 2020, HHS Secretary Alex M. Azar exercised his authority 
to decline to prosecute the provisions of the HIPAA Privacy Rule that 
allowed a patient to request privacy restrictions and confidential 
communications and the requirement that the hospital obtain a patient’s 
permission to speak with family members or friends about the patient’s 
care.120  Later, OCR at HHS announced that health professionals could 
disclose the identity of someone with a positive COVID-19 diagnosis 
to law enforcement, paramedics, first responders, and public health 
authorities without the consent of the patient.121  Then, in April 2020, 
OCR announced that it would not pursue violations of the HIPAA 
Privacy Rule for disclosure of protected health information during the 
COVID-19 public health emergency.122  Shortly after that 
announcement, OCR also announced that it would not pursue violations 
of the HIPAA Rules against entities operating community-based testing 
sites.123  

In addition to intentional collection of data by governments, 
employers, and schools, the pandemic resulted in the release of 
information by accident or without consent.124  Reports emerged of a 
breach of tribal data and financial information submitted to the U.S. 
Department of Treasury in connection with a funding opportunity for 
Native American tribes under the Coronavirus Aid, Relief, and 
Economic Security (CARES) Act.125  Further, vulnerabilities in 

 
119 Id. 
120 U.S. DEP’T OF HEALTH & HUM. SERVS., COVID-19 & HIPAA BULLETIN 

LIMITED WAIVER OF HIPAA SANCTIONS AND PENALTIES DURING A NATIONWIDE 
PUBLIC HEALTH EMERGENCY (2020) (discussing parameters for sharing information). 

121 U.S. DEP’T OF HEALTH & HUM. SERVS. OFF. FOR C.R., COVID-19 & HIPAA: 
DISCLOSURES TO LAW ENFORCEMENT, PARAMEDICS, OTHER FIRST RESPONDERS AND 
PUBLIC HEALTH AUTHORITIES (2020) (announcing waiver of sanctions and penalties). 

122 U.S. DEP’T OF HEALTH & HUM. SERV., OCR ANNOUNCES NOTIFICATION OF 
ENFORCEMENT DISCRETION TO ALLOW USES AND DISCLOSURES OF PROTECTED 
HEALTH INFORMATION BY BUSINESS ASSOCIATES FOR PUBLIC HEALTH AND HEALTH 
OVERSIGHT ACTIVITIES DURING THE COVID-19 NATIONWIDE PUBLIC HEALTH 
EMERGENCY (Apr. 2, 2020) (announcing non-enforcement decision). 

123 U.S. DEP’T OF HEALTH & HUM. SERV., OCR ANNOUNCES NOTIFICATION OF 
ENFORCEMENT DISCRETION FOR COMMUNITY-BASED TESTING SITES DURING THE 
COVID-19 NATIONWIDE PUBLIC HEALTH EMERGENCY (Apr. 9, 2020) (announcing 

non-enforcement decision). 
124 See infra notes 125–30 and accompanying text. 
125 Levi Rickert, CARES Act Tribal Data Breach: One Observer Calls it Indian 

Country’s ‘Watergate’, NATIVE NEWS ONLINE (Apr. 19, 2020), https:// 

nativenewsonline.net/currents/cares-act-tribal-data-breached-one-observer-calls-it-
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software used by the Small Business Administration resulted in the 
release of the personal data of nearly 8,000 applicants for the Economic 
Injury Disaster Loan program offered as part of the stimulus for the 
COVID-19 economic fallout.126 

In adopting new technologies while adhering to the stay-at-home 
orders, some people may have inadvertently – and without their consent 
– disclosed personal information to third parties.127  For example, 
Consumer Reports found that video conferencing platforms collected 
more information than users expected and noted the potential for the 
sharing of video recordings of those meetings.128  Further, a lawsuit 
alleged that Zoom Video Communications shared user information with 
Facebook for marketing purposes.129  With increased app usage by 
children spending more time at home after schools shut down, 
advocates alleged that the content platform ByteDance collected and 
retained personal information from these children without notice to or 
consent from their parents.130  The COVID-19 pandemic prompted 
broad and deeply disruptive changes to privacy norms.  Regardless of 
the rationale or intentions behind those changes, those shifts in privacy 
norms demand a reassessment. 

IV. THE NEED TO RE-ASSESS PRIVACY NORMS 
 

Using the Koops et al. typology to catalogue the changes to privacy 
norms during the pandemic hints at the magnitude of the impact across 
vast swaths of human activity.  The breadth and speed131 of these 

 
indian-country-s-watergate (reporting on unauthorized release of tribal data to 

attorneys and lobbyists). 
126 Rachel Siegel, Data Breach May Have Exposed Personal Information of 

Thousands of SBA Emergency Loan Applicants, WASH. POST (Apr. 21, 2020), 
https://www.washingtonpost.com/business/2020/04/21/sba-data-loan-small-business/ 

(reporting on breach of financial information). 
127 See Complaint at 2, Hurvitz v. Zoom Video Communications, Inc., No. CV 

20-3400 PA (JPRx), 2020 WL 4360674 (C.D. Cal. May 12, 2020) (No. 2:20-cv-3400) 

(claiming that Zoom allowed Facebook and LinkedIn to monitor individuals’ use of 

the Zoom video conferencing platform). 
128 Allen St. John, Tech Tools and Services That Make It Easier to Work from 

Home, CONSUMER REP., https://www.consumerreports.org/home-office/work-from-

home-covid-19-tech-that-will-make-it-easier/ (last updated June 23, 2020) (discussing 

privacy issues with video conferences). 
129 Complaint, supra note 127, at 19. 
130 Hannah Murphy, TikTok Accused of Breaching US Child Privacy Regulations, 

ARS TECHNICA (May 14, 2020), https://arstechnica.com/tech-policy/2020/05/tiktok-

accused-of-breaching-us-child-privacy-regulations/ (discussing lawsuit filed by 

advocates on behalf of child users of the TikTok service and their families). 
131 Sarah Kirby, 5 Ways COVID-19 Has Changed Workforce Management, 

WORLD ECON. F. (June 2, 2020), https://www.weforum.org/agenda/2020/06/covid-

homeworking-symptom-of-changing-face-of-workforce-management/. 
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changes should make us pause to consider whether society actually 
bought into the new norms, or if they became the norms merely because 
someone with authority made the change.  Privacy law has historically 
reflected shared viewpoints on the proper scope of protection for the 
personal sphere.132  In 1989, Robert Post argued that privacy laws 
reflect social norms, which he called “civility rules.”133  Post explained 
how the common-law privacy torts sought to protect against intrusions 
that society had deemed improper. 

 
[T]he device of the reasonable person focuses the law 
not on actual injury to the personality of specific 
individuals, but rather on the protection of that 
personality which would be constituted by full 
observance of the relevant rules of deference and 
demeanor, those whose violation would appropriately 
cause outrage or affront.134 
 

While Post wrote before the growth of sectoral privacy statutes and 
the notice-and-consent paradigm of privacy policies, other scholars 
have continued to point out the importance of social expectations in 
defining privacy norms.135  Helen Nissenbaum suggested that we must 
view privacy through a framework of “contextual integrity” which 
focuses on the expectations people have for the sharing of information 
based both on the nature of the relationship between the person 
divulging and the person receiving private information and the reasons 
for sharing the information.136 

While privacy law developed as a reflection of societal expectations 
of the appropriate protection of the personal sphere,137 pandemic and 
post-pandemic privacy practices may no longer align with societal 

 
132 Robert C. Post, The Social Foundations of Privacy: Community and Self in the 

Common Law Tort, 77 CALIF. L. REV. 957, 971 (1989) (“Certain kinds of respect are 

in ordinary discourse understood to be concerned with privacy, and the common law 

roughly incorporates this understanding into the formal elements of the privacy tort.”). 
133 Id. at 957. 
134 Id. at 963 (discussing the injuries caused by common-law intrusions into 

privacy). 
135 Barrett, supra note 18 at 26–27 (discussing the importance of privacy law 

catching up to “how human beings actually think and act.”). 
136 Helen Nissenbaum, Privacy as Contextual Integrity, 37 WASH. L. REV. 119, 

137 (2004) (“I posit two types of informational norms: norms of appropriateness, and 
norms of flow or distribution. Contextual integrity is maintained when both types of 

norms are upheld, and it is violated when either of the norms is violated. The central 

thesis of this Article is that the benchmark of privacy is contextual integrity; that in 

any given situation, a complaint that privacy has been violated is sound in the event 

that one or the other types of the informational norms has been transgressed.”). 
137 See Post, supra note 132. 
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expectations of privacy.138  What signals this misalignment? First, 
privacy practices have changed significantly during the pandemic in 
order to respond to the public health emergency, but history shows that 
times of crisis may often lead to intrusions that go too deep and last too 
long.139  Second, with technology used surreptitiously for surveillance 
and to exchange high volumes of information, actual privacy practices 
remain largely unknown.140  For these reasons, American society needs 
to engage in a deliberate assessment of privacy norms. 

On the first point, headlines of pandemic and recession upended 
privacy practices swiftly and radically.141  The American public became 
accustomed to the new privacy norms that developed during the course 
of the COVID-19 pandemic.142  Once the disease comes under control 
and the exigent justifications for these intrusions have passed, will the 
public accept these intrusions as part of the new normal?  Will 
Americans place more value on personal health and safety over privacy, 
even if the public health damages become minimal?   

We can draw lessons from the response to the September 11, 2001 
attacks, as observed by Derek Alphran in 2009.143 Alphran noted: 

 
The “war on terror” is changing society's view on Fourth 
Amendment privacy values. The interest in protecting 
domestic security has resulted in increased acceptance of 
airport searches of persons and property, mass video 
surveillance on public thoroughfares, and warrantless 
searches of citizens in public buildings, stadiums, office 
buildings, trains, subways, buses, schools, public 
institutions, and private workplaces.144 

Alphran argued that the U.S. government continued to add incremental 
new intrusions on privacy in the name of national security.145  In 2007, 

 
138 See supra Section III. 
139 See generally Derek M. Alphran, Changing Tides: A Lesser Expectation of 

Privacy in a Post 9/11 World, 13 RICH. J.L. & PUB. INT. 89, 91–95 (2009) (discussing 

the immediate and enduring impact of the 9/11 terrorist attacks on privacy 

expectations). 
140 See James Pasley, 28 Ways Companies and Governments Can Collect Your 

Personal Data and Invade Your Privacy Every Day, BUSINESS INSIDER (Jan. 21, 2020, 

10:42 AM), https://www.businessinsider.com/invasion-of-data-privacy-online-in-

person-examples-2020-1. 
141 See supra Section III. 
142 See supra Section III. 
143 Alphran, supra note 139, at 89–90. 
144 Id. at 91. 
145 Id. at 120–21 (discussing how the public gradually accepted screening devices 

in public places, personal identification checks, and mass video surveillance). 
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six years after the terrorist attacks, the public finally said enough when 
news of the warrantless interception of U.S. citizens’ phone calls under 
the Terrorist Surveillance Program hit the press.146 

The Electronic Frontier Foundation argued that the U.S. 
government’s sustained and increasing intrusions into privacy in 
response to crises started well before the 9/11 attacks.147 It stated that: 

 
The U.S. government is not known for its inclination to 
give back surveillance powers seized during 
extraordinary moments. Once used in acute 
circumstances, a tool stays in the toolbox until it is taken 
away. The government did not relinquish the power 
to tear gas protesters after the National Guard was called 
in to break up the Bonus Marchers assembled in the 
capitol during the Great Depression. Only after decades 
of clandestine use did the American people learn about 
the ways the FBI misused the threat of Communism to 
justify the wholesale harassment, surveillance, and 
sabotage of civil rights leaders and anti-war protesters. 
The revelation of these activities resulted in Sen. Frank 
Church’s investigations into U.S. surveillance in the 
mid-1970s, the type of forceful oversight of intelligence 
agencies we need more of today. And the massive 
surveillance apparatus created by the PATRIOT 
Act after 9/11 remains mostly intact and operational 
even after revelations of its overreach, law-breaking, and 
large-scale data collection on U.S. persons.148 
 

In addition to the changes that resulted from 9/11, Jordan Blanke 
argued that this pattern of reduced privacy followed by a scandal 
resulting in the call for increased privacy also happens with consumer 
technology platforms, notably with the backlash against Facebook 
following the Cambridge Analytica scandal.149  Based on this history, 
we cannot expect that the U.S. government or companies that monetize 
data will unilaterally change the privacy norms they adopted during the 

 
146 Id. at 126 (noting that the outcry led to swift reform). 
147 See Matthew Guariglia, The Dangers of COVID-19 Surveillance Proposals to 

the Future of Protest, EFF (Apr. 29, 2020), https://www.eff.org/deeplinks/ 
2020/04/some-covid-19-surveillance-proposals-could-harm-free-speech-after-covid-

19. 
148 Id. 
149 Jordan M. Blanke, Top Ten Reasons to Be Optimistic About Privacy, 55 IDAHO 

L. REV. 281, 298 (2019) (“When something like Cambridge Analytica happens, the 

public pays more attention to the issues directing those evolving norms.”). 



 

298 WAKE FOREST J. 
BUS. & INTELL. PROP. L. 

VOL. 21 

pandemic.  As with 9/11, that reckoning might not happen until years 
of intrusions accumulating one-by-one erupt in scandal to a public no 
longer as fearful of a public threat.  

Second, even before the pandemic, individuals’ low visibility into 
the privacy practices of agencies and companies contributed to the 
misalignment of societal norms and privacy norms.150  While it might 
seem like a given that an individual would know when someone had 
intruded on her or his privacy, the privacy regime in the U.S. does not 
work this way.151  Instead of requiring proactive or contemporaneous 
disclosures of privacy intrusions, statutes generally do not require a 
government agency or company to proactively, contemporaneously, or 
retroactively disclose information that it has collected or report 
regarding how it has used that data.152  In many instances, a person or 
organization intruding into someone’s privacy may never have an 
obligation to inform that person, as illustrated by data breach statutes 
which only require notification after a third-party breach occurs.153 

As statutes generally do not require proactive disclosure of privacy 
practices,154 corporate privacy policies likewise generally do not create 
significant obligations from the corporation to the consumer.155 
Commentators have criticized the notice-and-choice system because of 
“the mechanism’s tendency to mis- or under-inform, its impracticality 
(in terms of costliness and scope), the extent to which users’ cognitive 
hurdles limit its effectiveness, and the effect of creating undesirable 
externalities.”156  Since consumers rarely read, let alone understand, 

 
150 But see Fair Credit Reporting Act, 15 U.S.C.A. § 1681j(a)(1)(A) (West 1970) 

(amended 2010) (“All consumer reporting agencies . . . shall make all disclosures 

pursuant to section 609 once during any 12-month period upon request of the 

consumer and without charge to the consumer.”). 
151 See id. 
152 See id. 
153 Kilovaty, supra note 45, at 455 (“While data-beach notification law has played 

an important, albeit imperfect, role in addressing the more traditional form of data 

breaches it has failed to address risks other than identity theft or financial fraud.”). 
154 See Fair Credit Reporting Act § 1681j(a)(1)(A). 
155 See Kevin Litman-Navarro, We Read 150 Privacy Policies.  They Were an 

Incomprehensible Disaster, N.Y. TIMES (June 12, 2019), https://www.nytimes.com/ 

interactive/2019/06/12/opinion/facebook-google-privacy-policies.html. 
156 Joel R. Reidenberg et al., Privacy Harms and the Effectiveness of the Notice 

and Choice Framework, 11 I/S: A J. OF L. & POL’Y. 485, 490 (2014); accord Waldman, 

supra note 51, at 80–81 (“Critics argue that it is impractical for ordinary users to read 

long and complex privacy notices littered with legal terms, and that we should instead 

rely on visceral forms of notice or a website’s user-controlled privacy settings to set 

platform privacy obligations.”). 
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corporate privacy policies, they do not really know how the companies 
will monitor their activities or use their information.157 

Another criticism with the notice-and-choice framework comes 
from the vague and prospective descriptions of surveillance and data 
use in corporate privacy policies.158  Since companies may not know all 
of the personal data they will end up collecting (because their business 
plans or technology platforms will change), or how they will use it, or 
in which format, they have an incentive to write vague and broad 
privacy policies.159  Wanting to limit their compliance obligations, and 
the attendant expenses, companies will generally limit the promises they 
make with regard to personal data, which they may view as a freely 
tradeable commodity.160  Accordingly, companies will not seek to 
impose obligations on themselves to make contemporaneous or 
retrospective reporting of the data they have collected and how they 
have used it.161 

This combination of prospective notice of potential uses of private 
information and retrospective reports on data-security breaches does not 
give individuals full and detailed knowledge of uses of their private 
information.162  Companies and agencies inform individuals of how 
they might use data and if a breach has occurred, but not when they 
actually use the data.163 As most individuals likely do not understand, 

 
157 Reidenberg et al., supra note 156 (discussing disconnect between privacy 

policies and consumers’ understanding of privacy practices). 
158 Cate et al., supra note 52 (noting trend for more permissive privacy policies); 

Kesan et al., supra note 52 (noting “the reality that many companies adopt vague 

privacy policy language regarding the company’s own obligations.”); Strandburg, 

supra note 52 (“Even privacy policies that avoid legalese usually provide only long 

laundry lists of broad types of information about an individual that a business may 

collect and types of uses to which it will be put. Indeed, privacy policies often disclose 
the fact that consumer information collected by one online entity is shared with other 

entities, without providing specifics about to whom disclosure is made, from whom 

information is obtained, and for what purposes information from different sources is 

combined.”). 
159 See Kesan et al., supra note 52. 
160 Id. at 459 (“Given the prevalence of the data trade and the value of profiles to 

marketers, consumers who are willing to trade personal information and privacy for 

free services are not just using their own data as currency; to some extent, it could 

even be said that they are becoming a commodity themselves. This commodification 

is part of a trade-off, and consumers may even be trading some of their legal rights in 

exchange for services in the cloud.”). 
161 See id. 
162 Kilovaty, supra note 45, at 455 (discussing data-breach statutes); Rothchild, 

supra note 50 (describing state and federal statutes regulating the collection and use 

of private facts, and the Fair Information Practice Principles that govern collection and 

use by companies). 
163 See Rothchild, supra note 50 (discussing privacy obligations and practices for 

corporations). 
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let alone consent to, the ways governments and companies intrude into 
their privacy, the time has come to establish privacy norms that reflect 
the expectations of both those intruding on privacy and those subject to 
the intrusions. 

V. PRIVACY REVIEW AFTER THE PANDEMIC 
 

To avoid repeating the historical patterns of privacy practices that 
have emerged in response to, and persisted after, an emergency, civil 
society should start an intentional dialogue about how to balance the 
interests of privacy and public health in the post-pandemic world.164  
This dialogue should include representatives of government agencies 
and industries that changed their privacy practices during the pandemic, 
particularly agencies and technology and health care companies that 
captured consumer data during the pandemic, and people impacted by 
those changes.  Setting an appropriate new baseline for privacy would 
entail: (1) documenting the new privacy norms established during the 
pandemic, including any intrusions on privacy interests, (2) defining the 
new privacy norms appropriate for the post-pandemic world, and (3) 
quickly resetting privacy policies and practices to align with those new 
norms. 

Models of consensus-based policymaking, like collaborative 
governance, civic republicanism, and deliberative democracy provide 
guiding principles for the post-pandemic privacy norm-setting process.  
Collaborative governance broadly refers to the concept of a formal 
process undertaken by an agency to gather stakeholder input in order to 
build consensus.165  The theory of deliberative democracy encourages 
policy-making based on conversations about the public interest 
informed by multiple viewpoints.166  Likewise, the theory of civil 

 
164 See Julie Mertus, Considering Nonstate Actors in the New Millennium: 

Toward Expanded Participation in Norm Generation and Norm Application, 32 

N.Y.U. J. INT’L L. & POL. 537, 565 (2000) (discussing the process for achieving social 

change through “diverse and meaningful participation at all levels” so that 

communities perceive norms as “legitimate and fair”). 
165 Lisa Blomgren Amsler & Elise Boruvka, Teaching Democracy Through 

Practice: Collaborative Governance on Campus, 2019 J. DISP. RESOL. 73, 102–03 

(2019) (discussing different conceptions of the theory of collaborative governance). 
166 John J. Worley, Deliberative Constitutionalism, 2009 BYU L. REV. 431, 442 

(2009) (“In deliberating about matters of public concern, democratic citizens and their 

elected representatives must distance themselves from their own personal or group 
interests and impartially adopt laws, policies, and institutions that promote the 

interests of all citizens.”); Samuel Freeman, Deliberative Democracy: A Sympathetic 
Comment, 29 PHIL. & PUB. AFF. 371, 377 (2000) (“So one reason deliberative 

democrats emphasize deliberation is so that citizens’ judgments on laws and policies 

can be informed by consideration that all can reasonably accept in their capacity as 

democratic citizens.”); accord Lee, supra note 12 (“Inclusive, decentralized processes 
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republicanism suggests “that deliberation about a more abstract level of 
principles will yield consensus.”167   

Lisa Blomgren Bingham pointed out that:  
 

[C]entral to each of the many evolving forms of 
participatory governance are notions of dialogue and 
deliberation, as contrasted with the traditional 
adversarial processes of governance, which usually 
entail debate.  In dialogue, participants engage in a 
reasoned exchange of viewpoints in an atmosphere of 
mutual respect and civility, in a neutral space or forum, 
with an effort to reach a better mutual understanding and 
sometimes even consensus. . . .  Deliberation is the 
thoughtful consideration of information, views, and 
ideas. 168 
 

These theories share two objectives for the collaborative policy-
making process: (1) generating better policy, and (2) creating buy-in.169  
On the first objective, Jaime Alison Lee pointed out that “local 
stakeholders possess valuable knowledge about the nature of the 
problem, its causes, and its solutions, which traditional ‘command-and-
control’ decision makers, such as judges or bureaucrats, lack.”170  She 
continued that “[m]arginalized stakeholders are uniquely positioned to 
offer new information, perspectives, and ideas, as well as to serve as a 
check on more established actors who might otherwise use new 
governance processes to further regulatory capture.”171  Additionally, 
the use of technologies can facilitate a dialogue that includes more 
people, including marginalized communities.172   

In order to achieve better policy, not only should the process include 
multiple viewpoints, but Mark Seidenfeld also argued that tapping the 
professional staff of administrative agencies to lead the process would 

 
reflect the idea that all stakeholders affected by a problem should be engaged in the 

process of solving it.”). 
167 Seidenfeld, supra note 13, at 1539–40 (developing a model for civic 

republicanism in administrative law). 
168 Lisa Blomgren Bingham, Collaborative Governance: Emerging Practices and 

the Incomplete Legal Framework for Public and Stakeholder Voice, 2009 J. DISP. 
RESOL. 269, 277–78 (2009) (discussing different models of participatory governance). 

169 See supra notes 165–68 and accompanying text 
170 Lee, supra note 12. 
171 Id. at 409–10. 
172 Bingham, supra note 168, at 277 (“This movement seeks more public 

deliberation, dialogue, and shared decision making in governance to address conflict 

at the broader level of public policy. It takes advantage of new technologies for human 

communication and includes ‘e-democracy’ and ‘e-government.’”). 
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yield decisions that further the public good rather than private 
interests.173  Seidenfeld argued that “[c]areer staff members derive their 
power primarily from their professional training and their relationships 
with interest group representatives who frequently control important 
information—in other words, from job-specific expertise.174  This 
expertise allows bureaucrats to exert significant influence on public 
policy even when their role is merely advisory.”175 

On the second point, these theories posit that the process of 
deliberation will yield consensus and acceptance.176  By building 
consensus through transparent dialogue, more people will consider the 
policy legitimate.177  The process can also lead to more 
accountability.178  Jaime Alison Lee argued that “[t]he involvement of 
marginalized stakeholders is especially critical to accountability.”179  
Further, a deliberative process can minimize the risk of coercion.180  
Mark Seidenfeld argued that “[a]ny coercion that then results is likely 
to be more just and democratic (that is, it will come closer to conforming 
to the public values of a greater proportion of the citizenry) than the 
coercion that may accompany a system of factionalism and political 
barter.”181 

In order to facilitate the generation of responsive and effective post-
pandemic privacy norms, the process should prioritize technology, 
transparency, and legitimacy and accountability.  First, the process 
could incorporate technologies to assess how different norms impact a 
broad range of stakeholders, particularly since many of the changed 
norms involved new or expanded uses of technology.182  This might 

 
173 Seidenfeld, supra note 13, at 1555 (discussing the apolitical nature of the staff 

and the process). 
174 Id. at 1554. 
175 Id. at 1555 (discussing the apolitical nature of the staff and the process). 
176 Id. at 1539 (“[D]eliberation about a more abstract level of principles will yield 

consensus . . .”). 
177 Bingham, supra note 168 at 307–08 (“[P]ublic voice, not only in the form of 

interest groups and stakeholders, but also through direct civic engagement of citizens 

and residents, can address emerging concerns about accountability and legitimacy in 

the new governance through enhanced transparency . . . .”); Seidenfeld, supra note 13 

(“The hope of civic republicanism, however, is that deliberation about a more abstract 

level of principles will yield consensus. Particular governmental decisions then can, 

and to be legitimate, must, conform to these principles.”). 
178 Bingham, supra note 168, at 307–08 (arguing that process will lead to 

increased accountability). 
179 Lee, supra note 12 (discussing the importance of including marginalized 

communities). 
180 Seidenfeld, supra note 13 (discussing the minimization of coercion through a 

deliberative process). 
181 Id. 
182 Bingham, supra note 168, at 277 (“This movement seeks more public 

deliberation, dialogue, and shared decision making in governance to address conflict 
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include the use of artificial intelligence to assess “privacy preferences 
and expectations, as well as illustrating broader norms” in order to 
gather information to form policy.183  Second, the process should 
embrace transparency in deliberation in order to counter the lack of 
transparency in privacy practices.184  As discussed, neither privacy 
statutes nor privacy policies require real-time notification of changes in 
privacy practices, and consumers generally do not understand privacy 
policies, but this process would shine a light on those practices and 
allow consumers to express preferences about the trade-offs they would 
make between privacy and access to services.185  Third, the process 
should intentionally pursue legitimacy and accountability.186  Kirsten 
Martin argued that research revealing that merely telling consumers that 
a company would use their data had a negative impact on the 
institutional trust between the consumers and the company suggests that 
current privacy practices lack legitimacy and accountability.187  As a 
result, Martin recommended punishing privacy violations to build 

 
at the broader level of public policy. It takes advantage of new technologies for human 

communication and includes ‘e-democracy’ and ‘e-government.’”). 
183 Barrett, supra note 18, at 38 (“Descriptive empirical privacy research–research 

that uses a range of methods to isolate the factors that impact individual privacy 

preferences and expectations, as well as illustrating broader norms–could be 

enormously helpful for policymakers and judges as they attempt to better understand 

the inconsistencies and ambiguities of modern privacy behavior and beliefs.”); accord 
id. at 42 (“Other researchers have focused on using different artificial intelligence 

techniques to guide user behavior in a more privacy-protective way, such as through 

providing the information necessary for coherent privacy decision-making in a more 

understandable form, or by mitigating the effects of decision fatigue and other 
cognitive phenomena. This includes different approaches to streamlining the process 

of reading privacy policies, and modeling user preferences to build predictive 

algorithms that nudge the user's privacy decisions accordingly.”). 
184 Bingham, supra note 168, at 307–08 (arguing that the process would increase 

transparency). 
185 Kilovaty, supra note 45, at 455 (discussing data breach laws); Waldman, supra 

note 51, at 80–81 (discussing criticisms of privacy policies as ineffective to 

communicate a company’s actual privacy practices); Reidenberg et al., supra note 156 

(criticizing privacy policies). 
186 Lee, supra note 12 (discussing the importance of including marginalized 

communities); accord Bingham, supra note 168, at 307–08 (arguing that an inclusive 

participatory process would foster accountability and legitimacy); Seidenfeld, supra 
note 13 (“The hope of civic republicanism, however, is that deliberation about a more 

abstract level of principles will yield consensus. Particular governmental decisions 

then can, and to be legitimate, must, conform to these principles.”). 
187 Martin, supra note 17 at 1396 (“The results illustrate that institutional trust is 

negatively impacted by secondary uses of data when the consumers are merely 
informed about the use of data.”). 
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institutional trust with others in the marketplace.188  Even if the 
consensus did not lead to a system that punished privacy violations, it 
could still foster legitimacy and accountability through broad 
acceptance of privacy norms achieved through dialogue. 

A. Document the Changes in Privacy Norms 

A meaningful dialogue about how to reclaim privacy must start with 
a deliberate recognition of what changed about privacy.  As discussed 
in Section III, the COVID-19 pandemic resulted in an increased 
acceptance of surveillance, restrictions on movement, the blurring of the 
lines between public and private spaces, and collection of personal 
information.189  At the same time, privacy increased in some areas of 
life, such as the normalization of wearing masks (which can also 
obscure identity).190  But some of these norms changed surreptitiously 
or discreetly.191  Without knowing how privacy norms changed during 
the pandemic, the American people cannot debate whether the public 
health emergency justified those new norms, and if those norms still 
make sense in a post-pandemic world.192  We can take a lesson from the 
war on terror, where the public initially supported increased 
counterterrorism measures that intruded on their rights, but only until 
they discovered that the government had secretly monitored domestic 
communications between American citizens.193  Hidden from the 
American public, those intrusions lasted for six years after the attacks 
on 9/11.194 

A formal review process should provide more detail about changes 
to privacy norms, including the impact of these changes across different 
segments of the population.  The FTC, which has authority over privacy 
in transactions with consumers, and the National Institute for Standards 
and Technology (“NIST”), which provides guidance on privacy for 
government agencies, would have the expertise to oversee such a 
process by convening a commission that seeks out the input of a broad 

 
188 Id. at 1404 (“Regulating for institutional trust would require punishing privacy 

violators not only for any tangible harm to an individual but in order to maintain the 

integrity of the online market.”). 
189 See supra Section III. 
190 See supra Section III. 
191 See supra Section III. 
192 Leslie E. Gerwin, Planning for Pandemic: A New Model for Governing Public 

Health Emergencies, 37 AM. J.L. & MED. 128, 132–33 (2011) (arguing in favor of 

transparency in by the executive branch in pandemics in order to preserve individual 

rights). 
193 Alphran, supra note 139, at 93–94. 
194 Id. at 126 (noting that the outcry led to swift reform). 
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range of stakeholders.195  The commission would ideally produce a 
report detailing changes to privacy norms experienced across the 
country during the pandemic.  

Additionally, the commission would provide tools for government 
agencies and companies to review their privacy practices.  Namely, the 
commission would outline how to conduct an audit of changes to 
practices and policies implicating privacy, touching on the following 
points: 

 
• Violations of, and exemptions, waivers, or changes to its privacy 

policies, rules, or practices during the pandemic;  
• Any changes to its privacy policies, rules, or practices that have 

persisted after the pandemic ended or that it implemented after that 
time; 

• The efficacy of the changes to privacy norms; 
• The data it retains from that time period; 
• When and how it deleted any data from that time period; 
• The data from that time period it sold, and to whom; and 
• How it continues to use that data. 

 
The commission would provide a template report that agencies and 

companies may use to recount those changes.  Finally, the commission 
would provide template communications that agencies and companies 
may use to inform individuals about use of their data and, if necessary, 
to request consent to use that data.  This process could aid companies 
and agencies by providing clear guidance on how to identify privacy 
issues.  To incentivize participation in the process, companies that 
completed the reviews and agreed to make prospective changes 
consistent with the framework might receive a limitation on their 
liability. 

B. Define the Proper Norms Going Forward 

Once the commission has illuminated how privacy norms changed 
during the pandemic, the dialogue regarding the appropriate norms for 
privacy post-pandemic could commence.  This dialogue should address 
the following: (1) whether government and industry strike the right 
balance between societal needs and individual rights, and (2) what 

 
195 Hirsch, supra note 14, at 439–40 (discussing authority of FTC in the field of 

privacy); NAT’L INST. OF STANDARDS & TECH., supra note 14 (“The NIST Privacy 

Framework is a voluntary tool developed in collaboration with stakeholders intended 

to help organizations identify and manage privacy risk to build innovative products 

and services while protecting individuals’ privacy.”). 
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privacy should look like going forward, including what uses, if any, of 
the private information collected in response to, or justified by, the 
pandemic should society permit to continue.  The dialogue should yield 
frameworks for government and industry to assess both questions and 
make changes.  Beyond data, the questions should also look at the 
practices of surveillance, restrictions on movement, and other changes 
to privacy. 

The first question, though focusing on the past, would provide 
essential answers for defining the new norms for the future, rather than 
just allowing those intrusions to become the norm by default.  On the 
second question, the dialogue should address the permissibility of the 
continued use of the private information.196  Although we cannot turn 
back the clock and undo collection of data, we should take a close look 
at what data government and industry have collected during the 
pandemic to decide if society should permit continued collection of 
similar data.197  If the data serves a public good, then it might make 
sense to make anonymized versions of the information available to the 
public, rather than just for private, commercial use. 

Both questions must start with an acknowledgment that no one has 
an absolute right to privacy.198  On the contrary, Helen Nissenbaum 

 
196 Craig Mundie, Privacy Pragmatism: Focus on Data Use, Not Data Collection, 

93 FOREIGN AFF., 28, 29 (2014) (“The time has come for a new approach: shifting the 

focus from limiting the collection and retention of data to controlling data at the most 

important point–the moment when it is used.”); Cate et al., supra note 52, at 8 (“. . . 

the context in which personal information will be used and the value it will hold are 

often unclear at the time of collection.”). 
197 Gerwin, supra note 192, at 131–32 (“In particular, the public health context 

highlights the two decisional components of the government’s crisis response. The 

first is whether the threat merits a declaration of a state of emergency. This should be 

a law-based determination announcing that the threat to the public’s health or safety 
is sufficiently dangerous to warrant exercise of emergency powers that in normal times 

would be legally impermissible. The powers at issue are those that derogate an 

individual’s constitutionally protected rights or liberties. The second decision 

concerns which emergency powers are required to effectively contain or mitigate the 

threat. These two decisions are often conflated when the existence of the emergency 

is cited as the justification for the government’s extraordinary measures.”). 
198 Sklansky, supra note 17, at 1109 (noting that “the private sphere cannot be 

absolute”); Kenneth Einar Himma, Privacy Versus Security: Why Privacy is Not an 
Absolute Value or Right, 44 SAN DIEGO L. REV. 857, 916 (2007) (“On the assumption 

that the content of the criminal and civil law is generally justified, we have further 

reason to think that the right to privacy is not absolute and is not as important from the 

standpoint of morality than the rights to life, freedom from physical assaults, and 
freedom from property crimes that generally function to protect a more general right to 

security.”); Emanuel Gross, The Struggle of a Democracy Against Terrorism –
Protection of Human Rights: The Right to Privacy Versus the National Interest—the 
Proper Balance, 37 CORNELL INT’L L. J. 27, 34 (2006) (“The justifications given 

for privacy show that neither the complete absence of privacy nor absolute privacy is 

desirable. It follows that identifying the positive aspects of privacy, i.e., those aspects 
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argued that public interests like “maintaining free speech and a free 
press, economic efficiency and profitability, open government, and 
security” may override the interests of the individual against intrusions 
to privacy.199 

In order to assess the proper scope of privacy rights that should exist 
in a particular situation, when balanced against other rights, 
commentators have proposed various frameworks.200  The 2014 revised 
Organisation for Economic Co-operation and Development (“OECD”) 
information privacy guidelines suggest balancing “i. the degree and 
likelihood of benefits resulting from such uses; ii. the degree and 
likelihood of harm posed by such uses; and iii. the measures in place to 
guard against such harm” when assessing the permissibility of uses of 
personal data.201  Nissenbaum’s “contextual integrity” approach 
acknowledges that the proper balance will vary from situation to 
situation.202 

 
that should properly be accorded legal protection, requires a balance to be drawn 

between the two polar extremes mentioned.”); Douglas J. Sylvester & Sharon Lohr, 

Counting on Confidentiality: Legal and Statistical Approaches to Federal Privacy 
Law After the USA PATRIOT Act, 2005 WIS. L. REV. 1033, 1041 (2005) (“Privacy and 

data access are disparate social goals. Despite two centuries of hand-wringing, there 
remains little agreement about how best to resolve these tensions. Balancing the 

competing values of individual privacy, government efficiency, transparency, 

security, and informed policymaking, requires greater cooperation among statisticians 

and policymakers.”). 
199 Nissenbaum, supra note 136, at 151; accord Himma, supra note 198, at 910 

(“Privacy must sometimes, even on the narrowest interpretation, yield to social order 

or the common good. But once the relationship between the concepts of security, 

social order, and common good are made clear, it seems reasonable to think that threats 

to security will win in conflicts with threats to privacy interests that are of relatively 

comparable importance. Our interests in those matters essential to physical survival 

and well-being, which are the subjects of our security interests, seem to be 
presumptively more important, as a general matter, than our interests in 

informational privacy. Informational privacy might sometimes defeat considerations 

that promote the common good or social order, but not considerations that promote or 

protect what is absolutely essential to physical survival and well-being.”). 
200 Adam D. Moore, Toward Informational Privacy Rights, 44 SAN DIEGO L. REV. 

809, 831–40 (2007) (rejecting the “just trust us,” “nothing to hide,” and “security 

trumps” views); Amy L. Peikoff, The Right to Privacy: Contemporary Reductionists 
and Their Critics, 13 VA. J. SOC. POL’Y & L. 474, 474 (2006) (“. . . the protection [the 

right to privacy] has offered has been limited in scope: its implementation has always 

involved a balancing test in which the judge balances the individual’s interest 

in privacy against whatever ‘public interest’ is said to oppose it. A thoughtful person 

might easily conclude that, thanks to the right to privacy, Americans enjoy privacy not 
by right, but by permission.”). 

201 Cate et al., supra note 52, at 17. 
202 Nissenbaum, supra note 136 (arguing that privacy norms depend on the 

context); Sklansky, supra note 17, at 1110 (“[P]rivacy is relational: the privacy that 

you have, want, or need vis-a-vis me may differ from the privacy that you have, want, 

or need vis-a-vis a third party.”). 
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In the context of a public health crisis, people will have different 
expectations of privacy than they will during normal times, as the 
epidemic will likely drive them to place a greater relative value on 
security and safety.203  In assessing the permissibility of the privacy 
intrusions during a pandemic, Leslie Gerwin argued that the dialogue 
should start with an assessment of the precipitating public health facts, 
whether they justified the declaration of an emergency, and whether 
government and industry intruded on privacy in ways proportionate to 
the emergency.204  Further, Wendy Mariner et al. argued that “the law 
should ensure that people are protected not only from avoidable disease 
but also from unwarranted governmental intrusions.”205  Mariner 
proposed four issues to consider regarding health information privacy: 
“(1) the justification for the initial mandatory data collection; (2) 
security against further disclosure of the data (confidentiality); (3) 
permissible uses of the data collected; and (4) permissible disclosures 

 
203 Casey Ross, After 9/11, We Gave up Privacy for Security. Will We Make the 

Same Trade-off After Covid-19?, STAT NEWS (Apr. 8, 2020), 

https://www.statnews.com/2020/04/08/coronavirus-will-we-give-up-privacy-for-

security/ (“While the relaxing of health privacy rules can be justified during a crisis in 

which so many lives are at stake, some experts are asking what happens after the 

pandemic fades. Will we go back to normal, or will the erosion of privacy become part 

of the fabric of American health care, accepted as the price of continued vigilance 

against new viruses, in the same way Americans tolerated the loss of privacy and 

personal freedoms after the 9/11 terrorist attacks?”); The Harris Poll COVID-19 Wave 
5 Topline Summary, THE HARRIS POLL (Mar. 28-30, 2020), 

https://theharrispoll.com/wp-content/uploads/2020/03/The-Harris-Poll-COVID19-

Topline_Wave-5.pdf (reporting that 60% of Americans would support government 
access to anonymous mobile location data, 71% would share their mobile data location 

so they receive a notification if they entered an area with a high health risk, 84% would 

support required health screening before people could enter certain public spaces, and 

77% would support required health screening for people to enter restaurants, offices, 

cinemas, and other like businesses); Peter P. Swire, Privacy and Information Sharing 
in the War on Terrorism, 51 VILL. L. REV. 951, 955 (2006) (arguing for lowered 

protections of privacy in light of heightened threats, caused, in that case, by terrorism). 
204 Gerwin, supra note 192, at 131–32 (proposing two questions for extreme 

government powers during a public health emergency – whether the government needs 

those powers, and the scope of powers needed). 
205 Wendy K. Mariner et al., Pandemic Preparedness: A Return to the Rule of 

Law, 1 DREXEL L. REV. 341, 350–51 (2009) (“. . . government officials involved in 
epidemic control programs should remain accountable for their actions. It is difficult 

to place one’s faith in official pronouncements and actions if those in charge are not 

held responsible for abuses of authority or even gross negligence. Proposals to grant 

officials, emergency workers, volunteers, and pharmaceutical makers immunity from 

liability are counterproductive. Not only does it leave the victims of a disaster worse 

off, but it significantly undermines public trust in the public health response system.”). 
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of the data to third parties.”206  Additionally Elaine Sedenberg and 
Deirdre Mullenberg identified four principles to govern public health 
information sharing, namely (1) expert and collaborative design of data 
collection and governance; (2) minimizing reporting and centralization 
of data; (3) de-identification of data as soon as feasible; and (4) narrow 
permissible uses of data, with particular attention to minimize non-
public-health uses that cause harm.207 

Synthesizing the OECD framework with Nissenbaum’s balancing 
approach, and the public health privacy principles put forward by 
Gerwin, Mariner, Sedenberg, and Mullenberg, six considerations 
emerge for assessing the scope of privacy rights during and after 
COVID-19: 

 
(1) The justification for the intrusion;208 
(2) Minimizing the extent of any intrusions, including the amount of 

personal data taken and the number of people with access to that 
data;209 

(3) Limiting the permissible uses to match the need;210 

 
206 Wendy K. Mariner, Reconsidering Constitutional Protection for Health 

Information Privacy, 18 U. PA. J. CONST. L. 975, 984 (2014) (discussing health 

information privacy). 
207 Elaine M. Sedenberg & Deirdre K. Mulligan, Public Health as a Model for 

Cybersecurity Information Sharing, 30 BERKELEY TECH. L.J. 1687, 1713–24 (2015) 

(discussing applicability of public health privacy principles to other contexts). 
208 Cate et al., supra note 52, at 17 (considering “the degree and likelihood of 

benefits resulting from such uses”); Mariner, supra note 206 (pointing to the need to 

examine “the justification for the initial mandatory data collection”); Gerwin, supra 

note 192, at 131–32 (arguing that during a public health emergency, people should 
question whether the government needs extreme powers); Moore, supra note 200, at 
831 (emphasizing the need “to insist upon establishing probable cause for an 

intrusion”). 
209 Sedenberg & Mulligan, supra note 207, at 1717 (“Reporting minimization and 

decentralization are common elements of the public health data collection 

landscape.”); Cate et al., supra note 52, at 13 (considering “the measures in place to 

guard against” harmful disclosures); Mariner, supra note 206 (pointing to the need to 

examine “security against further disclosure of the data (confidentiality)” and 

“permissible disclosures of the data to third parties”). 
210 Sedenberg & Mulligan, supra note 207, at 1721 (“Public health law provides 

confidentiality protections that limit the reuse of and access to data collected for public 

health purposes. These use and access restrictions make the intrusions on individual 
privacy necessary to advance collective public health goals more palatable.”); Cate et 

al., supra note 52, at 13 (considering “the measures in place to guard against” harmful 

uses); Mariner, supra note 206 (pointing to the need to examine the “permissible uses 

of the data collected”); Gerwin, supra note 192, at 131–32 (arguing that during a 

public health emergency, people should question the scope of extreme powers needed 

by the government). 
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(4) De-identification of data as soon as possible;211 
(5) Transparency when intruding into privacy and regarding use of data 

collected through such intrusion;212 and 
(6) The harm caused by the intrusions.213 

 
To these six considerations, I would add a seventh—efficacy.  Namely, 
did the practice that impacted privacy achieve its intended purpose?  For 
example, did controlling the narrative of the pandemic in the press slow 
down the spread of the virus?  And did discouraging pregnancies lead 
to better health outcomes?  Even if the practice had a noble end, it 
should not persist if it did not achieve that end. 

These seven considerations provide a framework for assessing both 
questions, but only with Nissenbaum’s concept of contextual integrity 
layered on top.214  Contextual integrity for the first question (privacy 
intrusions during the pandemic) will likely favor more intrusions into 
privacy.  Contextual integrity for the second question (privacy norms 
after the pandemic has ceased) will look different because intrusions 
that might have seemed justified in order to protect public health, no 
longer seem worth the harm caused by the continuing intrusions. 

Context depends not just on the nature of the privacy intrusion and 
the rationale for the intrusion, but also the relationship between the 
parties.215  In cases where a company intrudes on the privacy of a person 
with whom it has no relation and who has not granted consent—for 
example, surveillance to monitor the person’s movements—we would 
expect greater scrutiny on those actions and more restrictions on the use 
of any data collected. 216  Other cases involve privacy norms between 
people who have special relationships with each other, such as between 
schools and students or employers and employees.  As schools adapted 
their instruction to allow for remote learning and employers shifted 
workplaces to virtual set-ups, students and employees (and those living 

 
211 Sedenberg & Mulligan, supra note 207, at 1720 (“The commitment to earliest 

feasible de-identification plays a particularly important role in public health reporting 

obligations.”). 
212 Id. at 1713 (discussing need for transparent public health sharing practices 

governing all stakeholders); Moore, supra note 202, at 831 (emphasizing the need 

“ensure public oversight of the process and the reasoning involved”). 
213 Sedenberg & Mulligan, supra note 209, at 1723 (discussing mechanisms to 

“limit the potential for data to be used in ways that negatively affect individuals”); 
Cate et al., supra note 52, at 17 (considering “the degree and likelihood of harm posed 

by such uses”). 
214 Nissenbaum, supra note 136 (arguing that context defines privacy norms). 
215 See Nissenbaum, supra note 136. 
216 Valentino-DeVries et al., supra note 4 (discussing privacy risks with tracing 

apps); Park et al., supra note 4 (discussing privacy risks with tracing apps). 
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with them) experienced reduced privacy.217  Yet, the responsibility of 
schools for integrity in instruction and the health and safety of students 
might have justified those intrusions.218  In the employment context, 
employers have legitimate interests in ensuring productivity as well as 
protection of confidential information, which likely justified the steps 
they took to monitor computer usage of employees working from 
home.219 

1. Harm and Disfavored Groups 

The particular application of these considerations to each pandemic-
era privacy intrusion goes beyond the scope of this Article, but the 
sixth—harm—merits further discussion.  The harm inflected in a 
pandemic does not arise just from the downstream uses of private 
information captured from a typical American, but also from the mere 
act of intruding into privacy.220  Those intrusions will have 
disproportionate impacts on certain individuals and groups of people.221  

 
217 Advice on Video Conference Apps and Student Privacy, supra note 75 

(advising on privacy risks to children and families when using videoconferencing for 
schooling); Tammy Katsabian, Employees’ Privacy in the Internet Age Towards a 
New Procedural Approach, 40 BERKELEY J. EMP. & LAB. L. 203, 206 (2019) 

(discussing privacy impacts in the employer-employee relationship). 
218 Kafka, supra note 9 (discussing on-line proctoring); U.S. DEP’T OF EDUC. 

STUDENT PRIV. POL’Y OFF., supra note 9 (announcing parameters of disclosure of 

student personal information under the Family Educational Rights and Privacy Act). 
219 Practical Tips for Working at Home, supra note 7 (“Also, during video 

meetings, the other participants can see (and be distracted by) everything in view of 

the camera so take that into consideration of how you set up your workspace.”); 

Harwell, supra note 7 (discussing employer surveillance of computer activities in 

home offices). 
220 M. Ryan Calo, The Boundaries of Privacy Harm, 86 IND. L.J. 1131, 1144 

(2011) (“The subjective category of privacy harm is the perception of unwanted 

observation, broadly defined. Watching a person directly-their body, brain waves, or 

behavior-is observation. So, too, is reading a report of their preferences, associations, 

and whereabouts. Observation can also include inference, as when we make ‘an 

observation’ about someone on the basis of what we know about them.”);  

RESTATEMENT (SECOND) OF TORTS § 652B cmt. a (AM. LAW. INST. 1977) (Noting that 

the tort of intrusion upon seclusion arises from the mere act of intrusion and that the 

defendant need not publish the private information in order for the plaintiff to make 

out a successful claim). 
221 Gerwin, supra note 192, at 136 (“Since we cannot contain the biological 

agents, we restrain the human host, coerce the individual suspected of disease 
exposure to submit to an invasive examination, require populations to be vaccinated, 

or pry into the personal life of a disease carrier in the name of protecting the public.”); 

Mariner et al., supra note 205, at 357 (“. . . the public’s health is best protected when 

government treats people like clients rather than enemies of public health.”); Elizabeth 

A. Weeks, Lessons From Katrina: Response, Recovery and the Public Health 
Infrastructure, 10 DEPAUL J. HEALTH CARE L. 251, 265 (2007) (summarizing 
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In the case of a public health emergency, when officials and the media 
frame the response as a “war,” the infected can become the enemy and 
subject to attacks.222  Monitoring of people deemed enemies can have a 
chilling effect on people’s movements, as they wish to avoid the stigma 
of infection, and thereby hide from the public gaze, even avoiding 
medical treatment.223  Further, certain groups might bear a 
disproportionate burden from some of the protective measures 
introduced in response to the pandemic—for example, the 
normalization of mask wearing has a negative impact on deaf and hard 
of hearing people who look at faces to read lips or to communicate with 
sign language.224 

Harm can also arise when the government responds to the 
emergency by targeting coercive actions at disfavored, marginalized, or 
less powerful segments of the population.225  “When surveillance 
policies pick targets based on appearance, ethnicity, or religion[,] . . . 
the burden of surveillance policy and the corresponding harms fall on 
one portion of society, [and] we may have a problem of justice.”226  
Specifically, the U.S. government’s history of coercive measures 
targeted disproportionately at disfavored, marginalized, or less 
powerful groups during public health emergencies makes it imperative 
to view the pandemic privacy norms through the lens of the harm 
imposed on these groups.227  From targeting a quarantine on immigrants 

 
criticisms of Model State Emergency Health Powers Act for making U.S. citizens into 

the enemy in the midst of a public health emergency); Ann Mongoven, The War on 
Disease and the War on Terror: A Dangerous Metaphorical Nexus?, 15 CAMBRIDGE 
Q. HEALTHCARE ETHICS 403, 404 (2006) (discussing how framing medicine “as a war 

against disease” can implicitly “define patients as enemies and their bodies as 

battlefields”). 
222 Gerwin, supra note 193, at 136; Mariner et al., supra note 205, at 357 (“. . . the 

public's health is best protected when government treats people like clients rather than 

enemies of public health.”); Weeks, supra note 221; Mongoven, supra note 221. 
223 Erin B. Bernstein, Health Privacy in Public Spaces, 66 ALA. L. REV. 989, 1010 

(2015) (“If consumers need to trade their privacy right in order to obtain health care, 

they may be less likely to seek care or may be less honest with their health care 

practitioners.”). 
224 Lehr, supra note 88 (discussing challenges masks present for deaf and hard of 

hearing people). 
225 Moore, supra note 200, at 839 (discussing disproportionate harm experienced 

by disfavored groups). 
226 Id. 
227 Gerwin, supra note 192, at 136 (“The history of government response to 

serious threats of disease has frequently included narratives about majorities 

marginalizing minority populations and government derogating the rights and 

destroying the property of the marginalized populations. They are stories that rank 

among this nation’s greatest embarrassments, revealing government decisions more 

responsive to the xenophobia, racism, and class bias of the larger population than to 

the needs of victims of disease.”) (footnotes omitted); Mariner et al., supra note 205, 
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and indigent residents in response to a smallpox epidemic in Milwaukee 
in 1894, to administering a risky vaccine to people of Chinese origin in 
the midst of a bubonic plague outbreak in San Francisco in 1900, to 
forcible vaccinations of African Americans and poor residents of 
Boston in response to a smallpox epidemic in 1902, to targeting 
involuntary commitments on people of color in a tuberculosis outbreak 
in New York in the 1990s, to shaming homosexuals, prostitutes and 
intravenous drug users by blaming them for getting HIV or AIDS due 
to poor personal choices, marginalized groups have disproportionately 
experienced intrusions on their civil liberties during public health 
emergencies.228 

2. The Benefits of Public Health Research 

When considering the second question and deciding about 
permissible post-pandemic uses of personal data collected during the 
pandemic, one could easily fall into the pro-privacy temptation to take 

 
at 358–60 (“[C]oercive measures invite abuse and exacerbate social divisions. 

Measures like quarantine, surveillance, and behavior control have historically been 

targeted at people who are already disadvantaged, those on the margins of society, 

especially immigrants, the poor, and people of color. . . . Not surprisingly, the people 

who were most often believed to need controlling were those who deviated from 

prevailing social norms. Even well-respected physicians and public health leaders held 

the view that the ‘lower classes’ spread disease because they practiced poor hygiene. 

To these opinions might be added the widely-held suspicion that people of color and 

the poor in general were prone to laziness, violence, intoxication, and sexual deviancy, 

which could only be kept in check by official intervention. Although we may believe 

ourselves more enlightened now-and today’s public health practitioners are indeed 
sensitive to cultural differences-the targets of most disease prevention programs are 

typically the same groups that were blamed for epidemics in the past. For example, at 

least ninety percent of those subjected to involuntary commitment for tuberculosis 

(TB) in New York in the 1990s were people of color. Thus, it will be to take care that 

government measures intended to protect the public health do not fall prey to 

unrecognized prejudices.”) (footnotes omitted). 
228 Mariner et al., supra note 205, at 354–59 (recounting history of targeting racial 

minorities, immigrants, and the poor in the smallpox, bubonic plague, and TB 

outbreaks); Lawrence O. Gostin & James G. Hodge, Jr., Piercing the Veil of Secrecy 
in HIV/AIDS and Other Sexually Transmitted Diseases: Theories of Privacy and 
Disclosure in Partner Notification, 5 DUKE J. GENDER L. & POL'Y 9, 24 (1998) (“Fear 

and stigmatization of those infected initially prevailed during both [the AIDS and 
syphilis] epidemics. The societal response to homosexuals, prostitutes, and injection 

drug users (IDUs) infected with HIV strangely is similar to the treatment of sex 

syphilitics and prostitutes during the syphilis epidemic. In contrast, the response to 

children, hemophiliacs, and heterosexually-infected persons with HIV is significantly 

more tolerant, like society’s response to ‘innocently’ infected wives, mothers, and 

children with syphilis a century earlier.”) (footnotes omitted). 
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a hardline approach and prohibit any use of the data.229  However, doing 
so might result in a stifling of potentially valuable research.230  Deciding 
whether to pursue the research should involve a balancing of the harm 
that would arise from using the underlying personal information against 
the potential value of the research and the ways of de-identifying the 
data.231  Research that yields insights into improving public health, 
identifying weaknesses in public or private responses to the pandemic, 
or understanding the economic fallout of the pandemic would have 
higher value, and perhaps outweigh the harms.232   

Comparatively, use of the data for marketing purposes or other 
monetization of the data likely would not hold up against the harms 
caused by privacy intrusions (but which companies could potentially 
mitigate through anonymization of the data).233  In any case, as a best 
practice, the researchers should inform the subjects of the use of their 
data because even if they consented to the collection of their data in the 
first place, they may not have anticipated its use for the subsequent 
research.234 

Permitting the use of private data for research does not require broad 
disclosure of the private aspects of that data, and researchers should take 
due care to minimize the release of such information.235  To that end, in 
order to mitigate the risk that private information collected by the 
government will come to light pursuant to sunshine laws or public 
records requests, Congress should make clear that the Privacy Act and 

 
229 Hirsch, supra note 14 (“Privacy law seeks to give individuals control over their 

personal information–to enable them to decide whether to share their personal data, 

with whom, and for what purpose. But predictive analytics takes surface data and 

infers latent information from it. This makes it difficult, if not impossible, for people 

to know what they are really sharing when they agree to disclose their surface data.”). 
230 Jane Yakowitz, Tragedy of the Data Commons, 25 HARV. J.L. & TECH. 1, 62 

(2011) (“With high benefit and low risk, the inescapable conclusion is that current 

privacy risks have little to do with anonymized research data, and the sharing of such 

data should be aided by the law rather than discouraged by it.”). 
231 The Pandemic has Spawned a New Way to Study Medical Records, THE 

ECONOMIST (May 16, 2020), https://www.economist.com/science-and-technology/ 

2020/05/14/the-pandemic-has-spawned-a-new-way-to-study-medical-records 

(discussing research using medical records during the pandemic). 
232 See, e.g., id. 
233 Ryan Calo, Digital Market Manipulation, 82 GEO. WASH. L. REV. 995, 1003–

04 (2014) (discussing use of consumer private information to manipulate behavior). 
Id. at 1010 (“Increasingly, however, firms are turning to big data to help them 

monetize the enormous volume of information their businesses collect, generate, or 
buy.”). 

234 Cate et al., supra note 52, at 8 (emphasizing the importance of obtaining 

consent before use). 
235 Jeffrey M. Skopek, Reasonable Expectations of Anonymity, 101 VA. L. REV. 

691, 694 (2015) (“Privacy involves hiding the information, whereas anonymity 

involves hiding what makes it personal.”). 
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Confidential Information Protection and Statistical Efficiency Act of 
2002 requires anonymization of the pandemic research data and 
removal of any individual identifiers.236  While these statutes only apply 
to data collected by federal agencies, not state or local agencies, private 
companies, or individuals, state statutes would, in some cases, protect 
against disclosure of personal information aggregated for use in 
research.237  The state-by-state approach, however, creates 
inconsistencies for both researchers and data subjects: researchers will 
have to devote resources to determining whether their practices comply 
with the laws of each state, while individuals who had their personal 
data collected and used cannot benefit from predictable, nationwide 
standards governing privacy of that data.238  Accordingly, federal 
legislation or regulation could aid in the establishment of uniform, 
predictable, and transparent privacy norms for research use of 
pandemic-related personal data. 

C. Reset Privacy Policies 

The exigency of the public health crisis prompted intentional, 
circumstantial, and accidental intrusions into privacy as the result of 
efforts to contain the spread of the virus, and to adapt to new working 
and living situations.239  Intrusions like these must persist only until the 
exigent circumstances have passed, or else they risk becoming the new 
baseline.240  Once government authorities and private companies have 
disclosed the privacy intrusions that they undertook and civil society 
has led a dialogue to develop frameworks to assess those privacy 
intrusions and the new privacy norms, those authorities and companies 
should adjust their privacy practices to align with the consensus 
framework.  First, government and industry should audit their practices 
against the consensus framework.241  Second, government and industry 

 
236 Privacy Act of 1974, 5 U.S.C. § 552a (1974); Confidential Information 

Protection and Statistical Efficiency Act of 2002, 44 U.S.C. § 3561 (2002). 
237 Micah Altman et al., Towards a Modern Approach to Privacy-Aware 

Government Data Releases, 30 BERKELEY TECH. L.J. 1967, 1973 (2015) (discussing 

release of personal data under these laws, and the “stumbling block” of “ineffective 

treatment of information privacy and security”); Stacey A. Tovino, Going Rogue: 
Mobile Research Applications and the Right to Privacy, 95 NOTRE DAME L. REV. 155, 
190–206 (2019) (surveying state privacy laws). 

238 See Tovino, supra note 237. 
239 See supra Section III. 
240 Fazal R. Khan, Ensuring Government Accountability During Public Health 

Emergencies, 4 HARV. L. & POL'Y REV. 319, 337 (2019) (“[O]nce these emergency 

policies are normalized, future administrations may be less scrupulous than the current 

one and could use [public health emergencies] as a pretext to abuse the rights of 

individuals and groups.”). 
241 See supra Section V.A.–V.B. 



 

316 WAKE FOREST J. 
BUS. & INTELL. PROP. L. 

VOL. 21 

should reset their privacy policies based on that framework.  Third, if a 
company or agency wishes to retain, use, or monetize any data, it should 
have to obtain express consent from the individuals behind the personal 
information. 242  Fourth, the company or agency should delete data that 
it gathered during the pandemic which it no longer needs or no longer 
has consent to use.243 

Why should businesses care about resetting their privacy policies?  
Would they not benefit from continuing with pandemic-era practices 
that de-valued privacy?  Data minimization—the principle of collecting 
only the data necessary for the defined and narrow purpose—has 
important commercial benefits.244  Collecting, storing, protecting, and 
processing data costs money; therefore, pursuing data without a 
particular business need ends up wasting resources.245   

Further, businesses gathering and using a larger volume and variety 
of private information make themselves bigger targets for attacks on 
those data.246  And, in the event of a data breach, businesses will have 
duties with respect to all of the data exposed during the breach—so, the 
more data exposed, the greater the responsibility for the business.247  
Consequently, privacy breaches damage corporate reputations.248  Data 
minimization can reduce these risks and allow the business to focus its 
resources on its strategic plan. 

In the response proposed in this Article, companies and agencies 

 
242 Waldman, supra note 51 (Stating that privacy policies “are supposed to tell us 

what information platforms collect, how and for what purpose they collect it, and with 

whom they share it (notice).”). 
243 Valentino-DeVries et al., supra note 4 (mentioning a law in Norway that 

requires the deletion of data gathered through apps developed to monitor movement 

during the COVID-19 pandemic every 30 days). 
244 Michael Birnhack et al., Privacy Mindset, Technological Mindset, 55 

JURIMETRICS J. 55, 61 (2014) (discussing the concept of data minimization). 
245 Berkowitz, supra note 8, at 813 (discussing the costs for collecting, processing, 

storing, and securing data). 
246 MAJORITY STAFF OF H. COMM. ON OVERSIGHT & GOV’T REFORM, 115TH 

CONG, supra note 8 (noting that data criminals target larger troves of data because of 

the higher rewards available from the attack). 
247 Omri Ben-Shahar, Data Pollution, 11 J. OF LEGAL ANALYSIS 104, 117 (2019) 

(“When a security breach occurs and loads of sensitive personal data are released, 

people could suffer significant private harm in the form of identity theft, financial 

fraud, and having to make post-breach remediation efforts.”); Ira S. Rubinstein & 

Nathaniel Good, Privacy by Design: A Counterfactual Analysis of Google and 
Facebook Privacy Incidents, 28 BERKELEY TECH. L. J. 1333, 1377–1407 (2013) 
(discussing privacy incidents by Google and Facebook and the responsibilities each 

of them had for the data tracked). 
248 Berkowitz, supra note 8, at 802–03 (“Attacks involving the theft of employee 

and customer personal information have damaged the reputations of well-known 

brands, resulting in financial costs for incident remediation and compensation of 

individuals affected.”). 
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that did not reset their privacy practices would face public pressure to 
do so.249  The consensus process would yield shared principles and an 
expectation of accountability to those principles.250  Fear of reputational 
harm, shareholder action, or litigation or investigation by a state 
attorney general would motivate corporate actors to adopt the new 
norms.251  Whatever the mechanism, these companies and their 
respective governing bodies ought to incorporate the considerations laid 
out in this Article and find ways to reset appropriate privacy norms 
going forward. 

VI. CONCLUSION 

While few doubt the importance of privacy, at times individual 
interests in privacy must yield to more pressing concerns, perhaps none 
more pressing than a public health crisis.  Yet even with the exigent 
demands of a pandemic, the harms of some intrusions into privacy 
exceed the benefits.252  Intrusions into privacy during a crisis must have 
a rational basis to achieving a specific greater good.253  The panic that 
comes in times of exigency can sometimes drive authorities and 
companies to intrude on rights more than necessary, or longer than 
necessary.254  The intrusions may persist even after the exigency has 
passed, either from a desire to claim and retain power or out of inertia.255  

To disrupt the inertia, stakeholders now ought to engage in an 
intentional dialogue to examine how privacy norms changed during the 
pandemic.  Following principles of engaged policy making will 
encourage participation, which will lead to better policy and more buy-

 
249 Citron, supra note 39, at 759 (discussing how attorneys general can use 

persuasion to convince business leaders to act on privacy); Virginia Harper Ho, Risk-
Related Activism: The Business Case for Monitoring Nonfinancial Risk, 41 J. CORP. 
L. 647, 666 (2016) (noting that a “key motivation for shareholder activism around 

firm-specific ESG risks is that greater managerial attention to reputational risk helps 

maintain firm value”); Kevin T. Jackson, Global Corporate Governance: Soft Law 
and Reputational Accountability, 35 BROOK. J. INT’L L. 41, 45 (2010) (“. . . 

transnational firms, despite their wherewithal, are now vulnerable as their brands have 

become susceptible to reputational harm in response to breaches of the social contract. 

Consequently, these firms are establishing regulatory regimes in an effort to build 

reputational capital and thereby enhance, or at least safeguard, their bottom lines.”). 
250 Bingham, supra note 168, at 307–08 (arguing that process would foster 

accountability). 
251 Citron, supra note 39, at 759 (discussing how attorneys general can use 

persuasion to convince business leaders to act on privacy); Ho, supra note 249; 

Jackson, supra note 252. 
252 See generally supra Section V.A.I–II. 
253 See generally supra Section V.B. 
254 See generally supra Section V.B. 
255 See generally supra Section V.A. 
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in from stakeholders.256  Transparency in the discussion will allow 
individuals to understand the privacy intrusions they experienced and to 
come to consensus on whether the pandemic properly justified those 
intrusions.257  Some practices will have served a limited purpose that 
only made sense during a public health crisis, while other changes will 
have lasting relevance.258  These discussions will lead to the 
establishment of new norms that will serve the post-pandemic world. 

 
256 See supra notes 164–68 and accompanying text. 
257 See supra notes 184–85 and accompanying text. 
258 See generally supra notes 192 and accompanying text. 
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