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I. INTRODUCTION 
The internet enables people worldwide to communicate with 

unprecedented efficiency.1  It has provided a revolutionary change in 
how people and businesses exchange information.2  A person can talk 
with their friends across the globe through messaging apps such as 
Snapchat or Facebook.  Universities can make their lectures available 
to students worldwide through platforms like YouTube.3  People can 
share their talents and experiences through the internet so that others 
can view and even comment on them.  However, the birth of the internet 
also created new challenges in the legal world, such as the spread of 
obscene and pornographic materials, increased rights of privacy 
violations, and false information, such as rampant rumors and fake 
news.4 

Attempting to facilitate the promising but uncertain future of the 
internet, Congress passed Section 230 of the Communications Decency 
Act (“CDA 230”).5  Congress intended to preserve the competitive free 
market of the internet and keep the platform unfettered by government 
regulations.6  At the same time, Congress also wanted to ensure that 
blocking and filtering tools would be available to parents to restrict 
child access to inappropriate materials on the internet.7  The provisions 
of CDA 230 reflect Congress’s intention to achieve a balance between 
promoting screening services and limiting child access to particular 
materials.8 

Since the statute’s passage, many cases have applied CDA 230 to 
different facts.9  Recently, the Third Circuit’s ruling in Hepp v. 
Facebook created a circuit split regarding whether intellectual property 
limitations on immunity under CDA 230 applied only to federal 
intellectual property law or whether these limitations also applied to 
state intellectual property law.10  This note argues that if the Supreme 
Court grants certiorari to resolve this circuit split, the Court should rule 

 
1 Blumenthal v. Drudge, 992 F. Supp. 44, 48 (D.D.C. 1998). 
2 Id. 
3 Michael Noetel et al., Videos Won’t Kill the Uni Lecture, But They Will 

Improve Student Learning and Their Marks, THE CONVERSATION (Aug. 10, 2020, 
4:07 PM), https://theconversation.com/videos-wont-kill-the-uni-lecture-but-they-
will-improve-student-learning-and-their-marks-142282. 

4 Blumenthal, 992 F. Supp. at 49. 
5 Mary Graw Leary, The Indecency and Injustice of Section 230 of the 

Communications Decency Act, 41 HARV. J.L. & PUB. POL'Y 553, 554 (2018). 
6 47 U.S.C. § 230(b)(2). 
7 Id. § 230(b)(5). 
8 Leary, supra note 5, at 564. 
9 Samuel J. Morley, How Broad Is Web Publisher Immunity under §230 of the 

Communications Decency Act of 1996?, 84 FLA. B.J. 9, 9 (2010). 
10 See generally, Hepp v. Facebook, 14 F.4th 204, 220 (3d Cir. 2021). 
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that the intellectual property exception should only apply to federal 
intellectual property law. 

The background portion of this note will start with an overview of 
CDA 230 in section A, followed by a review of some key cases in 
Section B to explore the judicial interpretation of CDA 230.  In section 
C, this note will highlight key facts from Hepp v. Facebook and give 
some background information about the circuit split on CDA 230(e)(2).  
Lastly, the analysis section of this note will explain why the Supreme 
Court should rule that the intellectual property exception shall only 
apply to federal intellectual property law for three reasons: (1) Congress 
intends to provide broad immunity under CDA 230; (2) the structure of 
CDA 230 (e) implies that the intellectual property exception does not 
include state laws; and (3) the diversity of state intellectual property 
laws will contradict Congress’s intent of “insulating the development of 
the internet from the various state-law regimes.” 

II. BACKGROUND 

A. Overview of CDA 230 

Before Congress enacted CDA 230, internet service providers 
usually used a “Terms of Service” agreement to reserve the right to 
remove or edit users’ postings that violated the law.11  Courts treated 
internet service providers like other publishers or distributors in legal 
issues such as defamation; thus, providing little immunity pre-CDA 
230.12 

In 1996, Congress passed the Communications Decency Act, Title 
V of the Telecommunications Act of 1996, including CDA 230.13  CDA 
230(c) has two subsections ⸺subsection (c)(1) and subsection (c)(2)⸺ 
which together provide extensive immunity for internet service 
providers.  In particular, CDA 230(c)(1), just twenty-six words in 

 
11 Paul Ehrlich, Communications Decency Act § 230, 17 BERKELEY TECH. L.J. 

401, 402 (2002). 
12 Id. at 403. For example, if a traditional publisher republishes a libel, it is 

“subject to liability just as if he had published it originally, even though he attributes 
the libelous statement to the original publisher, and even though he expressly disavows 
the truth of the statement.” Hoover v. Peerless Publications, Inc., 461 F. Supp. 1206, 
1209 (E.D. Pa. 1978).  A traditional distributor distributing defamation materials with 
the “requisite scienter” would subject to liability, while public figures may only 
recover damages if the distributor acts with actual malice.  Lerman v. Flint Distrib. 
Co., Inc., 745 F.2d 123, 139 (2d Cir. 1984). 

13 Garry A. Gabison & Miriam C. Buiten, Platform Liability in Copyright 
Enforcement, 21 COLUM. SCI. & TECH. L. REV. 237, 241 (2020). 
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length, has been touted as the sentence that created the internet. 14  CDA 
230 gives online service providers immunity from almost every form of 
liability.15  Under CDA 230, “[n]o provider or user of an interactive 
computer service shall be treated as the publisher or speaker of any 
information provided by another information content provider.”16 

Both “interactive computer service” and “information content 
provider” are defined in the statute.17  “Information content provider” 
means “any person or entity that is responsible, in whole or in part, for 
the creation or development of information provided through the 
internet or any other interactive computer service.”18  Whether an online 
platform is an “information content provider” or not depends on 
whether the platform “materially contributed to the content’s alleged 
unlawfulness.”19  “Interactive computer service” means “any 
information service, system, or access software provider that provides 
or enables computer access by multiple users to a computer server.”20  
Courts have ruled that tech companies like Google, Twitter, Vimeo, 
YouTube, and Turo are interactive computer service providers.21  CDA 
230(c)(1) provides immunity for interactive computer service providers 
rather than information content providers.22  

CDA 230(c)(2) contains two sub-provisions.  230(c)(1)(A) shields 
interactive computer service providers from liability for “any action 
voluntarily taken in good faith to restrict access to or availability of 
material that the provider or user considers to be obscene, lewd, 
lascivious, filthy, excessively violent, harassing, or otherwise 
objectionable, whether or not such material is constitutionally 
protected.”23  230(c)(2)(B) creates immunity for interactive computer 
service providers for “any action taken to enable or make available to 
information content providers or others the technical means to restrict 

 
14 Ellen L. Weintraub & Thomas H. Moore, Section 230, 4 GEO. L. TECH. REV. 

625, 625-26 (2020). 
15 Cass R. Sunstein, Falsehoods and the First Amendment, 33 HARV. J.L. & TECH. 

387, 414 (2020). 
16 47 U.S.C. § 230(c)(1). 
17 Id. § 230(f). 
18 Id. § 230(f)(3). 
19 KATHLEEN ANN RUANE, CONG. RSCH. SERV., LSB10082, HOW BROAD A 

SHIELD? A BRIEF OVERVIEW OF SECTION 230 OF THE COMMUNICATIONS DECENCY 
ACT 2 (2018). 

20 47 U.S.C. § 230(f)(2). 
21 See Force v. Facebook, Inc., 934 F.3d 53 (2d Cir. 2019); Fields v. Twitter, Inc., 

217 F. Supp. 3d 1116 (N.D. Cal. 2016); Wells v. Youtube, LLC, No. 3:20-CV-2849-
S-BH, 2021 WL 2652966 (N.D. Tex. May 17, 2021); Domen v. Vimeo, Inc., 991 F.3d 
66 (2d Cir. 2021); Massachusetts Port Auth. v. Turo Inc., 166 N.E.3d 972 (2021). 

22 See 47 U.S.C. §§ 230(c)(1), (f). 
23 Id. § 230(c)(2)(A). 
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access to material described in [230(c)(1)].”24 
While CDA 230(c)(1) provides immunity for internet service 

providers for third-party content, CDA 230(c)(2) immunizes internet 
companies from liability for their actions to filter posts or information.25  
230(c)(2)(A) generally shields internet companies’ content-filtering 
decisions, and 230(c)(2)(B) immunizes online service providers’ 
filtering instructions to other parties, such as through providing a 
blocklist for other parties.26  Section 230(c)(2) includes “good faith” and 
“objectionable” requirements, while Section 230(c)(1) does not contain 
such standards.27 

Congress outlines five exceptions to CDA 230’s immunity 
provision in Section 230(e).28  In accordance with Section 230(e), the 
immunity in Section 230(c) will not apply to claims related to federal 
criminal law, intellectual property law, any state law that is consistent 
with CDA 230, communications privacy law, or certain state and federal 
sex trafficking laws.29 

B. Judicial Interpretation of CDA 230 
 

The earliest circuit court decision to interpret the scope of CDA 
230(c)(1) was the 1997 case Zeran v. America Online, Inc., from the 
Fourth Circuit.30  Plaintiff Zeran alleged that an unknown third party 
posted defamatory messages on America Online, Inc. (“AOL”)’s 
website and that AOL both “unreasonably delayed in removing,” and 
then refused to withdraw those messages.31  Zeran argued that CDA 230 
only provided immunity for publishers, so distributors can still be held 
liable under the act.32  Finally, Zeran contended that AOL, like other 
interactive computer service providers, was a distributor, not a 
publisher.33   

The court disagreed with Zeran and held that when a computer 
service provider decides “whether to publish, edit, or withdraw the 
posting,” it takes on the role of publisher.34  Additionally, the term 

 
24 Id. § 230(c)(2)(B). 
25 Eric Goldman, Online User Account Termination and 47 U.S.C. § 230(c)(2), 2 

U.C. IRVINE L. REV. 659, 660 (2012). 
26 Id. 
27 Compare 47 U.S.C. § 230(c)(1), with 47 U.S.C. § 230(c)(2). 
28 47 U.S.C. § 230(e). 
29 Id. 
30 VALERIE C. BRANNON & ERIC N. HOLMES, CONG. RSCH. SERV., R46751, 

SECTION 230: AN OVERVIEW 10 (2021). 
31 Zeran v. Am. Online, Inc., 129 F.3d 327, 328 (4th Cir. 1997). 
32 Id. at 331. 
33 Id. 
34 Id. at 332. 
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“publisher” “has traditionally encompassed distributors and original 
publishers alike.”35  Furthermore, if computer service providers were 
considered distributors, they would need to carefully examine posted 
information, which “would create an impossible burden in the internet 
context.”36  This distributor liability would have effects on “the vigor of 
internet speech and on service provider self-regulation,” which 
contradicts Congress’s intent in creating the CDA 230, namely, “to 
encourage the unfettered and unregulated development of free speech 
on the internet, and to promote the development of e-commerce.”37  
Other federal courts generally agreed with Zeran’s holding: that CDA 
230(c)(1) provided immunity for not only publishers, but also 
distributors.38 

CDA 230(c)(1) protects interactive computer service providers from 
liability only if the information is provided by “another information 
content provider.”39  Therefore, if the interactive computer service 
provider is the information content provider of the information, then 
CDA 230(c)(1) does not apply.40  For example, in Lemmon v. Snap.  
Inc., surviving parents of two boys who died in a high-speed car 
accident sued Snap, Inc. (“Snap”), alleging that Snap designed its 
cellphone app Snapchat negligently.41  The app encouraged the boys to 
drive at fast speeds by enabling users to “record their real-life speed,” 
which was the cause of the boys’ death.42  Snap asserted CDA 230 (c)(1) 
immunity, but the court ruled that the immunity did not apply to Snap.43 

CDA 230(c)(2)(A) only applies to internet service provider’s good 
faith actions, and, within that category, only applies to objectionable 
materials.44  The statute itself does not give us the definition or standard 

 
35 Id. at 334. 
36 Id. at 333. 
37 Zeran, 129 F.3d at 333. 
38 See Batzel v. Smith, 333 F.3d 1018, 1026 (9th Cir. 2003); Jones v. Dirty World 

Ent. Recordings LLC, 755 F.3d 398, 407 (6th Cir. 2014); Doe v. MySpace, Inc., 528 
F.3d 413, 419 (5th Cir. 2008). 

39 See 47 U.S.C. § 230(c)(1). 
40 See id. 
41 Lemmon v. Snap, Inc., 995 F.3d 1085, 1087 (9th Cir. 2021). 
42 Id. at 1089 (“Many of Snapchat's users suspect, if not actually ‘believe,’ that 

Snapchat will reward them for ‘recording a 100-MPH or faster [s]nap’ using the Speed 
Filter.”). 

43 Id. at 1087.  The court reasoned that “47 U.S.C. § 230(c)(1) cuts off liability 
only when a plaintiff’s claim faults the defendant for information provided by third 
parties.” Id. at 1093.  Thus, internet service providers will be liable for the internet 
content that they develop or create.  Id.  Snap undoubtedly developed Snapchat’s speed 
filter and reward figures, and it made those figures available on the internet, thus the 
parents’ claim is not based on “information provided by another information content 
provider.”  Id. at 1094. 

44 See 47 U.S.C. § 230(c)(2)(A). 
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of “good faith,” so it is in the courts’ discretion to decide what 
constitutes a good faith action.45  For example, in Holomaxx 
Technologies v. Microsoft Corp., the court did not find bad faith and 
reasoned that the plaintiff failed to allege enough facts to support its 
claim.46  More importantly, there was no objective industrial standard 
that the defendant failed to meet.47 

The statute provides a list of objectionable materials, but there is a 
catch-all “otherwise objectionable” at the end of the list, under which 
courts may have the discretion to interpret what constitutes 
objectionable materials.48  Courts have decided that, according to the 
statute, there is a subjective standard for users and internet providers to 
determine what materials are objectionable.49  For instance, courts have 
held that unsolicited marketing emails are objectional50 while holding 
that “otherwise objectionable” does not cover anti-competitive 
reasons.51  Meanwhile, some courts have declined to adopt an entirely 
subjective standard of  “otherwise objectionable” altogether. 52  

Section 230(c)(2)(B) provides immunity for actions taken to enable 
others to restrict access to the objectionable materials in Section 
230(c)(A).53  In Zango, Inc. v. Kaspersky Lab, Inc., the court reasoned 
that a provider of software that “filter[ed], screen[ed], allow[ed], or 
disallow[ed] content” that the internet service provider or users consider 
objectionable, within the meaning of section 230(c)(2)(A), is 
immunized by section 230(c)(2)(B).54 

Section 230(e)(1) provides that Section 230 will not impair the 
enforcement of any federal criminal statute.55  If federal criminal law 

 
45 See generally 47 U.S.C. § 230. 
46 Holomaxx Techs. v. Microsoft Corp., 783 F. Supp. 2d 1097, 1105 (N.D. Cal. 

2011). 
47 Id. at 1105. The plaintiff alleged that Microsoft’s “faulty filtering technology,” 

which blocked good and bad emails alike was a bad faith action. Id. The plaintiff 
argued that the action was a bad faith action because Microsoft declined to disclose in 
detail the reasons why it blocked plaintiff’s emails.  Id. 

48 See 47 U.S.C. § 230(c)(2)(A). 
49 Zango Inc. v. Kaspersky Lab, Inc., 568 F.3d 1169, 1173 (9th Cir. 2009). 
50 See, e.g., e360Insight, LLC v. Comcast Corp., 546 F. Supp. 2d 605, 607–08 

(N.D. Ill. 2008); Smith v. Trusted Universal Standards In Elec. Transactions, Inc., No. 
CIV09-4567-RBK-KMW, 2010 WL 1799456, at *6 (D.N.J. May 4, 2010). 

51 Enigma Software Grp. USA, LLC v. Malwarebytes, Inc., 946 F.3d 1040, 1045 
(9th Cir. 2019). 

52 Sherman v. Yahoo! Inc., 997 F. Supp. 2d 1129, 1138 (S.D. Cal. 2014). 
53 47 U.S.C. § 230 (c)(2)(B). 
54 Zango, Inc., 568 F.3d at 1177.  The plaintiff was an internet company that gave 

users access to some online materials like games, music, and videos if they agreed to 
watch advertisements.  Id. at 1170.  The plaintiff Alleged that the defendant provided 
software that helped customers block or filter malicious software, which improperly 
blocked the plaintiff’s software.  Id.  

55 47 U.S.C. § 230(e)(1). 
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creates both criminal and civil liability for the same conduct, courts 
have ruled that CDA 230 only bars criminal liability.56  In other words, 
Section 230(e)(1) does not apply to civil liabilities based on federal 
criminal law.  Courts have reasoned that if Congress intended to include 
civil lawsuits under CDA 230(e)(1), it would do so by using broader 
language.57  

Another important exception under Section 230(e) is that the CDA 
230 immunity does not prevent states from enforcing state laws 
consistent with CDA 230.58  The statute does not tell us what state laws 
are consistent or inconsistent with CDA 230; thus, courts have the 
discretion to decide this.  For instance, the Ninth Circuit held that CDA 
230 immunity only extends to “(1) a provider or user of an interactive 
computer service (2) whom a plaintiff seeks to treat, under a state law 
cause of action, as a publisher or speaker (3) of information provided 
by another information content provider.”59  State laws within the Ninth 
Circuit that are consistent with the above construction of CDA 230 
immunity will not be preempted by its terms.60 

C. Hepp v. Facebook and the Circuit Split on CDA 230(e)(2) 
 

Section 230(e)(2) provides that Section 230 immunity does not 
apply to “any law pertaining to intellectual property.”61  Some federal 
courts have ruled that the intellectual property exception only applies to 
federal intellectual property laws, such as patent, trademark, and 
copyright laws.62  In contrast, other federal courts held that Section 
230(e)(2) exception applies to both federal and state intellectual laws.63 

Before Hepp v. Facebook, the Ninth Circuit, in Perfect 10, Inc v. 
CCBill LLC, was the only circuit court case discussing whether the 
intellectual property exception applies to state intellectual property 

 
56 Jane Doe No. 1 v. Backpage.com, LLC, 817 F.3d 12, 23 (1st Cir. 2016). 
57 Force v. Facebook, Inc., 934 F.3d 53, 71 (2d Cir. 2019). 
58 47 U.S.C. § 230(e)(3). 
59 Barnes v. Yahoo!, Inc., 570 F.3d 1096, 1100–01 (9th Cir. 2009) 
60 See HomeAway.com, Inc. v. City of Santa Monica, 918 F.3d 676, 683 (9th Cir. 

2019) (holding that “the Ordinance is not ‘inconsistent’ with the CDA and is therefore 
not expressly preempted by its terms.”). 

61 47 U.S.C. § 230(e)(2). 
62 See Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1118-19 (9th Cir. 2007). 
63 See, e.g., Atl. Recording Corp. v. Project Playlist, Inc., 603 F. Supp. 2d. 690, 

704 (S.D.N.Y. 2009); Doe v. Friendfinder Network, Inc., 540 F. Supp. 2d 288, 302–
03 (D.N.H. 2008). 
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law.64  Plaintiff Perfect 10 filed an action alleging several intellectual 
property violations, including federal and state intellectual property 
laws, like a violation of the right of publicity.65   

The Ninth Circuit ruled that the intellectual property exception only 
applies to federal intellectual property laws, and thus, Section 230 bars 
state intellectual property claims.66  The court reasoned that “permitting 
the reach of any particular state’s definition of intellectual property to 
dictate the contours of” CDA 230’s immunity would impair 
“Congress’s expressed goal of insulating the development of the 
internet from the various state-law regimes.”67 

The Third Circuit in Hepp v. Facebook disagreed with the Ninth 
Circuit and expanded the intellectual property law exception by 
including not only federal intellectual property laws, but also state 
intellectual property laws.68  The plaintiff, Karen Hepp, a professional 
newscaster who worked for Fox 29, brought a lawsuit against Facebook 
and other social media companies, alleging that third-party users posted 
her photos captured by a security camera in New York City.69  Plaintiff 
filed the claims based on Pennsylvania’s statutes and Pennsylvania’s 
common law right of publicity.70 

The Eastern District of Pennsylvania decided the intellectual 
property exception issue as an issue of first impression in the Third 
Circuit.71  Throughout its discussion, the court cited Perfect 10, Inc v. 
CCBill LLC and agreed with the Ninth Circuit that the intellectual 
property exception only applies to federal intellectual property laws.72 

Plaintiff appealed to the Third Circuit, which decided the case on 
September 23, 2021.73  In deriving their decision, the Third Circuit 
examined various cases from other federal courts.74  Particularly, it cited 
and reasoned against Perfect 10, Inc v. CCBill LLC, and held that the 
intellectual property law exception applies to federal and state 
intellectual property laws.75  The Third Circuit stated that the text in 

 
64 Evangeline Phang, District Court In 3rd Circuit Sides With 9th Circuit: §230 

Protects Social Platforms From State Law Intellectual Property Claims, SOCIALLY 
AWARE (Aug. 17, 2020), https://www.sociallyawareblog.com/topics/district-court-in-
third-circuit-sides-with-ninth-circuit-section-230-protects-social-media-platforms-
from-state-law-intellectual-property-claims.html. 

65 Perfect 10, Inc., 488 F.3d at 1108. 
66 Id. at 1118-19. 
67 Id. at 1118. 
68 Hepp v. Facebook, 14 F.4th 204, 211-12 (3d Cir. 2021). 
69 Hepp v. Facebook, Inc., 465 F. Supp. 3d 491, 494-95 (E.D. Pa. 2020). 
70 Id. at 495-96. 
71 Id. at 497. 
72 Id. at 499-501. 
73 Hepp, 14 F.4th at 205. 
74 Id. at 207-10 
75 Id. at 206-15. 
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Section 230(e)(2), “[n]othing in [§230] shall be construed to limit or 
expand any law pertaining to intellectual property” makes it clear that 
the intellectual property law exception applies to “any law,” as pure 
policy considerations cannot overcome plain text interpretation.76   

Facebook argued that a broad interpretation of ‘intellectual 
property’ would limit free speech.77  The Third Circuit disagreed and 
reasoned that the Pennsylvania statute right of publicity only provides a 
cause of action for “those whose valuable interest in their likeness ‘is 
developed through the investment of time, effort, and money.’”78  The 
Third Circuit did not examine intellectual property laws from other 
states.79 

The majority’s ruling in Hepp v. Facebook created a clear split with 
the Ninth Circuit’s decision in Perfect 10, Inc v. CCBill LLC.  The 
critical issue, as this note discussed above, is since the CDA 230 lays 
out the legal foundation for the modern internet, any change or 
ambiguity will have a massive impact on the operation of internet 
providers.  Hopefully, the Supreme Court will take up this issue to 
resolve the disagreement on the intellectual property exception. 

III. ANALYSIS 
 

The Third Circuit’s recent ruling in Hepp v. Facebook created a 
circuit split about whether the intellectual property limitation to 
immunity under CDA 230 applied only to federal intellectual property 
law or whether it also applied to state intellectual property law.80  If the 
Supreme Court grants certiorari to hear the case in the future, the Court 
should rule that the intellectual property exception should only apply to 
federal intellectual property law, including patent, copyright, and 
trademark laws. 

This note offers three reasons why the Court should rule that the 
CDA230(e)(2) exception only applies to federal intellectual property 
laws.  First, one of Congress’s goals in drafting CDA 230 was to insulate 
the development of the internet from various state law regimes to 
establish broad immunity.  Second, the structure of CDA 230(e) implies 
that CDA 230(e)(2) should be construed to include only federal 
intellectual property laws.  Third, if the Court rules that CDA 230©(2) 
includes state intellectual property laws, the diversity of state 
intellectual property laws will undermine Congress’s intent to provide 
broad immunity to internet service providers.    

 
76 Id. at 211-12. 
77 Id. at 212. 
78 Id. at 214. 
79 See Hepp, 14 F.4th at 214 (discussing the Pennsylvania statute exclusively). 
80 See generally id. at 211-12. 
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Additionally, even if the Supreme Court holds, in a future case, that 
the intellectual property limitation to immunity under CDA 230 also 
applies to state intellectual property law, Congress could amend CDA 
230 to make it clear that the intellectual property law exception does not 
apply to state intellectual property law.  This is because such an 
application would open the floodgate of lawsuits against internet service 
providers. 

A. The Broad Construction of CDA 230 Immunity 

Since Congress intended to provide broad immunity under CDA 
230, the term “intellectual property law” should be narrowly interpreted 
because the scope of the intellectual property law exception should be 
narrow.81  The legislative intent was to provide broad immunity to 
internet service providers through section 230(c).82  For instance, 
section 230(c)(1) says that “[n]o provider or user of an interactive 
computer service shall be treated as the publisher or speaker of any 
information provided by another information content provider.”83  
Section 230(c)(2) specifies that providers and users of an interactive 
computer service will not be liable for restricting objectionable 
contents, even if such material is constitutionally protected.84   

The findings section of CDA 230 also specifies that the immunity is 
broad.85  With the passage of CDA 230, Congress primarily focused on 
helping the growth of the internet, unhindered by governmental 
intervention.86  At the time the CDA passed, Congress viewed the 
internet both as a future gold mine for the proliferation of information 
and a booming new industry.87  Congress specified in its findings that 
Americans are increasingly “relying on interactive media for a variety 
of political, educational, cultural, and entertainment services.”88  
Congress also found that because the internet and relevant services have 
flourished, government regulation should be restricted to a minimum 
level to benefit all Americans.89  

Congress makes it clear in the policy section of CDA 230 that the 

 
81 Enigma Software Grp. USA, LLC v. Malwarebytes, Inc., 946 F.3d 1040, 1053 

(9th Cir. 2019). 
82 Brannon, supra note 30, at 8. 
83 47 U.S.C. § 230(c)(1). 
84 Id. § 230(c)(2). 
85 See id. § 230(a). 
86 Michelle Jee, New Technology Merits New Interpretation: An Analysis of the 

Breadth of CDA Section 230 Immunity, 13 HOUS. BUS. & TAX L.J. 178, 185 (2012). 
87 Id. 
88 47 U.S.C. § 230(a)(5). 
89 Id. § 230(a)(4). 
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immunity is broad.90  It is the policy of the United States “to promote 
the continued development of the internet and other interactive 
computer services.”91  It is also the policy of the United States to 
“preserve the vibrant and competitive free market that presently exists 
for the internet and other interactive computer services, unfettered by 
federal or State regulation.”92 

Federal courts tended to rule in favor of online service providers for 
claims that asserted CDA 230 as a defense.93  From 1996, the year CDA 
230 was enacted, until 2010, courts found preemption on 60.3% of cases 
that involved CDA 230, which excludes reversed decisions.94  In 59.4% 
of cases where a court did not dismiss a claim under CDA 230, it 
dismissed the case on other grounds.95   

Most federal courts interpreted Section 230 to provide broad federal 
immunity to service provers.96  In Perfect 10, Inc. v. CCBill LLC, the 
Ninth Circuit acknowledged the broad immunity provided by section 
230 by ruling that including state law within the meaning of the 
intellectual property limitation in section 230(e)(2) would destroy the 
broad immunity granted by section 230.97  The court reasoned that if 
state statutes are classified as “intellectual property,” online services 
providers would be subjected to bear the costs of litigation under 
numerous state statutes.98   

The Eleventh Circuit recognized the broad immunity provided by 
CDA 230 by stating that the broad statutory immunity shall apply 
according to the limitations in Section 230(e).99  The court in Almeida 
v. Amazon.com, Inc. admitted that the majority of federal circuits found 
that CDA established a “broad federal immunity to any cause of action 
that would make service providers liable for information originating 
with a third-party user of the service.”100   

One circuit implicitly found that the immunity is broad.101 The 
Fourth Circuit found that the imposition of tort liability on internet 

 
90 See id. § 230(b). 
91 Id. § 230(b)(1). 
92 Id. § 230(b)(2). 
93 See David S. Ardia, Free Speech Savior or Shield for Scoundrels: An Empirical 

Study of Intermediary Immunity under Section 230 of the Communications Decency 
Act, 43 LOY. L.A. L. REV. 373, 434-42 (2010). 

94 Id. at 435. 
95 Id. at 442. 
96 Almeida v. Amazon.com, Inc., 456 F.3d 1316, 1321 (11th Cir.2006). 
97 Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1118-19 (9th Cir. 2007). 
98 Id. at 1109. 
99 Almeida, 456 F.3d at 1321-22. 
100 Id. at 1321. 
101 See generally Zeran v. Am. Online, Inc., 129 F.3d 327, 330-31 (4th Cir. 1997). 
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servers is a form of governmental intrusion on speech.102  The court 
stated that the specter of endless tort liability for service providers 
would clearly have a chilling effect.103  As a result, the Fourth Circuit 
interpreted the immunity by saying that Congress valued the speech 
interest implicated and decided to grant internet service provider 
immunity to avoid any restrictive effect on speech.104  The Fourth 
Circuit’s interpretation of CDA 230 immunity impliedly recognized that 
Congress intended the immunity to be very broad.105 

The district court in Hepp v. Facebook also agreed that courts should 
construe CDA 230 broadly to accomplish Congress’s policy choice.106  
The court further concluded that “constructing § 230(e)(2) as preserving 
only federal intellectual property claims is most fitting because this 
interpretation simultaneously maintains broad immunity in line with the 
CDA’s stated congressional purpose.”107  Thus, the text and structure of 
Section 230 as a whole suggest that immunity should be broadly 
constructed.108 

Some federal courts emphasize the plain meaning of CDA 230 and 
place less weight on policy considerations.109  For example, the Third 
Circuit majority in Hepp v. Facebook did not agree with other legal 
scholars and circuits.110  The majority ruled that the five limitations in 
Section 230(e) prevented the liability provisions in Section 230(c) from 
being read too broadly.111  The majority read the statute textually and 
declined to replace the plain text with policy consideration.112   

The plain text of Section 230(e)(2) says that CDA 230 does not 
apply to “any law pertaining to intellectual property.”113  The court ruled 
that, based on this plain reading of the text, “a state law can be a ‘law 
pertaining to intellectual property’ too.”114  A district court in the First 
Circuit also found that consistent with its plain meaning, “any law 
pertaining to intellectual property” applies to not just federal but also 
state laws.115 

 
102 Id. at 330. 
103 Id. at 331. 
104 Id. 
105 See generally id. at 330-31. 
106 Hepp v. Facebook, Inc., 465 F. Supp. 3d 491, 497 (E.D. Pa. 2020). 
107 Id. at 501. 
108 See generally 47 U.S.C. § 230. 
109 See generally Hepp v. Facebook, 14 F.4th 204, 210-11 (3d Cir. 2021); Doe v. 

Friendfinder Network, Inc., 540 F. Supp. 2d 288, 302 (D.N.H. 2008). 
110 See generally Hepp v. Facebook, 14 F.4th 204 (3d Cir. 2021). 
111 Id. at 209. 
112 Id. at 211. 
113 47 U.S.C. § 230(e)(2). 
114 Hepp, 14 F. 4th at 212. 
115 Doe v. Friendfinder Network, Inc., 540 F. Supp. 2d 288, 302 (D.N.H. 2008). 
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However, the Third Circuit’s ruling is flawed because the Supreme 
Court in Pilot Life Ins. Co. v. Dedeaux made it clear that in constructing 
a statute, a court “must not be guided by a single sentence or member 
of a sentence,” but rather must “look to the provisions of the whole law, 
and to its object and policy.”116  Congress’s policy and findings in 
sections 230(a)-(b) are parts of the whole text of CDA 230, so courts 
should also consider those sections.   

The text in sections 230(a)-(b), together with other federal courts’ 
interpretations, demonstrates that the Supreme Court will likely broadly 
construe the CDA 230 immunity.  Thus, we should consider the plain 
meaning of the text CDA 230(e)(2) and the purpose of that text in the 
statutory scheme.117  The dissent in Hepp v. Facebook pointed out that 
an expansive reading of the intellectual property exception would “gut 
the immunity system” in CDA 230.118  Therefore, a narrower 
construction of the immunity includes state intellectual property law in 
section 230(e)(2) intellectual property exception works against 
Congress’s intent and policy.  

Congress provided online service providers a broad immunity 
through CDA 230, which gave us the modern internet.119  Federal 
courts’ interpretation of CDA 230 also supports that the Supreme Court 
shall rule that excluding state intellectual property laws from the 
intellectual property exception of CDA 230 is consistent with the broad 
immunity interpretation of CDA 230. 

B. The Structure of CDA 230(e) 

CDA 230(e) structure implies that the intellectual property 
exception does not include state laws.  There are five exceptions in 
subsection (e) of CDA 230.  Three exceptions only refer to specific 
federal laws, while the only state laws mentioned are co-extensive state 
laws.120  Therefore, it appears likely that Congress intended the 
intellectual property exception to apply only to federal laws.  This 
section will look at each of these federal exceptions in turn. 

The text in Section 230(e)(1) reads, “ [n]o effect on criminal law.”121  
But Congress makes it clear that this section only applied to federal 

 
116 Pilot Life Ins. Co. v. Dedeaux, 481 U.S. 41, 51 (1987). 
117 See Bailey v. United States, 516 U.S. 137, 145 (1995) (“We consider not only 

the bare meaning of the word but also its placement and purpose in the statutory 
scheme.”). 

118 Hepp v. Facebook, 14 F.4th 204, 220 (3d Cir. 2021) (Cowen, J., concurring in 
part and dissenting in part). 

119 Madeline Byrd & Katherine J. Strandburg, CDA 230 for a Smart Internet, 88 
FORDHAM L. REV. 405, 405 (2019).  

120 See 47 U.S.C. § 230(e)(2). 
121 Id. § 230(e)(2). 



 

94 WAKE FOREST J. 
BUS. & INTELL. PROP. L. 

VOL. 23 

criminal law by stating that “[n]othing in this section shall be construed 
to impair the enforcement of section 223 or 231 of this title, chapter 71 
(relating to obscenity) or 110 (relating to sexual exploitation of 
children) of Title 18, or any other federal criminal statute.”122  All the 
laws specifically mentioned are federal laws.123  Courts have also 
interpreted this exception as not applying to inconsistent state criminal 
laws by dismissing lawsuits under CDA 230.124 

Section 230(e)(4) similarly identified that the exception only 
applied to federal laws or co-extensive state laws.125  Section 230(e)(4) 
explicitly states that the CDA will have “ [n]o effect on communications 
privacy law.”126  Congress specified that this exception only applied to 
federal law or co-extensive state laws by stating that “[n]othing in this 
section shall be construed to limit the application of the Electronic 
Communications Privacy Act of 1986 or any of the amendments made 
by such Act, or any similar State law.”127 

The text in Section 230(e)(5) reads: 

Nothing in this section (other than subsection (c)(2)(A)) 
shall be construed to impair or limit— 
(A) any claim in a civil action brought under section 
1595 of title 18, if the conduct underlying the claim 
constitutes a violation of section 1591 of that title; 
(B) any charge in a criminal prosecution brought under 
State law if the conduct underlying the charge would 
constitute a violation of section 1591 of title 18; or 
(C) any charge in a criminal prosecution brought under 
State law if the conduct underlying the charge would 
constitute a violation of section 2421A of title 18, and 
promotion or facilitation of prostitution is illegal in the 
jurisdiction where the defendant’s promotion or 

 
122 Id. 
123 Id. 
124 See generally, e.g., Backpage.com, LLC v. McKenna, 881 F. Supp. 2d 1262, 

1274–75 (W.D. Wash. 2012) (“if Congress did not want the CDA to apply in state 
criminal actions, it would have said so.”); Universal Commc’n Sys., Inc. v. Lycos, 
Inc., 478 F.3d 413, 422 (1st Cir. 2007) (dismissing the suit under state law because 
defendant was immune under CDA 230); Voicenet Commc’ns, Inc. v. Corbett, No. 
04-1318, 2006 WL 2506318, at *3 (E.D. Pa. Aug. 30, 2006) (ruling that Section 
230€(1) exception does not include state criminal laws); Bollaert v. Gore, No. 17-CV-
2022-WQH-AGS, 2018 WL 5785275, at *3, *14 (S.D. Cal. Nov. 5, 2018) (applying 
CDA immunity in state criminal actions). 

125 See 47 U.S.C. § 230(e)(4). 
126 Id. 
127 Id. 
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facilitation of prostitution was targeted.128 
 

All of the laws mentioned above are federal laws.129 
 
In Hepp v. Facebook, the Third Circuit ruled that the structure of 

CDA 230(e) also suggests that “when Congress wanted to cabin the 
interpretation about state law, it knew how to do so – and did so 
explicitly.”130  The court stated that because the structure argument cuts 
both ways, the natural meaning of CDA 230(e)(2) prevailed.131  
However, the structure argument does not cut both ways because courts 
must read section 230(e)(2) together with other subsections in 230(e).132  
Thus, given the narrow construction of the other subsections, courts 
should also narrowly construe Section 230(e)(2).133 

Section 230 (e)(3) specifies that CDA 230 does not prevent states 
from enforcing state laws consistent with CDA 230.134  Moreso, 
Congress intended CDA 230 to apply to state laws that are inconsistent 
with CDA 230 by stating that “[n]o cause of action may be brought and 
no liability may be imposed under any state or local law that is 
inconsistent with this section.”135  Congress did not define which state 
laws are consistent and inconsistent with the CDA 230, and courts have 
interpreted that Section 230(e)(3) does not provide substantive 
content.136  Because there is an independent exception for state laws 
consistent with CDA 230, that will be unnecessary to provide another 
exception for state laws; thus, the intellectual property exception shall 
not apply to state laws. 

Section 230(e)(1), (4), and (5) primarily provide exceptions for 
federal laws or co-extensive state laws, which shows that Section 
230(e)(2) shall also apply to federal laws or co-extensive state laws.  
Section 230(e)(3) provides exceptions for state laws, which would be 
unnecessary for Congress to provide another exception for state 
intellectual property laws in Section 230(e)(2).  Thus, the structure of 
section (e) does not support that the intellectual property exception 
applies to state intellectual property laws.  

 
128 Id. § 230(e)(5). 
129 Id. 
130 Hepp v. Facebook, 14 F.4th 204, 211 (3d Cir. 2021). 
131 Id. 
132 Id. at 220 (Cowen, J., concurring in part and dissenting in part). 
133 See id. 
134 See 47 U.S.C. § 230(e)(5). 
135 Id. 
136 Atl. Recording Corp. v. Project Playlist, Inc., 603 F. Supp. 2d. 690, 694, 702 

(S.D.N.Y. 2009). 
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C. The Diversity of State Intellectual Property Laws 

Federal intellectual property laws include patents, copyrights, 
trademarks, and trade secrets.137  State intellectual property laws may 
also include trademarks and trade secrets.138  Some states even 
recognize the right of publicity as a form of intellectual property.139  
State intellectual property laws for different states may have different 
names, policy goals, and purposes, allowing various remedies and 
causes of actions.140  Because internet users may access the internet at 
various times and locations, the diverse state intellectual property laws 
from states can reach service providers.141  A result that allows these 
providers to be subject to multiple state intellectual property laws at 
different times, depending on their location, contradicts Congress’s 
intent of  “insulating the development of the internet from the various 
state-law regimes.”142 

Federal intellectual property law is uniform and well-established.143  
Federal intellectual property laws provide established definitions for the 
forms of intellectual property, including trademarks, patents, and 
copyright, that have been recognized and applied consistently for 
decades.144  The Supreme Court has noted that uniform federal patent 
standards promote innovation while preserving fair competition.145  

On the other hand, state intellectual property laws are diverse and 
are often located under different names.146  For instance, in the United 
States, federal statutes and federal common law do not give an 
intellectual property cause of action for publicity.147  A majority of 
states provide a cause of action for the right of publicity through state 
statutes or state common law, while a minority of states do not recognize 
the right of publicity.148  For the states that recognize the right of 

 
137 Drew Stevens, What Federal Or State Laws Protect Owners Of Intellectual 

Property, STEVENS LAW FIRM (Feb. 28, 2020), https://drewstevenslaw.com/federal-
state-laws-intellectual-property.  

138 Id. 
139 Brannon, supra note 30, at 26 n.266. 
140 Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1118 (9th Cir. 2007). 
141 Id. 
142 Id. 
143 See infra notes 144-45 and accompanying text. 
144 See, e.g., 15 U.S.C. § 1127 (defining trademark as any words, symbol, or 

design, or any combination thereof, used by a person in commerce to identify and 
distinguish her goods of one manufacturer or seller from those of another and to 
indicate the source of the goods, even if that source is unknown). 

145 Sears, Roebuck & Co. v. Stiffel Co., 376 U.S. 230, 230-231 (1964). 
146 Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1118 (9th Cir. 2007). 
147 Right of Publicity, INTERNATIONAL TRADEMARK ASSOCIATION,  
https://www.inta.org/topics/right-of-publicity/ (last visited Jan. 21, 2022). 
148 Id. 
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publicity, different states treat the right of publicity in various ways.149  
States diverge on whether the right of publicity survives after a person’s 
death, if it survives, for how long, and whether it is inheritable or 
assignable.150  In addition, some states differ on what remedies are 
available for plaintiffs under state publicity law.151 

For example, in Oklahoma, a person’s name, signature, and likeness 
are subject to the protection of state intellectual law.152  Oklahoma 
statutes specifically provide a cause of action for a person whose “name 
or likeness has commercial value and is used for any commercial or 
advertising purpose without the written consent of such natural 
person.”153  The Oklahoma statute also recognized that the right of 
publicity survives after up to 100 years of a person’s death.154 

In California, the right of publicity is both a statutory and a common 
law right.155  California statutes authorize a living person to recover any 
damages for “whose name, photograph, or likeness has been used for 
commercial purposes with his or her consent.”156  Notice that 
California’s statute is different from Oklahoma’s statute on the cause of 
action after the person’s death.157  The California statute provided that 
“the right to require consent under the statute terminates if there is 
neither transferee nor survivor, or 50 years after the personality dies.”158  

Pennsylvania’s right of publicity is different from Oklahoma’s and 
California’s statutory right of publicity after a person’ death.159  The 
Pennsylvania statute provides that if a natural person dies, a publicity 
action may be brought by “any person, firm or corporation authorized 
in writing to license the commercial or advertising use of the natural 
person’s name,” or other persons specified in the statute, for up to thirty 
years after the person’s death.160 

Among the states that recognize the right of publicity, the remedies 
available to plaintiffs are widely different.161  In Texas, the remedy is 
the greater of the actual damage the plaintiff sustained, or $2,500.162  In 

 
149 See id. 
150 Id. 
151 See infra notes 152-165 and accompanying text. 
152 OKLA. STAT. ANN. tit. 12, § 1449(A) (West 1986). 
153 Id. § 1448(H) (West 1986). 
154 Id. § 1448(G) (West 1986). 
155 Comedy III Prods., Inc. v. Gary Saderup, Inc., 21 P.3d 797, 799 (Cal. 2001). 
156 Id. 
157 Id. 
158 Id. at 800. 
159 Compare infra note 160 and accompanying text with supra notes 152-54 and 

accompanying text and supra notes 155-58 and accompanying text. 
160 42 PA. CONS. STAT. § 8316(b)(3) (2003). 
161 See infra notes 162-165 and accompanying text. 
162 TEX. PROP. CODE § 26.013(a)(1) (West 1987). 
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Massachusetts, plaintiffs can get treble damages if a defendant 
knowingly infringes plaintiff’s publicity.163  In Indiana, the remedies 
include monetary damages, injunctive relief, punitive damages, and 
attorney fees and costs.164  In Oklahoma, it is a misdemeanor to infringe 
on the right of publicity of service members of the United States Armed 
Forces.165 

The above-cited statutes illustrate that it would be very difficult for 
internet service providers to curtail their services to meet every state’s 
right of publicity requirements.  If the Supreme Court rules that CDA 
230 does not shield internet service providers from state intellectual 
property laws, internet service providers would adopt the most 
restrictive policy for filtering materials posted on their platforms.  The 
most restrictive filtering policy would have a chilling effect on the 
development of the internet, which is inconsistent with Congress’s 
intent for enacting CDA 230.  Thus, the Supreme Court should rule that 
the intellectual property exception should only apply to federal 
intellectual property laws. 

IV. CONCLUSION 
 

If the Supreme Court ever grants certiorari on the question of 
whether intellectual property limitation to immunity under CDA 230 
applied only to federal intellectual property law or also applied to state 
intellectual property law, the Court should rule that the intellectual 
property exception should only apply to federal intellectual property 
law, for three reasons.  First, Congress clearly intended to provide broad 
immunity under CDA 230.  Second, the structure of CDA 230 (e) 
implies that the intellectual property exception does not include state 
laws.  Third, the diversity of state intellectual property laws would 
contradict Congress’s intent of insulating the development of the 
internet from various state laws to create broad immunity.  In a world 
with a narrower CDA 230 immunity, the internet may be very different 
than how it is today.  

 
163 MASS. GEN. LAWS Ch. 214, §3A (2022). 
164 IND. CODE § 32-36-1-10 to -14 (2002). 
165 OKLA. STAT. ANN. tit. 21, § 839.1 (West 2006). 




