
WAKE FOREST JOURNAL OF BUSINESS 
AND INTELLECTUAL PROPERTY LAW 

! VOLUME!14! SPRING!2014! NUMBER!3!

UPDATES ARE NOT AVAILABLE: FDA REGULATIONS 
DETER MANUFACTURERS FROM QUICKLY AND 

EFFECTIVELY RESPONDING TO SOFTWARE PROBLEMS 
RENDERING MEDICAL DEVICES VULNERABLE TO 

MALWARE AND CYBERSECURITY THREATS 

Kristy Williams† 

I. INTRODUCTION ............................................................. 369!
A.!UPDATING COMMERCIAL OFF THE SHELF 

SOFTWARE TO PREVENT MALWARE INFECTION ........ 372!
B.!UPDATING MEDICAL DEVICE SOFTWARE TO FIX 

BUGS AND RESPOND TO SECURITY THREATS ............ 373!
C.!UPDATING MOBILE MEDICAL APPLICATIONS IN 

RESPONSE TO OPERATING SYSTEM OR DEVICE 
HARDWARE CHANGES. ............................................... 374!

D.!UPDATING SOFTWARE ON COMBINATION 
PRODUCTS ................................................................... 378!

E.!OUTLINE OF ARTICLE ................................................ 378!
II. FDA REGULATIONS .................................................... 379!

A.!MEDICAL DEVICES .................................................... 380!
1.!Medical Device Premarket Review ......................... 381!
2.!Medical Device Post-Market Monitoring: 

Quality Systems, Changes Requiring Clearance 
or PMA Supplements, and Corrective Actions ......... 384!

B.!COMBINATION PRODUCTS ........................................ 394!
III. EXAMPLES AND APPLICATION .................................. 399!

A.!UPDATING COMMERCIAL OFF THE COUNTER 
SOFTWARE TO PREVENT MALWARE INFECTION ........ 399!

B.!UPDATING SOFTWARE ON STAND ALONE MEDICAL 

                                                                                                                                                
† Visiting Scholar, Institute for Medical Humanities, University of Texas 

Medical Branch. Contact: kristy.lynn.williams@gmail.com. Ph.D., Memorial 
University of Newfoundland; J.D., University of Calgary; LL.M., University of 
Houston Law Center. The author would like to thank Barbara Evans and Ronald 
Scott for their insights and encouragement in this research.  



!368! WAKE!FOREST!J.!

BUS.!&!INTELL.!PROP.!L.&
[VOL.!14!

DEVICES IN RESPONSE TO SECURITY THREATS ........... 405!
C.!UPDATING MOBILE APPLICATION MEDICAL 

DEVICES IN RESPONSE TO OPERATING SYSTEM 
CHANGES. .................................................................... 410!

D.!UPDATING SOFTWARE ON COMBINATION 
PRODUCTS ................................................................... 415!

IV. CONCLUSION .............................................................. 417!

  



!

 

2014]! [FDA!REGULATIONS!RENDERING!

MEDICAL!DEVICES!VULNERABLE]&
369!

I. INTRODUCTION 
 

Users of electronic equipment, such as personal computers, 
tablets, and smartphones, are undoubtedly aware of the continual need 
for software updates.  Updates to operating systems often spur the 
need for updates to other software running on the equipment.  In any 
event, frequent updating of virus scanning software is often seen as a 
necessity, particularly when a computer is networked, or connected to 
the Internet.  However, much of the software on medical devices is not 
updated nearly as frequently, if at all.  

In the United States, medical devices are regulated by the U.S. 
Food and Drug Administration (“FDA”).1  A manufacturer generally 
requires permission from the FDA before a medical device can legally 
be marketed to the public.2  FDA approval or clearance to market is 
limited to the specific model and version of the medical device, and 
any later modification must be evaluated for any potential FDA 
approval or clearance required before the modified device is 
marketed. 3   Generally, any changes affecting the safety or 
effectiveness of the medical device will require further FDA 
involvement.4  Even where a change has not altered the safety or 
effectiveness of the device, the manufacturer will have significant 
obligations to verify and validate the change, and potentially report to 
the FDA.5 
                                                                                                                                                

1  Overview of Device Regulation, U.S. FOOD & DRUG ADMIN., 
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/defau
lt.htm (last visited July 29, 2013).   

2 Such “permission” is obtained through the 510(k) clearance process or the 
premarket approval (PMA) process and is correctly referred to as clearance or 
approval.  See INST. OF MED., MEDICAL DEVICES AND THE PUBLIC’S HEALTH: THE 
FDA 510(K) CLEARANCE PROCESS AT 35 YEARS 208 (2011).  See infra text 
accompanying notes 73-74.  

3  The involvement of the FDA where a change affects the safety and 
effectiveness of a device varies widely depending on the process through which the 
device was originally approved or cleared for marketing and the nature of the 
change.  See U.S. FOOD & DRUG ADMIN., K97-1, DECIDING WHEN TO SUBMIT A 
510(K) FOR A CHANGE TO AN EXISTING DEVICE 3 (1997) available at 
http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/Gui
danceDocuments/ucm080243.pdf [hereinafter FDA 510(K) CHANGES]; PMA 
Supplements and Amendments, U.S. FOOD & DRUG ADMIN.,  
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/HowtoMarketY
ourDevice/PremarketSubmissions/PremarketApprovalPMA/ucm050467.htm (last 
updated Mar. 18, 2014) [hereinafter FDA PMA CHANGES]. 

4 See FDA PMA CHANGES, supra note 3; FDA 510(K) CHANGES, supra note 3. 
5 21 C.F.R. § 820.20 (2013) (describing FDA regulations implementing Quality 

Systems); 21 C.F.R. § 806.10(a)(1) (2013) (describing the obligation to report 
changes where the change is taken to reduce a risk to health); see infra text 

continued . . . 
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Medical devices are becoming increasingly technical and 
complex, with many containing software as a part of the final 
product.6  Devices can contain both proprietary software, as well as 
commercial off-the-shelf (“COTS”) software, such as the Windows 
operating system.  The software in medical devices, like all software, 
has the potential to contain errors that affect the functionality of the 
device and potentially expose the device to cybersecurity threats.7  
Furthermore, unlike in traditional engineering, a minute error in 
software coding can have a huge impact.8  When a manufacturer 
discovers a software vulnerability in its medical device, the 
manufacturer is not necessarily obligated to remedy the vulnerability.9  
Such vulnerabilities are primarily addressed through the issuance of 
software updates; however, a software update is considered a change 
in the medical device, and therefore must be evaluated to determine 
what obligations the manufacturer has under FDA regulations, 
including whether further FDA involvement is required.10  Some 
software engineers take the position that the need for software updates 
would be significantly reduced by an overhaul in the way that software 
is designed for medical devices.11  It is argued that the medical device 
industry should follow the well-known techniques for critical systems 
                                                                                                                                                
accompanying notes 94-110, 152-54.  

6 Kevin Fu, Trustworthy Medical Device Software, in INST. OF MED., PUBLIC 
HEALTH EFFECTIVENESS OF THE FDA 510(K) CLEARANCE PROCESS: MEASURING 
POSTMARKET PERFORMANCE AND OTHER SELECT TOPICS 97, 98 (Theresa Wizemann 
ed., 2011) (citing THOMAS H. FARIS, SAFE AND SOUND SOFTWARE: CREATING AN 
EFFICIENT AND EFFECTIVE QUALITY SYSTEM FOR SOFTWARE MEDICAL DEVICE 
ORGANIZATIONS 35 (2006)). 

7 See Axel Wirth, Cybercrimes Pose Growing Threat to Medical Devices, 45 
BIOMEDICAL INSTRUMENTATION & TECH. 26, 27 (2011); Fu, supra note 6, at 97 
(citing Quinn Stewart & Kevin Fu, A Second Look: Analysis of FDA Recalls of 
Software-Based Medical Devices (2010) (unpublished manuscript)) (“From 2002-
2010, software-based medical devices resulted in over 537 recalls affecting more 
than 1,527,311 devices.”); CTR. FOR DEVICES & RADIOLOGICAL HEALTH, CDRH 
PRELIMINARY INTERNAL EVALUATIONS – VOLUME I: 510(K) WORKING GROUP 
PRELIMINARY REPORT AND RECOMMENDATIONS 80 (Aug. 2010), available at 
http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProducts
andTobacco/CDRH/CDRHReports/UCM220784.pdf (stating software played a role 
in approximately 18% of the recalls for 510(k) cleared devices between 2005 and 
2009). 

8 Fu, supra note 6, at 98 (stating that not only can small coding errors have a 
huge impact but so can small human errors using the system).  

9 Where the vulnerability results in the device posing serious adverse health 
risks or death, the manufacturer’s ability to choose whether or not to remedy the 
problem is limited by the FDA’s ability to issue a mandatory device recall, see 21 
C.F.R. § 810.13 (2013). 

10 See supra text accompanying notes 3-5. 
11 Fu, supra note 6, at 103-06. 
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in the avionics industry where the adoption of more secure technology 
has been successful.12  Regardless of whether such an overhaul is the 
most favorable approach, or is even feasible, software updates will 
likely be required to address software vulnerabilities of medical 
devices that are currently marketed.  In any event, if medical device 
software is eventually redesigned, at least some of the overhauled 
software will come to market through the FDA’s process for 
approving or clearing changes to medical devices. 

For over two decades, the FDA has recognized that the use of 
software in medical devices adds a point of vulnerability.13  The FDA 
has therefore taken steps through regulations to mitigate such 
vulnerabilities.14  However, due to the complexity and perceived effort 
required to get updates approved, as well as the risk of an updated 
device being unmarketable, the FDA's complex regulations 
disincentivize manufacturers from issuing software updates. 15  
Moreover, the FDA has recognized that while revisions to software are 
important, these revisions are a major source of software related 
device problems, and therefore careful control of software revisions is 
required.16  
                                                                                                                                                

12 Fu, supra note 6, at 103-06.  The author’s suggestions draw from software 
engineering for critical systems and include: adopting modern software engineering 
techniques to reduce or eliminate common sources of software errors, specify 
meaningful requirements such as adding functionality in a dosing device to stop 
administering drugs once the patient’s prescription has been exceeded, apply a 
systems engineering approach including testing the software in the system 
environment in which it will be integrated and not as an isolated component, 
mitigate risks due to human factors, and mitigate low-probability high consequence 
risks brought on by medical professionals having too much confidence in device 
software.  See Fu, supra note 6, at 103-06. 

13  See Recalls, Corrections and Removals (Devices), U.S. FOOD & DRUG 
ADMIN., http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/ 
PostmarketRequirements/RecallsCorrectionsAndRemovals/ (last visited Mar. 29, 
2014) [hereinafter Recalls, Corrections and Removals (Devices)] (directing the 
reader to obtain a copy of “Evaluation of Software Related Recalls for Fiscal Years 
1983-91,” May 1992, by contacting dsmica@cdrh.fda.gov); DIV. OF COMPLIANCE 
PROGRAMS U.S. FOOD & DRUG ADMIN., EVALUATION OF SOFTWARE RELATED 
RECALLS FOR FISCAL YEARS 1983-91 2-4 (1992). 

14 See Recalls, Corrections and Removals (Devices), supra note 13 (discussing 
recalls as methods of “removing or correcting products that are in violation” of FDA 
laws which would mitigate vulnerabilities by protecting the public health). 

15 Beware of Malware on Medical Devices, HEALTH TECH. TRENDS (ECRI 
Instit.), Dec. 2012, at 1, available at https://www.ecri.org/EmailResources/Emerging 
_Technology_Brief/2013/Emerging_Tech_Brief_February_2013.pdf. 

16 U.S. FOOD & DRUG ADMIN., GUIDANCE FOR THE CONTENT OF PREMARKET 
SUBMISSIONS FOR SOFTWARE CONTAINED IN MEDICAL DEVICES 17 (2005), available 
at http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance 
/GuidanceDocuments/ucm089593.pdf (“[T]he majority of software-related device 

continued . . . 
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Although a cautious approach to updating medical device software 
is appropriate, care must be taken to ensure that manufacturers do not 
stop providing updates, particularly when problems involving the 
device are identified.  This article will focus on the following four 
areas where updates are needed to address software vulnerabilities in 
medical devices: (1) updating COTS software to prevent virus and 
malware infection; (2) updating medical device software to fix bugs 
and respond to security threats; (3) updating mobile medical 
applications in response to operating system or device hardware 
changes; and (4) updating software on combination products.  

A. Updating Commercial Off the Shelf Software to Prevent 
Malware Infection 

 
Given the frequency with which we update our computers and 

personal devices, it is difficult to imagine the performance of a 
medical device being continually impaired where there is an available, 
although not necessarily accessible, solution.  However, there are 
numerous instances where the functionality of medical devices have 
been negatively impacted by malware when commercially available 
security patches or anti-virus software were not installed or updated. 

The Office of Information Security for the Department of 
Veterans’ Affairs (“VA”) found 142 separate malware infections 
infecting 207 medical devices in a variety of departments in VA 
hospitals from 2009 to 2011.17  The most common result of malware 
was the inability to provide patient care due to computer outages; for 
example, in one extreme instance, patients had to be transported to a 
different hospital. 18   Similarly, medical devices routinely become 
infected with malware at Beth Israel Deaconess Medical Center in 
Boston.19  Most of the affected devices run on embedded Windows 
                                                                                                                                                
problems . . . happen to devices that are running software that has been revised since 
premarket review.”). 

17 Daniel B. Kramer et al., Security and Privacy Qualities of Medical Devices: 
An Analysis of FDA Postmarket Surveillance, 7 PLOS ONE 1, 4 (July 2012) (citing 
Lynette Sherrill, Personal Communication, Veterans’ Affairs Officer of Information 
Technology, Office of Information Security, Field Security Service, Health 
Information Security (Jan. 2012)), available at http://www.plosone.org/article/info% 
3Adoi%2F10.1371%2Fjournal.pone.0040200 (describing the departments affected 
to included: “radiation oncology, radiology, clinical lab, GI lab, ophthalmology 
imaging, cardiology imaging, pharmacy, sleep lab, cardiac catheterization lab, 
pulmonary, dental, audiology, dictation and neurology.”).                                                                                                                                                                                           

18 Id. 
19 Minutes of Meeting October 10, 11, and 12, 2012, INFO. SEC. & PRIVACY 

ADVISORY BD. 8 (Oct. 12, 2012), available at http://csrc.nist.gov/groups/SMA/ispab/ 
documents/minutes/2012-10/ispab_meeting-minutes_october-2012.pdf (Mark Olsen, 

continued . . . 
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operating systems, for which the manufacturers say that the users 
cannot patch or install virus software due to the devices being 510(k) 
cleared.20  As a result, malware accumulates on the unsecured devices 
in under twelve days, compared to the over 300 days it takes for other 
systems in the Medical Center running anti-virus software and security 
patches.21  The specific effects of malware are device dependent; for 
instance, when devices used to monitor high-risk pregnancy were 
compromised, the devices still displayed data in real time during use 
but failed to record the data. 22   A further example of malware 
protection being negatively affected by FDA regulations perceived to 
be overly complicated was the infection of 300 critical medical 
devices from a single manufacturer at medical centers across the 
United States and the globe with the Conficker Virus. 23   The 
discoverers of the infections were told, by device manufacturers, that 
regulations required ninety-days’ notice before the device could be 
modified to remove the infections and vulnerabilities.24  This suggests 
that the manufacturer believed that updates to remove infections and 
remedy vulnerabilities required a new FDA clearance.25 

B. Updating Medical Device Software to Fix Bugs and Respond to 
Security Threats 

 
As the complexity of medical device software increases, so does 

the occurrence of vulnerabilities.26  One such vulnerability that has 
                                                                                                                                                
CISO of Beth Israel Deaconess Medical Center describing the malware issues faced 
by the 905 devices on the wired network and 2,000 wireless devices). 

20 Id. 
21 Id. 
22 Id.  
23  Network Threats and Policy Challenges: Hearing Before the Comm. on 

Energy and Commerce Subcomm. On Commc’ns, Tech. and the Internet, 6-7 (May 
1, 2009) (Testimony of Rodney Joffe, Senior Vice President and Senior 
Technologist Neustar, Inc.) http://democrats.energycommerce.house.gov/Press_111/ 
20090501/testimony_joffe.pdf. 

24 Id. 
25 A manufacturer is required to give the FDA 90 days notice before marketing a 

new or changed medical device that requires a new 510(k) clearance; see Federal 
Food, Drug, and Cosmetics Act § 510(k), 21 U.S.C. § 360(k) (2012) (“Each person 
who is required to register under this section and who proposes to begin the 
introduction or delivery for introduction into interstate commerce for commercial 
distribution of a device intended for human use shall, at least ninety days before 
making such introduction or delivery, report to the Secretary or person who is 
accredited under section 360m(a) . . . .”). 

26 See Shane S. Clark & Kevin Fu, Recent Results in Computer Security for 
Medical Devices, 2011 INT’L ICST CONFERENCE ON WIRELESS MOBILE COMMC’N 
AND HEALTHCARE (MOBIHEALTH), available at https://spqr.eecs.umich.edu 

continued . . . 
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gained recent attention is devices, particularly wireless devices, 
becoming cybersecurity targets. 27   It has been demonstrated that 
insulin pumps and pacemakers are vulnerable to hacking, wherein the 
function of the device may be manipulated to give the user a lethal 
shock or dose of insulin.28  In addition to direct hacking of medical 
devices, it has been posited that medical devices may also be 
vulnerable to malware infection, which have the potential to impact 
the operation of the device in ways similar to hacking.29  
 

C. Updating Mobile Medical Applications in Response to 
Operating System or Device Hardware Changes.  

 
Medical Devices are increasingly incorporating smartphones or 

tablets,30 commonly referred to as mobile medical applications or 
mobile medical apps.31  In its September 2013 Guidance, the FDA 
                                                                                                                                                
/papers/clark-mobihealth11.pdf.  

27 The cybersecurity of medical devices has been recognized by government 
agencies as a problem.  See U.S. DEP’T OF HOMELAND SEC., NAT. CYBERSECURITY 
& COMMC’NS INTEGRATION CTR., BULL., ATTACK SURFACE: HEALTHCARE AND 
PUBLIC HEALTH SECTOR (May 4, 2012), available at 
http://info.publicintelligence.net/NCCIC-MedicalDevices.pdf; Letter from Daniel J. 
Chenok, Chair, Info. Sec. and Privacy Advisory Bd., to Jeffrey Zients, Acting 
Director, US Office of Management and Budget (Mar. 30, 2012), available at 
http://csrc.nist.gov/groups/SMA/ispab/documents/correspondence/ispab_ltr_to_omb
_infosharg_cyberthreats.pdf. 

28 See C Li et al., Hijacking an Insulin Pump: Security Attacks and Defenses for 
a Diabetes Therapy System, Proceedings of the 13th ISSS International Conference 
on e-Health Networking, Applications, and Services, 150 (2011); Daniel Halperin et 
al., Pacemakers and Implantable Cardiac Defibrillators: Software Radio Attacks and 
Zero-Power Defenses, Proceedings of the 29th IEEE Symposium on Security and 
Privacy 1 (2008), available at http://www.secure-medicine.org/icd-study/icd-
study.pdf; David Talbot, Computer Viruses are “Rampant” on Medical Devices in 
Hospitals, TECH. REV. (Oct. 17, 2012), http://www.technologyreview.com/news 
/429616/computer-viruses-are-rampant-on-medical-devices-in-hospitals; Jeremy 
Kirk, Pacemaker hack can deliver deadly 830-volt jolt, COMPUTERWORLD (Oct. 17. 
2012), http://www.computerworld.com/s/article/9232477/Pacemaker_hack_can_ 
deliver_deadly_830_volt_jolt.  

29 Clark & Fu, supra note 26, at 4 (stating that one research group showed that a 
stuxnet worm was able to seek out a specific programming language while another 
group has successfully loaded custom software onto an AED, demonstrating the 
potential for a self-replicating work to infect an AED and spread to other AED’s). 

30 The use of mobile health applications has been exponentially increasing in 
recent years and are expected to continue to increase.  See Ralf-Gordon Jahns, 500m 
people will be using healthcare mobile applications in 2015, RESEARCH2GUIDANCE 
(Nov. 20, 2010), http://www.research2guidance.com/500m-people-will-be-using-
healthcare-mobile-applications-in-2015/. 

31 For the remainder of this article “mobile medical apps” refers to applications 
continued . . . 
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stated that it would regulate mobile medical apps that meet the 
definition of “device” in section 201(h) of the Federal, Food Drug and 
Cosmetic Act,32 and that are either intended to (1) “be used as an 
accessory to a regulated medical device;” or (2) “transform a mobile 
platform into a regulated medical device.”33  Mobile medical devices 
exist in different forms including: entirely as software on the mobile 
platform (such as Astra imaging software,34 Aycan mobile software,35 
and Prodigy diabetes management software36), or as software with 
accompanying hardware that attaches to or interacts with the mobile 
platform (such as the iExaminer37 to take images of the eye, Mobius 
ultra sound imaging system,38 AliveCor heart monitor,39 which uses a 
case for the iPhone as leads, iBGStar blood glucose monitor,40 which 

                                                                                                                                                
for which the FDA has regulatory jurisdiction.  The FDA issued finalized guidance 
in September 2013, outlining how it planned to exercise jurisdiction over certain 
subsets of mobile medical apps.  See U.S. FOOD & DRUG ADMIN., GUIDANCE FOR 
INDUSTRY AND FOOD AND DRUG ADMINISTRATION STAFF MOBILE MEDICAL 
APPLICATIONS, 7-8 (2013) available at http://www.fda.gov/downloads/. 
MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM263366.
pdf. 

32 Federal Food, Drug, and Cosmetics Act § 291(h), 21 U.S.C. § 321(h) (2012).  
33 U.S. FOOD & DRUG ADMIN., supra note 31, at 12-13 (the FDA indicated it 

would use enforcement discretion and not enforce requirements on mobile medical 
apps that meet the definition of a medical device but pose a low risk to the public).   

34 FDA Premarket Notification Database, ASTRA imaging system K111694, 
FDA (May 17, 2011), http://www.accessdata.fda.gov/cdrh_docs/pdf11/K111694.pdf 
(permitting viewing of medical images from iPhone or iPad). 

35 FDA Premarket Notification Database, Aycan mobile K122260, FDA (Jul. 23, 
2012), http://www.accessdata.fda.gov/cdrh_docs/pdf12/K122260.pdf (describing a 
mobile software program used to display medical images for diagnosis from CT and 
MRI modalities). 

36  FDA Premarket Notification Database, Prodigy Diabetes Management 
Software K103115, FDA (Oct. 14, 2010), http://www.accessdata.fda.gov 
/cdrh_docs/pdf10/K103115.pdf (describing data management tool for blood glucose 
monitoring data – can be used with or without the attachable iBStar glucose meter).  

37 FDA Premarket Notification Database, PanOptic iExaminer K121405, FDA 
(Dec. 11, 2012), http://www.accessdata.fda.gov/cdrh_docs/pdf12/K121405.pdf 
(describing device comprised of the adapter, the iPhone and the software 
application). 

38 FDA Premarket Notification Database, Mobius Ultrasound Imaging System 
K102153, FDA (Jul. 30, 2010), http://www.accessdata.fda.gov/cdrh_docs/ 
pdf10/K102153.pdf (describing how the device uses a peripheral attachment to 
convert the iPhone into an ultrasound). 

39 FDA Premarket Notification Database, AliveCor Heart Monitor for iPhone 
K122356, FDA (Oct. 18, 2012), http://www.accessdata.fda.gov/cdrh_docs 
/pdf12/K122356.pdf (describing how the device uses an iPhone case). 

40 FDA Premarket Notification Database, iBG Star Blood Glucose Monitor 
K103544, FDA (May 11, 2011), http://www.accessdata.fda.gov/cdrh_docs/pdf10/ 
K103548.pdf (describing how the blood glucose meter attaches to iPhone via apple 

continued . . . 
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connects to iPhone, and iHealth blood pressure monitor41).  Due to the 
platforms on which they operate (i.e., the tablet or smartphone), 
mobile medical apps face unique challenges as opposed to other 
medical devices containing software.  For traditional medical devices, 
manufacturers specify the operating system requirements and under 
FDA regulations users are prevented from upgrading or making 
changes to the software or hardware without the manufacturer’s 
approval.42  It is apparent that users, particularly medical professionals 
or those working for large medical centers, follow these requirements 
in order to comply with the FDA.43  Users of mobile platforms do not 
have as much flexibility as to what version of operating system their 
device is running.  Mobile platform operating systems are constantly 
being updated, and it is very easy for a user to mistakenly update the 
operating system to an unsupported version, with little ability to revert 
to the prior version.44  Additionally, users may download purchased 
                                                                                                                                                
30 pin connector). 

41 FDA Premarket Notification Database, iHealth BP3 Fully Automatic Arm 
Cuff Electronic Blood Pressure Dock K102939, FDA (Feb. 23, 2011), 
http://www.accessdata.fda.gov/cdrh_docs/pdf10/K102939.pdf (describing a blood 
pressure monitor that connects to an iPhone, iPod or iPad). 

42  This is necessary because according to FDA regulation, a premarket 
notification submission is required by a manufacturer when a device is being 
introduced into interstate commerce for commercial distribution that is intended for 
human use and is significantly changed or modified.  See 21 C.F.R. § 807.81(3) 
(2013) (“the device is one that the person currently has in commercial distribution or 
is reintroducing into commercial distribution, but that is about to be significantly 
changed or modified in design, components, method of manufacture, or intended 
use.  The following constitute significant changes or modifications that require a 
premarket notification: (i) A change or modification in the device that could 
significantly affect the safety or effectiveness of the device, e.g., a significant change 
or modification in design, material, chemical composition, energy source, or 
manufacturing process.”). 

43 Users appear to go to great lengths to downgrade systems to comply with 
manufacturer’s system requirements.  See Kevin Fu, Trustworthy Medical Device 
Software, 2011 MIT CSAIL SEMINAR Slide 40, available at 
http://web.eecs.umich.edu/~kevinfu/talks/Fu-med-MIT-2011.pdf (exhibiting a 
screenshot from an IT help form where a user commented “[b]efore you post it 
would be wise to ask why the computer needs to be downgraded.  I am setting up a 
medical imaging facility and I am trying to do the same thing as well.  The PACS 
system we are integrating with is only compatible with SP2.  I order 6 new Dell 
workstations and they came preloaded with SP3 . . . [y]ou stated ‘if you installed XP 
with integrated sp3, it is not possible to downgrade sp3 to sp2,’ is this true?  Do you 
have any supporting documentation as this would be very helpful so that I can 
provide Dell with a reason why I need to order downgraded XP discs.”). 

44 See Sanofi-aventis U.S. Inc., Comment to Mobile Medical Applications: Draft 
Guidance for Industry and Food and Drug Administration Staff, Comment ID FDA-
2011-D-0530, REGULATIONS.GOV (Oct. 19, 2011), http://www.regulations.gov 
/#!documentDetail;D=FDA-2011-D-0530-0062 (last visited Mar. 29, 2014) 

continued . . . 
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apps onto any model of a mobile platform that they own and many 
users routinely upgrade to the newest hardware model of the platform 
as it becomes available.45  Newer models generally have hardware 
changes such as different processors, cameras, display features, and 
physical sizes.46  Their differences will become increasingly important 
where the mobile medical app relies on the smartphone hardware such 
as the camera.   

For example, the mobile medical application AliveCor Heart 
Monitor for iPhone, is an electrocardiogram cleared for marketing by 
the 510(k) process.47  In 2013, the application was approved for use 
with iPhone 4 or 4s,48 and the manufacturer was working on having a 
comparable device for the iPhone 5 cleared by the FDA.49  It is likely 
that the manufacturer required this clearance because the device 
includes ECG leads that must connect to an iPhone case, and the 
iPhone 5 is a physically different size than the iPhone 4.50  So there 
were manufacturing differences required for the device to be 
compatible with the new platform model.  However, multiple 
reviewers indicated they were using the app with an iPad 51  (an 
                                                                                                                                                
(discussing the life cycle of the mobile platform and mobile applications and stating 
“[i]t is a characteristic of these evolving technologies that changes are developed and 
made available very rapidly.”). 

45 See generally id. 
46 See U.S. FOOD & DRUG ADMIN., supra note 31, at 6-7 (“Certain mobile 

medical apps may pose risks that are unique to the characteristics of the platform on 
which the mobile medical app is run.  For example, the interpretation of radiological 
images on a mobile device could be adversely affected by the smaller screen size, 
lower contrast ratio, and uncontrolled ambient light of the mobile platform.”). 

47 FDA Premarket Notification Database, supra note 39. 
48 Mark Wilson, This $200 iPhone Case Is An FDA-Approved EKG Machine, 

FASTCODESIGN.COM (Dec. 5, 2012, 7:45 AM), http://www.fastcodesign.com/ 
1671371/this-200-iphone-case-is-an-fda-approved-ekg-machine. 

49 Id. 
50  Ben Reid, iPhone 4 Compared With iPhone 5 Case, Shows Significant 

‘Thinness’ in Design, REDMONDPIE.COM (Sept. 3, 2011), http://www.redmondpie. 
com/iphone-4-compared-with-iphone-5-case-shows-significant-thinness-in-design-
photo/. 
51  OMMD, Works well with my iPad one!, METRICSCAT (Feb. 2, 2013), 
http://iphone.metricscat.com/aliveecg/is_short/long/page/2/ (reviewing AliveCor 
Heart Monitor App) (“To all of you iPhone 5 owners, I’m guessing it should be an 
easy upgrade for the company as this device already works with my iPad one!  It 
might be a matter of FDA approval as it is definitely not a technical matter.  With the 
iPad however it needed to be closer.  If you place the device and the back of your 
iPad and hold it you’ll get the same ECG rhythm you get on the iPhone.”); 
BigRed1010, Great App – But Requires Accompanying Hardware, METRICSCAT 
(Mar. 13, 2013), http://iphone.metricscat.com/aliveecg/is_short/long/page/2/ 
(reviewing AliveCor Heart Moniter App) (“This app requires hardware so please 
don’t rate unless you have both.  If you do, you do a disservice to both users and 

continued . . . 
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unapproved model) suggesting that app users are less likely to comply 
with regulatory requirements than users of traditional medical devices.  
Reports of similar unapproved use were also seen with the iBGStar 
Glucose monitor, which attached to the iPhone via the Apple 30 pin 
connector. 52  Users reported through reviews on the Apple App Store 
that they were using the device with an iPhone 5 (which does not have 
a 30 pin connector) by using an adaptor that converts the lightning port 
to a 30 pin connector.53   

D. Updating Software on Combination Products 
 

Another potential source of confusion is determining what 
regulations govern the updating of software where the software is part 
of a combination product.  Advances in technology have resulted in 
many combination products that are part device and part drugs, such as 
a pacemaker with drug effusing leads.54   Regulation of software 
updates for software on the combination product will particularly be 
complicated where the primary mode of operation of the product has 
been held to be a drug, and therefore the changes are being regulated 
not by the CDRH but by the CDER.55    

E. Outline of Article 
 

This Article is structured as follows: Part II provides necessary 
background on the FDA’s current regulatory scheme affecting 
                                                                                                                                                
programmers.  We purchased one for testing.  It works surprising well, and although 
it says it only works for the iPhone 4/4s, it’s because they designed the hardware into 
a 4/4s case.  We tested it using an iPad.  It works as long as you hold it close.  I’m 
sure it would work just fine for the iPhone 5, it just wouldn’t fit in it.  For the iPad, 
we ran the sister program Veterinary Alive ECG.”). 

52  Heywardjr, Please update the device with a lightning connector!, 
SENSORTOWER (Dec. 11, 2013), https://sensortower.com/ios/us/sanofi-aventis-us-
llc/app/ibgstar-r-diabetes-manager/506018173 (reviewing iBGStar Diabetes 
Manager App) (“I’m a bit surprised that this device is still using the oh-so-dated 30-
pin connector.”). 

53  Mafutha, Works great with iPod 5th, METRICSCAT (Mar. 26, 2013), 
http://iphone.metricscat.com/ibgstar-diabetes-manager/ (reviewing iBGStar Diabetes 
Manager App) (“Work[s] well with my iPod 1g but also works with my iPod 5g.  I 
use the lightning to 90-pin connector and it work[s] great.”). 

54 See Pacing Leads, MEDTRONIC (Sept. 10, 2010), http://www.medtronic.com/ 
for-healthcare-professionals/products-therapies/cardiac-rhythm/pacemakers/pacing-
leads/. 

55 Intercenter Agreement Between the Center for Drug Evaluation and Research 
and the Center for Devices and Radiological Health, U.S. FOOD & DRUG ADMIN. 
(May 12, 2010), http://www.fda.gov/CombinationProducts/Jurisdictional 
Information/ucm121177.htm. 



!

 

2014]! [FDA!REGULATIONS!RENDERING!

MEDICAL!DEVICES!VULNERABLE]&
379!

software medical devices, including requirements for approval and 
clearance, the need for further clearance, approval or other 
supplementary procedures in response to changes, continuing 
obligations of manufacturers to evaluate and make corrections to 
devices through the implementation of quality control systems, and the 
obligation to report certain changes to the FDA.  Additionally, this 
Part will also discuss the regulation of combination products 
containing software.  Part III provides examples of the above listed 
four types of medical device software updates, details how current 
FDA regulations apply to these situations to affect software updates, 
outlines points on which the FDA needs to clarify, and makes 
recommendations on how the FDA should fix the outlined problems.  
Part IV concludes. 

II. FDA REGULATIONS 
 

The Federal Food, Drug and Cosmetics Act56 gives the FDA 
the power to regulate items falling in the following four categories of 
products: drug, device, biological product, and combination product.57  
Regulation of these products is facilitated by the Center for Drug 
Evaluation and Research (“CDER”), the Center for Biologics 
Evaluation and Research (“CBER”), the Center for Devices and 
Radiological Health (“CDRH”), and the Office of Combination 
Products (“OCP”).58   

This article will focus on the FDA’s regulation of medical devices 
pertaining to software updates.  However, in recognition of the fact 
that the technology of medical devices is ever expanding, resulting in 
such devices increasingly falling under the category of combination 
products,59 the regulation of changes to combination products will also 
be discussed.60 

 

                                                                                                                                                
56 21 U.S.C. § 360bbb-2(a) (2012). 
57 Id. 
58 See Frequently Asked Questions About Combination Products, U.S. FOOD & 

DRUG ADMIN. (May 15, 2011), http://www.fda.gov/CombinationProducts/ 
AboutCombinationProducts/ucm101496.htm. 

59 21 C.F.R. § 3.2(e)(1) (2013) (defining a combination product as a “product 
comprised of two or more regulated components, i.e., drug/device, biologic/device, 
drug/biologic, or drug/device/biologic, that are physically, chemically, or otherwise 
combined or mixed and produced as a single entity.”). 

60 This discussion will focus on the regulation of changes to the software 
component of the combination device.   
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A. Medical Devices 
 

The FDA is empowered to regulate the use of medical devices 
pursuant to section 321(h) of the Federal Food, Drug, and Cosmetic 
Act.61  A medical device is defined as:  

[A]n instrument, apparatus, implement, machine, 
contrivance, implant, in vitro reagent, or other similar 
or related article, including any component, part, or 
accessory, which is––  
. . . (2) intended for use in the diagnosis of disease or 
other conditions, or in the cure, mitigation, treatment, 
or prevention of disease, . . . or 

(3) intended to affect the structure or function of the 
body.62 

Medical devices may be solely composed of software or contain 
one or more software components, parts or accessories, and the 
software contained in such a device is subject to FDA regulation.63  
For the purpose of this article, such software containing devices will 
be referred to as “software devices” and include firmware and other 
means for software-based control of medical devices, standalone 
software applications such as mobile applications, software intended 
for installation in general purpose computers, dedicated hardware or 
software medical devices, and accessories to medical devices when 
those assessors contain or are composed of software.64  Software 
devices are regulated in the same manner as other medical devices.65   

The FDA's regulatory scheme for medical devices involves: a risk 
stratified three tiered approach for the introduction of new medical 
products to the market as well as various post-market regulations 
including requirements to continually verify and validate the device 
and make changes when required. 66   This regulatory scheme is 
implemented by the CDRH.67   
Medical devices are required to be placed into one of three classes, 

                                                                                                                                                
61 21 U.S.C. § 321(h) (2012). 
62 Id. 
63  CTR. FOR DEVICES & RADIOLOGICAL HEALTH, GENERAL PRINCIPLES OF 

SOFTWARE VALIDATION; FINAL GUIDANCE FOR INDUSTRY & FDA STAFF 2 (2002), 
available at http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationand 
Guidance/GuidanceDocumnts/ucm085371.pdf. 

64 U.S. FOOD & DRUG ADMIN., supra note 16, at 2. 
65 CTR. FOR DEVICES & RADIOLOGICAL HEALTH, supra note 63, at 1. 
66 CTR. FOR DEVICES & RADIOLOGICAL HEALTH, supra note 7, at 21, 29. 
67 U.S. FOOD & DRUG ADMIN., supra note 1. 
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with the classification generally being determined on the risk 
associated with the device and the level of regulatory control needed 
to provide reasonable assurance of safety and effectiveness.68  General 
controls apply to all classes of devices and include: prohibitions on 
contamination, false or misleading labeling, and a device being unsafe 
when used in accordance with instructions; and mandates on 
registration, listing of products, label information, design and 
manufacture of products, reports of removals and corrections, and 
reporting of adverse medical events.69  Class I devices are devices for 
which general controls are sufficient to provide reasonable assurance 
of safety and effectiveness.70  Class II devices are devices for which 
general controls alone are insufficient and for which there is sufficient 
information to establish special controls to provide assurances of the 
safety and effectiveness of the device.71  Class III devices are devices 
for which general controls are insufficient and for which there is 
insufficient information to establish special controls to provide 
reasonable assurances of safety and effectiveness.72   
 

1. Medical Device Premarket Review 
 

In general, the classification of a device governs the type and 
extent of FDA review before the device enters the market (premarket 
review) with Class III devices being subject to the most intense 
scrutiny and Class I devices being exempted from review.  Class II 
devices primarily proceed through the premarket notification process 
(more commonly referred to as 510(k) clearance), although some 
Class II devices have been exempted from 510(k) review and proceed 
to market similar to Class I devices.73  Most Class III devices are 
subject to premarket approval (“PMA”), however 25 types of Class III 
devices are eligible for the 510(k) clearance.74 

                                                                                                                                                
68 CTR. FOR DEVICES & RADIOLOGICAL HEALTH, supra note 7, at 21. 
69 Id.; 21 U.S.C. §§ 351(a), (h), 352(a), (b), (f) (2012); 21 U.S.C. 501(a)(1), (h) 

(2012); 21 U.S.C. 502(a), (b), (f) (2012). 
70 21 U.S.C. §§ 360c(a)(1)(A) (2012); 513(a)(1)(A) (2012). 
71 Id. §§ 360c(a)(1)(B); 513(a)(1)(B). 
72 Id. §§ 360c(a)(1)(C); 513(a)(1)(C). 
73 The FDA Modernization Act of 1997, Pub. L. No. 105-115, 830 Stat. 44, gave 

the FDA the authority to directly exempt Class II devices; on Jan 21, 1998, the FDA 
published a list of Class II devices that no longer require premarket notification.  See 
Medical Devices; Exemptions from Premarket Notification; Class II Devices, 63 
Fed. Reg. 3142 (Jan. 21, 1998). 

74 CTR. FOR DEVICES & RADIOLOGICAL HEALTH, supra note 7, at 23; INST. OF 
MED., supra note 2. 
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The FDA’s May 2005 Guidance for Industry discusses the 
contents of premarket submissions and application for software 
devices and set out a number of common elements of such 
applications.75  Firstly, such submissions and applications generally 
require a description of the device design including an overview of 
device features controlled by software as well as information on the 
programming language, hardware platform, operating system and use 
of COTS software.76  Secondly, software device submissions and 
applications should include an analysis of potential device hazards 
including identification of foreseeable hazardous events, the potential 
severity of the events, how such events may be caused, and controlled, 
and possible corrective measures that have been taken.77  Finally, 
software device applications and submissions should also contain 
information demonstrating traceability, linking together design, 
implementation, testing and risk management.78  In any event, the 
exact types of documentation required depends on the type of 
clearance or approval being sought and an estimate of the injury that 
the device could permit or inflict.79 

a. Premarket Notification (510(k) Clearance) 
 

510(k) clearance was originally adopted in 1976 as a transitional 
tool to assist the coming into force of medical device regulations and 
the achievement of regulatory parity between pre and post-1976 
devices.80  510(k) clearance has since evolved into a permanent means 
for the premarket review of new devices.81   

510(k) clearance relies on the determination that the new device is 
substantially equivalent to a legally marketed device that does not 
require premarket approval.82  The clearance process begins with the 
sponsor of a new device submitting a notice to the FDA setting forth 
the device’s proposed intended use or indications for use, the device to 
which substantial equivalence is claimed, and evidence demonstrating 

                                                                                                                                                
75 U.S. FOOD & DRUG ADMIN., supra note 16, at 5.  
76 U.S. FOOD & DRUG ADMIN., supra note 16, at 11. 
77 U.S. FOOD & DRUG ADMIN., supra note 16, at 11. 
78 U.S. FOOD & DRUG ADMIN., supra note 16, at 8. 
79 U.S. FOOD & DRUG ADMIN., supra note 16, at 9. 
80 INST. OF MED., supra note 74, at 86-87. 
81 INST. OF MED., supra note 74, at 86-87. 
82 See Food and Drug Admin. Premarket Notification Procedures, 21 C.F.R. § 

807.92(a)(3) (2013) (a legally marketed device is a device that was legally marketed 
prior to May 28, 1976, for which a PMA is not required or a device which has been 
reclassified from Class III to Class II or I or a device which has been found to be 
substantially equivalent through the 510(k) process).   
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the equivalence. 83   A manufacturer is required to submit such 
premarket notice ninety days prior to beginning to market the device.84  
Clearance to market the device is obtained only when the submitter 
receives an order (letter) from the FDA which finds that the device to 
be substantially equivalent.85   

The term substantial equivalence was not defined in the original 
1976 medical device regulations, and, as a result, the term was used 
broadly to clear many novel devices as well as the computerization 
and technological advancement of many devices under the 510(k) 
clearance pathway.86  Substantial equivalence has since been defined 
in the Safe Medical Devices Act of 1990,87 which provided that a 
device is equivalent if, in comparison to a predicate, it has the same 
intended use and has: (1) the same technological characteristics as the 
predicate, or (2) different technological characteristics as the predicate 
and information submitted to the FDA does not raise new questions of 
safety and effectiveness and demonstrates that the device is at least as 
safe and effective as the legally marketed device.88 

b. Premarket Approval 
 

High-risk medical devices that pose a significant risk of illness or 
injury and that are not substantially equivalent to Class I or II devices, 
and thus not eligible for 510(k) clearance, may only be offered for sale 
in the United States if PMA has been obtained from the FDA.89  PMA 
is more complex than 510(k) clearance and requires valid scientific 
evidence including clinical data to support claims made about the 
device and prove that the device is safe and effective for its intended 

                                                                                                                                                
83 21 C.F.R. §§ 807.81-807.100 (2013) (describing the requirements for 510(k) 

submission).  
84 Federal Food, Drug, and Cosmetics Act § 510(k); 21 U.S.C. § 360(k) (2012) 

(“Each person who is required to register under this section and who proposes to 
begin the introduction or delivery for introduction into interstate commerce for 
commercial distribution of a device intended for human use shall, at least ninety 
days before making such introduction or delivery, report to the Secretary or person 
who is accredited under section 360m(a). . . ”). 

85 Id. § 513(i), 21 U.S.C. § 360c(i) (2012).   
86  INST. OF MED., PUBLIC HEALTH EFFECTIVENESS OF THE FDA 510(K) 

CLEARANCE PROCESS: BALANCING PATIENT SAFETY AND INNOVATION 22-28 (2010); 
INST. OF MED., supra note 2, at 208. 

87 Safe Medical Devices Act of 1990, Pub. L. No. 101-629 (codified as amended 
at 21 U.S.C. § 360(i) (2012)).   

88 21 U.S.C. § 360c(i)(1); see CTR. FOR DEVICES & RADIOLOGICAL HEALTH, 
supra note 7, at 27 (decision making tree for device substantially equivalence). 

89 21 U.S.C. § 360e (2012) (setting forth authority for premarket approval 
applications). 
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use.90  Specifically, the PMA application must include: full reports of 
all information known to or reasonably known to the applicant 
regarding investigations to assess the safety and effectiveness of the 
device; a full statement of the components and properties of the device 
and of the principles of its operation; a full description of the methods 
used in, and the facilities and controls used for its manufacture, 
processing, and packaging and installation; specimens of the labeling 
proposed to be used for the device; and any other information relevant 
to the PMA application that the FDA may require.91  Approval to 
market the device is only available after the FDA grants a PMA 
approval order.92  The FDA may impose post-approval requirements in 
a PMA approval order, including the obligation to make periodic 
reports of certain device changes.93   

2. Medical Device Post-Market Monitoring: Quality Systems, 
Changes Requiring Clearance or PMA Supplements, and 
Corrective Actions 

a. Quality Systems 
 

With the exception of some Class I medical devices,94 all medical 
device manufacturers are obligated to follow current good 
manufacturing practices (CGMP’s) and establish quality systems 
through which they can detect flaws, including quality and design 
problems.95  The current CGMP Rule became effective June 1, 1997, 
and does not prescribe specifically how a specific device must be 
produced; however, the regulations do set out a framework by which a 

                                                                                                                                                
90 Id. § 515(c), 21 U.S.C. § 360e(c). 
91 Id.; 21 C.F.R. § 814.20 (2013) (detailing the required content and format of a 

PMA).   
92 C.F.R. § 814.44(d).  
93 21 C.F.R. 814.39(e) (2013); 21 C.F.R. § 814.82(a) (conditioning FDA’s 

approval on the fulfillment of a broad list of postapproval requirements); 21 C.F.R. § 
814.84(b) (setting forth requirements for periodic reports). 

94 Medical Device Exemptions 510(k) and GMP Requirements, U.S. FOOD & 
DRUG ADMIN., http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpcd/315.cfm 
(last updated Mar. 31, 2014) (noting that Class I devices are exempted from the 
GMP requirement); Quality System (QS) Regulation/ Medical Device Good 
Manufacturing Practices, U.S. FOOD & DRUG ADMIN., 
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/PostmarketReq
uirements/QualitySystemsRegulations/default.htm (last updated Apr. 28, 2011) 
(“Exemption from GMP requirements does not exempt manufacturers of finished 
devices from keeping compliant files (21 C.F.R 820.198) or from general 
requirements concerning records (21 CFR 820.180)”). 

95 21 C.F.R. § 820 (2013) (implementing Quality Systems).  
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manufacturer can develop their own quality system.96  In enacting 
these regulations the FDA specifically recognized the need for the 
application of quality systems to the software components of medical 
devices, and extended the application of quality system requirements 
to the manufacturers of these components (where they are produced 
separately from the rest of the device) as well as to device 
manufacturers.97   

A major component of a quality system is the establishment of 
design controls and the implementation of procedures to detect, 
prevent, and correct quality problems.98  Manufacturers of Class II and 
Class III devices as well as listed Class I devices99 are subject to 
design control regulations and are thereby obligated to establish and 
maintain procedures to control the design of the device in order to 
ensure that specific design requirements are met.100  Some of the 
design controls that are particularly applicable to software devices 
require implementing procedures for design verification, design 
validation, and design changes, as well as maintaining a design history 
file where results of design validation are recorded. 101   Design 
verification requires “confirmation by examination and provision of 
objective evidence that specified requirements have been fulfilled.”102  
Software verification requires testing and other activities including 
code inspections to confirm that the software output meets its input 
requirements.103  Design validation requires manufacturers to ensure 
that devices conform to intended uses and user needs and includes 

                                                                                                                                                
96 21 C.F.R. § 820; Medical Devices; Current Good Manufacturing Practice 

(CGMP) Final Rule 61 Fed. Reg. 52,602, 52,603 (Oct. 7, 1996) (to be codified at 21 
C.F.R. pts. 808, 812 and 820) (“…the regulation provides the framework that all 
manufacturers must follow by requiring that manufacturers develop and follow 
procedures and fill in the details that are appropriate to a given device according to 
the current state-of-the-art manufacturing for that specific device.”). 

97 Medical Devices; Current Good Manufacturing Practice (CGMP) Final Rule 
61 Fed. Reg. at 52,606 (Quality must be built into medical devices through the use of 
quality systems, as the complexity of software results in testing of the finished 
device not always being adequate). 

98 21 C.F.R. §§ 820.100; 21 C.F.R. § 820.30; Medical Devices; Current Good 
Manufacturing Practice (CGMP) Final Rule, 61 Fed. Reg. at 52,607 (with respect to 
21 C.F.R. § 820.100 “This section requires manufacturers to establish procedures to 
identify quality problems and process the information received to detect and correct 
quality problems.”). 

99 Listed Class I devices include “devices automated with computer software”, 
therefore all devices containing computer software are subject to design controls.   

100 21 C.F.R. § 820.30(a). 
101 21 C.F.R. § 820.20(g), (i), (j).   
102 21 C.F.R. § 820.3(aa).  
103 U.S. FOOD & DRUG ADMIN., supra note 16, at 3. 
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software validation and risk analysis, where appropriate.104  In its May 
2005 Guidance to Industry, the FDA noted that software validation 
“involves checking for proper operation of the software in its actual or 
stimulated use environment, including integration into the final device 
where appropriate”, and further that such validation is dependent on 
software testing and verification throughout the software development 
process.105   

Manufacturers are also required to establish procedures for the 
identification, documentation, verification, validation, review, and 
approval of design changes before their implementation.106  The FDA 
noted in preamble to the CGMP Rule, that where changes are made to 
the device, the manufacturer is obliged to evaluate such changes to 
determine whether they are obliged to submit a 510(k) clearance or 
file a PMA supplement.107  The obligation to evaluate such changes 
applies regardless of the reason for the changes and therefore applies 
whether such changes are made preemptively, in response to current 
problems or to add additional features.108  Quality system regulations 
thus impose an obligation on manufacturers to verify and validate all 
software changes before they are implemented regardless of how 
minor the change.109  The extent of the change would likely only 
impact the extent of verification necessary, for instance the FDA has 
suggested that most software changes for the purposes of addressing 
malware cybersecurity vulnerabilities wouldn’t require clinical 
validation.110  It is of note that quality systems are an internal process 
and do not require any FDA involvement.   

b. Changes Requiring FDA Involvement: 510(k) 
Clearance or PMA supplement 

 
When a manufacturer modifies a legally marketed device, the 

manufacturer must evaluate the change to determine if further 
                                                                                                                                                

104 21 C.F.R. § 820.3(z)(2); 21 C.F.R. § 820.30(g). 
105 U.S. FOOD & DRUG ADMIN., supra note 16, at 4. 

106 21 C.F.R. § 820.30(i). 
107 Medical Devices; Current Good Manufacturing Practice (CGMP) Final Rule; 

Quality System Regulation, 61 Fed. Reg. 52,621, 52,622 (Oct. 7, 1996) (to be 
codified at 21 C.F.R. pts. 808, 812, and 820).  

108 Id. 
109  OFFICE OF DEVICE EVALUATION, U.S. DEP’T OF HEALTH AND HUMAN 

SERVS., GUIDANCE FOR INDUSTRY CYBERSECURITY FOR NETWORKED MEDICAL 
DEVICES CONTAINING OFF-THE-SHELF (OTS) SOFTWARE 4 (2005), available at 
http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/Gui
danceDocuments/ucm077823.pdf (software changes addressing cybersecurity are 
design changes requiring validation) [hereinafter HHS]. 

110 Id. at 5.    
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approval or clearance is required.111  Generally a device that has 
already proceeded to market via 510(k) clearance or PMA will remain 
in the same clearance or approval pathway.  However, manufacturers 
of devices must be cognizant of whether the changes they have made 
are significant enough to effect the device classification and therefore 
change the required clearance or approval method.  For example, 
consider the situation where a manufacturer of a 510(k) cleared insulin 
pump makes a software modification to change the functionality of the 
device.  The manufacturer needs to consider whether the change 
requires a new 510(k) submission or alternatively whether the change 
is so significant that the device is no longer substantially equivalent to 
a predicate device and must proceed to market via a PMA.112   
 

i. New 510(k) Submission (Traditional and Special) 
 

When a 510(k) cleared medical device is modified there are four 
possible routes through which the changed device may proceed to 
market: (1) premarket approval; (2) traditional 510(k) clearance; (3) 
special 510(k) clearance; or (4) proceed directly to market with no 
approval required.113 

PMA is required where the change or modification results in the 
device no longer being substantially equivalent to a predicate device, 
such as described in the insulin monitor example above.114 

In order for a change in a legally marketed medical device to 
require a new 510(k) submission two criteria must be fulfilled.  First, 
the medical device must be one for which 510(k) clearance is required; 
meaning that the device is not exempt from clearance or requires 
premarket approval.115  Second, the medical device must either have a 
major change in its intended use or a change/modification that could 

                                                                                                                                                
111 Medical Devices; Current Good Manufacturing Practice (CGMP); Quality 

Systems Regulation, 61 Fed. Reg. 52,602, 52,621-22 (Oct. 7, 1996) (codified at 21 
C.F.R. §§ 808, 812, 820); 21 C.F.R. §§ 807.81(a)(3), 814.39.(a)-(b) (2013).  

112 In order to result in the device no longer being substantially equivalent to a 
predicate device, the software change would have to result in a significant change, 
such as if it resulted in the pump no longer being used to treat diabetes, but some 
other disease.   

113 See FDA 510(K) CHANGES, supra note 3, at 3-8.  
114 21 U.S.C. § 360c(i) (2012).   
115 21 C.F.R. § 807.20(a) (2013) (“Who must register and submit a device list”); 

FDA 510(K) CHANGES, supra note 3, at 15 (explaining even if a changed device is 
exempt from the requirement to submit a 510(k) still need to evaluate the change to 
ensure that it does not effect the device’s classification or exemption status).   
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significantly affect the safety or effectiveness of the device.116  Such 
changes may include modifications in design or components, 
including changes or modifications to the material, chemical 
composition, or energy source.117  The FDA has intimated that a 
change in software may raise new issues of safety and effectiveness 
where routine validation activities (implemented under the CGMPs) 
produce unexpected results or are otherwise inadequate in validating 
design changes requiring new 510(k) clearance.118  The FDA further 
indicates that a 510(k) submission may be required where a 
significantly different testing scheme is required to validate the 
changed design.119 

If the change in the medical device meets the two above listed 
criteria, 510(k) clearance is required and may proceed via two 
methods, traditional 510(k) clearance or special 510(k) clearance.120  
Traditional 510(k) clearance is the same as the clearance required for 
the original clearance of the device, as described above, and requires 
that the FDA find that the device is substantially equivalent to a 
legally marketed device.121  However, special 510(k) clearance is an 
abbreviated process that is only available for device modification 
where the modification does not affect the intended use or alter the 
fundamental scientific technology of the device.122  Special 510(k) 
clearance relies on the assurances of quality provided by quality 
systems regulations. 123   All that is required for special 510(k) 
clearance is that manufacturers comply with their quality system 
obligations and submit documentation related to the modification that 
prompted the submission.124  In its March 1998 Guidance, the FDA 
                                                                                                                                                

116 21 C.F.R. § 807.81(a)(3). See also FDA 510(K) CHANGES, supra note 3, at 15 
(a new 510(k) should be submitted where a change affects the indications for use 
such as “changing the length of a surgical scissor from 10 centimeters to 30 
centimeters so that the device could be used in laparoscopic procedures.”).  

117 See 21 C.F.R. § 807.81(a)(3)(i). 
118 See FDA 510(K) CHANGES, supra note 3, at 16.  
119 FDA 510(K) CHANGES, supra note 3, at 16. 

120 CTR. FOR DEVICES & RADIOLOGICAL HEALTH, THE NEW 510(K) PARADIGM: 
ALTERNATE APPROACHES TO DEMONSTRATING SUBSTANTIAL EQUIVALENCE IN 
PREMARKET NOTIFICATIONS (FINAL GUIDANCE) 2 (1998), available at: 
http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/Gui
danceDocuments/ucm080189.pdf. 

121 Id. 
122 Id. at 4. 
123 CTR. FOR DEVICES & RADIOLOGICAL HEALTH, supra note 120 (quality 

system regulations include design control, verification and validation requirements 
to reduce amount of information that a manufacturer is required to provide in the 
submission itself). 

124 U.S. FOOD & DRUG ADMIN., GUIDANCE FOR THE CONTENT OF PREMARKET 
SUBMISSIONS FOR SOFTWARE CONTAINED IN MEDICAL DEVICES 16 (2005), available 

continued . . . 
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indicated that it should be appropriate for software modifications to be 
reviewed through special 510(k) clearance.125 

What specific pathway a manufacturer should take when making a 
change to their legally marketed 510(k) medical device depends on the 
effect of the change.  Where the change does not affect the intended 
use or the safety and effectiveness of the device, the manufacturer 
does not need to make a 510(k) clearance submission, and must 
merely comply with its reporting obligations as well as quality system 
obligations of testing, validating and recording.126  Where there has 
been a change in the intended use of the device the manufacturer must 
obtain clearance through a traditional 510(k) submission before 
marketing the changed device.  Where the change may significantly 
affect the safety and effectiveness of the device but not the 
fundamental scientific technology the manufacturer may obtain 
clearance through a special 510(k) clearance, however, where the 
scientific technology of the device has been altered a 510(k) clearance 
is required.  

ii. PMA Approved Devices 
 

A modified PMA medical device may proceed to market through 
numerous routes including: various types of PMA supplements, thirty-
day notice, periodic report, 127  or a new PMA.  The appropriate 
pathway for approval depends upon the type of change being effected, 
with the most significant changes requiring a whole new PMA 
application, minor changes not requiring approval at all but merely to 
be reported to the FDA in a periodic report, and changes that fall in 
between requiring the submission of a PMA supplement.128   

A new PMA must only be obtained prior to the marketing of a 
changed medical device, where the modifications to the approved 
                                                                                                                                                
at http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationand 
Guidance/GuidanceDocuments/ucm089593.pdf. 

125 CTR. FOR DEVICES & RADIOLOGICAL HEALTH, supra note 120, at 7 (software 
modifications were included in a list of device modifications that would not result in 
changes in fundamental scientific technology and therefore would be appropriate for 
special 510(k) review). A change in software can further be distinguished from 
examples given by the FDA, supra as to where there would be a change in 
fundamental technology which included a change in a surgical instrument that uses a 
sharpened metal blade to one that cuts with a laser and incorporation of a sensing 
mechanism in a device to allow the device to function “on demand” rather than 
continuously. 

126 For quality system obligations see supra notes 94 - 126 and associated text; 
for reporting obligations see infra notes 152-155 and associated text.   

127 21 C.F.R. § 814.39 (2013). 
128 FDA PMA CHANGES, supra note 3.  
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PMA device result in a new device.129  A new device includes one that 
treats a different population of patients, has a different intended use, or 
has a different mode of operation and therefore the preclinical and 
clinical data submitted in the original application is not applicable to 
demonstrate the safety and effectiveness of the changed device.130  For 
device modifications affecting the safety and effectiveness131 of a 
medical device, a manufacturer is required to file a PMA supplement 
or thirty-day notice.132  There are four types of PMA supplements: (1) 
special PMA supplement; (2) panel-track supplement; (3) 180-day 
supplement and (4) real-time supplement.133  Both the special PMA 
supplement134 and the thirty-day notice requirement135 apply to select 
                                                                                                                                                

129 FDA PMA CHANGES, supra note 3.; U.S. FOOD & DRUG ADMIN., GUIDANCE 
TO INDUSTRY AND FDA STAFF MODIFICATIONS TO DEVICES SUBJECT TO PREMARKET 
APPROVAL (PMA) – THE PMA SUPPLEMENT DECISION-MAKING PROCESS 5 (2008), 
available at http://www.fda.gov/downloads/MedicalDevices/DeviceRegulation 
andGuidance/GuidanceDocuments/UCM089360.pdf. 

130 FDA PMA CHANGES, supra note 3 (providing that a new PMA application is 
required where “the design change causes a different intended use, mode of 
operation, and technological basis of operation.”). 

131 21 C.F.R. § 814.39(a) (providing examples of changes that will affect the 
safety and effectiveness of a device and trigger the need for a PMA supplement 
include: new indications for use of the device; changes in manufacturing facilities, 
methods, or quality control procedures; and changes in the performance or design 
specifications, circuits, components, ingredients, principles of operation or physical 
layout of the device). 

132 21 C.F.R. § 814.39(e)(1)(ii)(2). 
133 FDA regulations set out two specific types of PMA supplements: special 

PMA supplements and 30-day Notice/ 135 PMA supplement; the regulations also set 
out a general type of PMA supplement.  21 C.F.R. §§ 814.39(c), (d)(1), (f).  Three 
additional types of PMA supplements are defined in the Federal Food Drug and 
Cosmetics Act, Section 737(4), as codified, including the: panel-track supplement, 
180-day supplement, and real-time supplement.  21 U.S.C. §§ 379i(4)(B)-(D) 
(2012).   

134 A special PMA supplement may be filed where the changes have enhanced 
the safety of the device or the safety in the use of the device by improving the 
labeling of the device or adding new tests to the quality controls or manufacturing of 
the device.  See 21 C.F.R. § 814.39(d)(2).  The modified device may be marketed 
and subject to some limitations, prior to FDA’s approval of the supplement.  See 21 
C.F.R. § 814.39(d)(1). 

135 21 C.F.R. § 814.39(f) (providing that the thirty-day notice and 135 PMA 
supplement may only be used where change have been made in the device’s 
manufacturing process, as the procedure permits the manufacturer to make 
manufacturing changes thirty days after giving notice to the FDA); U.S. FOOD & 
DRUG ADMIN., GUIDANCE FOR INDUSTRY AND FDA STAFF: 30-DAY NOTICES, 135-
DAY PREMARKET APPROVAL (PMA) SUPPLEMENTS AND 75-DAY HUMANITARIAN 
DEVICE EXEMPTION (HDE) SUPPLEMENTS FOR MANUFACTURING METHOD OR 
PROCESS CHANGES 7 (2011), available at http://www.fda.gov/downloads/ 
MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM080194.
pdf (providing that if the FDA determines that thirty-day notice is inadequate, it will 

continued . . . 
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sets of device changes, while FDA regulations set out a less rigorous 
procedure than those applicable to the other three types of PMA 
supplements and they will probably not be applicable to software 
changes.136  Panel-track supplements, 180-day supplements, and real-
time supplements require in-depth review and approval by the FDA 
prior to the change being implemented and marketed.  This process 
may involve a full PMA review, including a review by an outside 
panel where changes raise new types of safety and effectiveness 
questions or where there are no accepted methods to evaluate the 
safety and effectiveness of the changed device.137   

Panel-track PMA supplements should be filed where there is a 
significant change in design or performance of the device or a change 
in the indication for use of the device that requires substantial new 
clinical data.138  There is a potential that some software may result in a 
device able to be used in a different surgical procedure or 
physiological location and trigger the need for a panel-track PMA 
supplement.139  However, it is important to recognize that it wouldn’t 
necessarily be the software changes alone that trigger the need for a 
panel-track supplement, but be the changes in indication for use that 
engages a need for review regardless of whether or not the device 
software was modified.  Furthermore, there is a potential for changes 
in both the software and hardware such as those required to make 
wireless devise safer may engage a panel-track PMA supplement.  

A 180-day PMA supplement should be filed where the change 
                                                                                                                                                
notify the manufacturer that a 135 day PMA supplement will be required); FDA, 
Modifications to Devices Subject to Premarket Approval (PMA) – The PMA 
Supplement Decision, http://www.fda.gov/medicaldevices/deviceregulationand 
guidance/guidancedocuments/ucm089274.htm (last visited Mar. 29, 2014) 
(providing that manufacturers should note that even if they fall under a thirty-day 
notice procedure quality systems regulations require assessment of design changes 
including risk analysis, verification and validation, and the notice alone will not 
fulfill all manufacturer obligations).  

136 21 C.F.R. §§ 814.39(a), (d), (f).   
137  21 C.F.R. § 814.39(c) (“All procedures and actions that apply to an 

application under § 814.20 also apply to PMA supplements except that the 
information required in a supplement is limited to that needed to support the 
change.”); FDA PMA CHANGES, supra note 3.  

138 21 U.S.C. § 379i(4)(B); U.S. FOOD & DRUG ADMIN., supra note 129, at 7-8 
(providing that panel-track PMA supplements are most appropriate for where new 
clinical data is required to assure safety and effectiveness of the device where there 
have been changes in indication for use including changes in the: intended patient 
population, disease state, or changes in the device use such as duration of use, 
anatomical site or surgical procedure). 

139 U.S. FOOD & DRUG ADMIN., supra note 129, at 7-8 (listing examples of such 
changes may include changes that result in a smaller or larger emission of energy-
current or laser). 
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does not fall under the definition of a panel track supplement and there 
has been a significant change in software.140  Less clinical data is 
required for changes falling under the 180-day supplement as 
compared to a panel-track supplement; the 180-day supplement only 
requires new preclinical testing or preclinical testing and limited 
confirmatory clinical data.141  Software changes may thus proceed to 
market via this pathway, and FDA Guidance provides two examples of 
hardware and software change in devices to which a 180-day PMA 
supplements were appropriate.142  

A real-time PMA supplement is appropriate for a minor change to 
a device’s design or software, and requires that the applicant request 
and the agency grant a meeting for joint review and determination of 
the statute of the supplement. 143   Applicable changes should be 
reviewed by a single reviewer with expertise in one scientific area, and 
there should be a FDA accepted test method, recognized standard or 
guidance document applicable to the review.144  Although the FDA 
does not further elucidate what types of software modifications it 

                                                                                                                                                
140 21 U.S.C. § 379i(4)(C) (2012) (“[A] significant change in components, 

materials, design, specification, software, color additives or labeling.”).   
141 U.S. FOOD & DRUG ADMIN., supra note 129, at 11-12. 
142 U.S. FOOD & DRUG ADMIN., supra note 129, at 13.  In the first example the 

manufacturer modified the device’s computer motherboard, operating system and 
software for the user interface screens.  U.S. FOOD & DRUG ADMIN., supra note 129, 
at 13.  The manufacturer and conducted bench testing (including software and 
functional testing) to demonstrate that the modified device met the original device’s 
specifications.  U.S. FOOD & DRUG ADMIN., supra note 129, at 13.  The FDA agreed 
that clinical data was not needed to evaluate the performance of the modified device 
because the treatment parameters and algorithm remained the same.  U.S. FOOD & 
DRUG ADMIN., supra note 129, at 13.  In the second example, a manufacturer 
changed the type of battery and the LCD display used in a device requiring changed 
to the circuit board and software in the device.  U.S. FOOD & DRUG ADMIN., supra 
note 129, at 13.  Preclinical testing including electric safety, battery life, software 
and functionality was required because the changes impacted the electrical 
characteristics of the device.  U.S. FOOD & DRUG ADMIN., supra note 129, at 13.  
Preclinical testing demonstrated that the modified device operated within the original 
device’s specifications and the FDA did not require clinical data, and determined 
that the submission of a 180-day supplement was appropriate.  U.S. FOOD & DRUG 
ADMIN., supra note 129, at 13. 

143 U.S.C. § 379i(4)(D)(2012); U.S. FOOD & DRUG ADMIN., GUIDANCE FOR 
INDUSTRY AND FDA STAFF: REAL-TIME PREMARKET APPROVAL APPLICATION 
(PMA) SUPPLEMENTS 3-4 (2006), available at http://www.fda.gov/downloads/ 
MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/ucm089612.p
df (providing that real-time PMA supplements are “appropriate for a minor change 
that can be expected within a product line, which includes changes to . . . software, 
instructions for use, warnings, or precautions or other labeling that does not affect 
the indications or contraindications”). 

144 U.S. FOOD & DRUG ADMIN., supra note 129, at 24.  
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would deem to be minor and thus appropriate for a real-time PMA 
supplement, it is likely that many software patches that affect the 
safety and effectiveness of a device and therefore cannot be approved 
through a periodic report may proceed through the real-time pathway.   

Where the change in the device does not affect the safety or 
effectiveness of the device, the manufacturer’s obligations are less 
onerous and the FDA may allow the change to be reported in a 
periodic report or a thirty-day supplement.145  Devices approved via 
PMA are subject to periodic reports imposed by the PMA approval 
order.146  Periodic reports must identify changes for which a PMA 
supplement is not required.147  Where a device change is only required 
to be noted in a periodic report to the FDA, the manufacturer is 
permitted to market the changed device prior to its being reported to 
the FDA.148  Although the FDA typically requires that changes not 
affecting safety and effectiveness to be reported in a periodic report, 
the FDA may provide in the PMA approval order that such changes 
must be reported in a thirty-day supplement. 149   The FDA 
acknowledged in its 2005 Guidance document that, if a software patch 
did not have an adverse effect on the safety and effectiveness of the 
medical device, it would only need to be reported in a periodic 
report.150  It is thus possible for many software changes to proceed 
through this reporting method; however, manufacturers must be 
careful to ensure that they correctly assess that the change does not 
                                                                                                                                                

145 U.S. FOOD & DRUG ADMIN., supra note 129, at 3-4; 21 C.F.R. § 814.39(a), 
(b).  

146 21 C.F.R. §§ 814.82(a), 814.84(b); U.S. FOOD & DRUG ADMIN., GUIDANCE 
FOR INDUSTRY AND FOOD AND DRUG ADMINISTRATION STAFF: ANNUAL REPORTS 
FOR APPROVED PREMARKET APPROVAL APPLICATIONS (PMA) 2 (2014), available at 
http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/Gui
danceDocuments/ucm089398.pdf (providing that PMA approval orders commonly 
require that a report be submitted one year from the date of approval and annually 
thereafter; however, the FDA may require more frequent periodic reports). 

147 21 C.F.R. §§ 814.39(a), (b); U.S. FOOD & DRUG ADMIN., supra note 146, at 
3.   

148 21 C.F.R. § 814.39(e)(2). 
149 21 C.F.R. § 814.39(e)(1)(ii); 21 C.F.R. § 814.39(e)(2) (providing that if the 

change is required to be reported in a thirty-day supplement, the change may be 
made thirty days after the FDA files the supplement unless FDA informs the 
manufacturer otherwise during the thirty-day period); FDA PMA CHANGES, supra 
note 3 (“FDA may allow certain changes to be reported in an annual report or 30-day 
supplement an [sic] instead of a PMA supplement submission.  (If this method is 
utilized, FDA will typically request that the information be reported in the annual 
report and not as a 30-day supplement.”); U.S. FOOD & DRUG ADMIN., supra note 
129, at 3 (providing that FDA notes that they have not identified cases for which the 
thirty-day supplement provision can be effectively applied).  

150 U.S. FOOD & DRUG ADMIN., supra note 16, at 5.  
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have an effect on safety and effectiveness.    
Trivial changes do not have to be reported to the FDA at all.151  It 

is unlikely that any software changes would ever amount to trivial and 
therefore the minimum obligation would likely be to report a software 
change in an annual report or thirty-day supplement.   

c. Obligation to Report Corrections 
 

Where a change is made to a legally marketed medical device, a 
manufacturer must assess its obligation to report the change pursuant 
to FDA regulations in addition to any quality control, approval (PMA 
supplement or notice), or clearance requirement.152  A manufacturer 
must report to the FDA any corrective change in a device, if the 
correction was taken to reduce a “risk to health” posed by the 
device.153  The reporting obligation is applicable to all types and 
classifications of devices and applies regardless of whether the 
correction was needed due to user error.154  A change in software may 
thus require reporting where it is taken to reduce a risk to health.  The 
FDA has indicated that cybersecurity patches would not require 
reporting where they are addressing a cybersecurity vulnerability and 
not a risk to health.155   

B. Combination Products 
 

Combination products are therapeutic and diagnostic products that 
combine drugs,156 biological products,157 and/or medical devices.158 
Any software containing combination product will be part medical 
device, therefore the potential blending options for software 
containing combination products include: drug/ medical device; 
biologic/medical device; or drug/biologic/medical device.  

A combination product involves component parts that would 
normally be regulated by at least two different FDA Centers each of 

                                                                                                                                                
151 FDA PMA CHANGES, supra note 3 (“Trivial changes, such as changes in the 

color of a label would not have to be included in the postapproval periodic report.”). 
152 See 21 C.F.R. § 806.10 (2013).    
153 21 U.S.C. §§ 360i(g) (2012); 21 C.F.R. § 806.10. 
154 Recalls, Corrections and Removals (Devices), U.S. FOOD & DRUG ADMIN.,  

http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/PostmarketReq
uirements/RecallsCorrectionsAndRemovals/ (last updated Nov. 16, 2010). 

155HHS, supra note 109, at 5.  
156 See 21 U.S.C. § 353(g)(1) (2012).  
157 See id. 
158 21 U.S.C. § 321(h) (2012) (providing statutory definition of device); 21 

C.F.R. § 3.2(e)(1) (2013) (providing statutory definition of combination product). 
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which follow distinct sets of regulations; in certain circumstances 
compliance with both centers regulations is not possible.159  The OCP 
was created to address Center conflicts and provide a source of 
guidance for the regulation of combination products. 160   All 
combination products first go through the OCP, which designates a 
center to address the premarket submission based on the “primary 
mode of action” of the item.161  In most instances, regulation of the 
entire combination product is performed by one marketing application 
or submission, however, consultation between centers is permitted and 
in appropriate cases, the OCP may require separate applications to 
multiple centers.162  

Each FDA Center regulates changes to a legally marketable item in 
different ways. As described in detail above, the CDRH imposes 
postmarket quality system regulations and also regulates device 
modifications in a manner that depends on the impact that the change 
has as well as whether the device was originally cleared via the 510(k) 
pathway or approved via a PMA.163  Since July 22, 2013, device 
quality system design controls apply to all combination products that 
include a device constituent part.164  As a result, no matter whether 
                                                                                                                                                

159  See supra text accompanying note 58.  With respect to submission 
requirements for changes, the drugs and biologics regulations are similar, but they 
differ significantly from the device regulations, see infra text accompanying notes 
166-72. 

160 21 U.S.C. § 353(g)(1).  The Office of Combination Products was created by 
the Medical Device User Fee and Modernization Act of 2002, Pub. L. No. 107-250, 
§ 204, 116 Stat. 1588, 1611 (2002) (codified at 21 U.S.C. § 353(g)). 

161 21 C.F.R. §§ 3.2(m), 3.4(a), (b); see also Definition of Primary Mode of 
Action of a Combination Product, 70 Fed. Reg. 49,848, 49,850 (Aug. 25, 2005) 
(codified at 21 C.F.R. pt. 3) (providing that where a combination product has two 
independent modes of action, or the most important therapeutic action cannot be 
determined, the FDA has produced an algorithm to determine the center assignment.  
The algorithm directs a center assignment based on consistency with other 
combination products raising similar types of safety and effectiveness questions, or 
to the center with the most expertise to evaluate the most significant questions raised 
by the combination product.).  See also Intercenter Agreement Between the Center 
for Drug Evaluation and Research and the Center for Devices and Radiological 
Health, U.S. FOOD & DRUG ADMIN. (April 4, 2013), http://www.fda.gov/ 
CombinationProducts/JurisdictionalInformation/ucm121177.htm (granting certain 
combination products to one center for market approval, with interagency 
consultation being required in specified circumstances). 

162 See 21 U.S.C. § 353(g)(2); 21 C.F.R. § 3.4(c); U.S. FOOD & DRUG ADMIN., 
DRAFT GUIDANCE FOR INDUSTRY AND FDA STAFF: SUBMISSIONS FOR 
POSTAPPROVAL MODIFICATIONS TO A COMBINATION PRODUCT APPROVED UNDER A 
BLA, NDA, OR PMA 2 (2013), available at http://www.fda.gov/downloads/ 
RegulatoryInformation/Guidances/UCM336230.pdf. 

163 See supra notes 114, 118-19, 123-25, 129-54 and accompanying texts.   
164  Current Good Manufacturing Practice Requirements for Combination 

continued . . . 
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CDER or CDRH is responsible for regulating changes made to a 
combination product (containing a drug and device component), the 
manufacturer will nevertheless be required to test, verify, and validate 
all changes made to the combination product’s components pursuant 
to the device design control regulation. 165   Therefore, software 
verification and validation will be required to be performed for all 
software changes regardless of what center is responsible for the 
specific combination product.   

When a change is made to a licensed drug, there are multiple 
routes through which the changed drug may proceed to the market 
depending on whether the changes have a substantial, moderate, or 
minimal potential to have “an adverse effect of the change on the 
identity, strength, quality, purity, or potency of the product as they 
may relate to the safety or effectiveness of the product.”166  Changes 
with a “substantial potential” to have an adverse effect are termed 
major changes and require submission and approval of a “Prior 
Approval Supplement.” 167   Moreover, changes with a “minimal 
potential” to have an adverse effect need only be reported in an annual 
report to the FDA.168  There are two types of supplements that may be 
filed for changes with a “moderate potential” to have an adverse 
effect. The two types of supplements for moderate changes include: 
“Supplement–Changes Being Effected in 30 Days” wherein the drug 
product can be distributed thirty days after the FDA receives the 
supplement, unless the applicant is informed otherwise within the 
thirty days,169 and “Supplement–Changes Being Effected” for changes 
specifically identified by the FDA.170  Although drugs with moderate 
changes may be distributed prior to review (after thirty days or right 
away depending on the supplement type), the FDA may order the 
manufacturer to cease distribution if the FDA disapproves of the 
                                                                                                                                                
Products Final Rule, 78 Fed. Reg. 4,307, 4,322 (Jan. 22, 2013) (to be codified at 21 
C.F.R. pt. 4(a),(b)) (providing that design controls of the device quality system 
regulations apply to all combination products that include a device constituent part 
regardless of whether the manufacturer chooses to comply with the drug or device 
cGMPs). 

165 Id. at 4,315 (providing that all components of the combination product and 
not just the device component are subject to the device design controls in 21 C.F.R. 
§ 820.30). 

166 21 C.F.R. § 601.12 (2013); see U.S. FOOD & DRUG ADMIN., GUIDANCE FOR 
INDUSTRY: CHANGES TO AN APPROVED APPLICATION: BIOLOGICAL PRODUCTS 
(1997), available at http://www.fda.gov/downloads/BiologicsBloodVaccines/ 
GuidanceComplianceRegulatoryInformation/Guidances/Blood/UCM170166.pdf. 

167 21 C.F.R. § 314.70(b) (2013). 
168 21 C.F.R. § 314.70(d). 
169 21 C.F.R. §§ 314.70(c)(3), (5). 
170 21 C.F.R. § 314.70(c)(6). 
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change in a subsequent review.171   
The pathways through which a changed biologic may proceed to 

market are similar to drugs and depend on whether the change has a 
substantial, moderate, or minimal potential to “adversely affect the 
identity, strength, quality, purity, or potency of the drug as they may 
relate to the safety or effectiveness of the drug.”172  

It may be argued that a common sense approach would be for a 
modification to a combination product to be regulated based on the 
component of the combination product being modified.173  However, 
the industry custom is for the center that was originally assigned 
review responsibility for the premarket submission or approval to 
retain such review responsibility for changes and may consult with 
other centers.174  This approach is echoed in the OCP’s 2013 Draft 
                                                                                                                                                

171 21 C.F.R. § 314.70(c)(7). 
172 21 U.S.C. § 356(a) (2012); 21 C.F.R. §§ 314.70, 601.12(b)-(d) (providing 

that changes with a “substantial potential” to have an adverse effect require approval 
of a supplement prior to distribution of the changed product whereas changes 
resulting in a “moderate potential” of an adverse effect does not require approval, all 
that is required is for the applicant to submit a supplement thirty days prior to 
distributing the changed product.  Moreover, changes with a “minimal potential” to 
have an adverse effect need only be reported in an annual report to the FDA); see 
also FDA, GUIDANCE FOR INDUSTRY: CHANGES TO AN APPROVED NDA OR ANDA 3 
(2004), available at http://www.fda.gov/downloads/Drugs/Guidance 
ComplianceRegulatoryInformation/Guidances/ucm077097.pdf.   

173 Following this logic, a modification to a drug component would be regulated 
by the CDER, a modification to a biologic governed by CBER regulation and a 
modification to a device (including software) governed by the CDRH. 

174 The FDA has permitted software modification to a PMA approved device 
with a combination product component to proceed through the device regulatory 
framework requiring a PMA supplement, modification to the software of a device 
approved through a PMA application and a subsequent supplement added a drug 
coated lead resulting in a combination product.  See Premarket Approval (PMA) 
Database PMA Number P030054 S009, FDA, http://www.accessdata.fda.gov/ 
scripts/cdrh/cfdocs/cfpma/pma.cfm?id=17667 (last visited Mar. 29, 2014) (providing 
that original PMA approval order for “Dual Chamber Implantable Cardiovascular 
Defibrillator With Biventricular Pacing”); Premarket Approval (PMA) Database 
PMA Number P030054 S130, FDA, http://www.accessdata.fda.gov/scripts/ 
cdrh/cfdocs/cfpma/pma.cfm?id=17564 (last visited Mar. 29, 2014) (providing that 
supplement approved for the addition of a “drug eluding permanent left ventricular 
pacemaker electrode” resulted in product being classified as a combination product); 
Final Review Memorandum from the Food and Drug Admin Regarding PMA 
Number P030054 S130 (May 6, 2010), available at http://www.accessdata.fda. 
gov/cdrh_docs/pdf3/P030054S130M.pdf (providing drug being added to device to 
result in combination product was the same as that approved for a similar lead, and a 
condition of approval of the supplement was compliance with the same postapproval 
conditions as the other product.  “The agreement and condition of approval text was 
reviewed and found acceptable by CDER.”); Premarket Approval (PMA) Database 
PMA Number P030054 Supplement S223, FDA, http://www.accessdata.fda.gov 

continued . . . 
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Guidance, providing that changes to the combination product are 
required to be submitted to the center with original jurisdiction over 
the combination product, in the form of supplement, notice or report 
required by that center.175  The Draft Guidance proposes a process for 
determining what type of submission to make for a change to a 
combination product approved under a PMA, New Drug Application 
(NDA) or Biologics License Application (BLA) based on what part of 
the combination product is being modified and what type of 
supplement would be required if the changed component were a 
standing-alone device.176  For example, consider an insulin pump 
containing a novel insulin-like drug that was approved as a 
combination product through a NDA by the CDER, which contained 
software that was subsequently modified.  In order to determine what 
type of supplement would have to be changed for the software 
modification one needs to consider what type of supplement would 
need to be filed if the changed portion of the combination product (in 
this case the device) were a stand-alone device.  The Guidelines then 
provide a table in which one correlates the type of standing-alone 
supplement under device regulations with type of supplement would 
be required under the combinations approved center, CDER.  

                                                                                                                                                
/scripts/cdrh/cfdocs/cfpma/pma.cfm?id=10879 (last visited Mar. 29, 2014) 
(providing that approval of device software modification by 180 day PMA 
supplement).  

175 For example, a software modification to a drug-device combination product 
originally approved through a NDA by the CDRH would require a Prior Approval 
Supplement, or Annual Report complying the content requirements for changes to 
Drugs.  See U.S. FOOD & DRUG ADMIN., supra note 162, at 4.  

176 U.S. FOOD & DRUG ADMIN., supra note 162, at 4, 6 (providing that, first, 
identify the type of application used to obtain approval of the combination product 
(PMA, NDA, BLA).  Second, consider what part of the combination product has 
changed, and what type of approval would be required if the changed part were a 
stand-alone device (for example, a software change would involve a change to the 
device component and if the device were PMA approved the change might require 
either a PMA 180 day supplement, a PMA Real-Time Supplement or a thirty-day 
notice).  Third, if approval of the combination product was through the same Center 
as the changed part, submit the postapproval submission from the Second Step.  If 
the changed part is different than the original center (such as where a drug/device 
combination product was originally approved by the CDER, and a software change 
has been made), use the table provided in the Guidance to identify what type of 
submission should be made.  Guidance Table 1 pertains to changes made to the 
device component of a combination product where the original approval was made 
under a NDA or BLA, and will thus apply to software changes where the 
combination product was not originally approved under device regulations.  Table 1 
provides a correlation between the type of submission that would have been required 
under the device regulation if the changed part were a standalone device and what 
type of submission is required under the biologics or drug regulations).  
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III. EXAMPLES AND APPLICATION 

A. Updating Commercial Off the Counter Software to Prevent 
Malware Infection 

 
Many manufacturers of medical devices are reluctant to issue or 

permit the installation of security updates (including security patches 
and anti virus software) for COTS software running on their legally 
marketed medical devices.177   One of the reasons given for this 
reluctance is concern over whether such modifications impose 
obligations under FDA regulations.178  As discussed in Part II of this 
article, the specific obligations a manufacturer will face when 
modifying a legally marketable device depends primarily on the effect 
of the change as well as the method through which the device was 
originally cleared or approved for market.179  There are three potential 
sources of obligations a manufacturer faces for change: quality system 
obligations, 180  reporting obligations, 181  and clearance or approval 
obligations.182   

The most onerous source of obligations for manufacturers in 
response to adding COTS software security updates is design 
verification and validation requirements imposed under FDA’s quality 
system regulations.  Quality system regulations require that 
manufacturers establish and implement design controls wherein the 
manufacturer verifies, validates, and records any design changes.183  
Any software change, including the addition of COTS software 
security updates, will require the manufacturer to verify the code 
through code inspection, and testing of input and output, as well as to 
conduct risk analysis and validate the changed software in its actual or 

                                                                                                                                                
177 INFO. SEC. & PRIVACY ADVISORY BD., supra note 19, at 9 (“Mr. D’Souza 

indicated that GAO had talked with some manufacturers about the patching issue 
and manufacturers indicated they did not want to patch devices to jeopardize their 
certification.  Mr. D’Souza indicated that the general feedback was that the possible 
benefit of issuing a patch is far outweighed by the risk – the issue is one of 
liability.”). 

178 INFO. SEC. & PRIVACY ADVISORY BD., supra note 19, at 9; Network Threats 
and Policy Challenges: Hearing Before the Comm. on Energy and Commerce 
Subcomm. On Commc’ns, Tech. and the Internet, supra note 23. 

179 See supra Part II.A.2.b  
180 See supra Part II.A.2.a  
181 See supra Part II.A.2.c  
182 See supra Part II.A.2.b  
183 21 C.F.R. §§ 820.30, 820.100 (2013); Medical Devices; Current Good 

Manufacturing Practice (CGMP) Final Rule; Quality System Regulation, 61 Fed. 
Reg. 52,602, 52,607 (Oct. 7, 1996). 
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simulated use environment.184  There are valid reasons for requiring 
manufacturers to verify and validate that their devices will continue to 
operate as specified after security updates are added, as updates can 
cause problems themselves.  It is not uncommon for anti-virus 
software updates to cause problems; in 2010 numerous hospitals and 
universities were negatively affected by a malfunctioning McAfee 
anti-virus update that impaired their ability to provide care.185  The 
update resulted in the anti-virus software misclassifying a normal 
Windows file as a virus, causing any computers that had installed the 
update to enter into a continuous reboot cycle.186  If a security update 
like the defective McAfee update had been installed on a computer 
running a medical device without prior quality system controls over 
how the update would affect the device, the device could be rendered 
nonfunctional and potentially could have caused serious harm.   

FDA reporting obligations require that any corrective change taken 
to “reduce a risk to health” be reported to the FDA.187  In its 2005 
Guidance, the FDA indicates that patches designed to address 
cybersecurity vulnerability would not require such reporting as they 
are implemented to address cybersecurity vulnerability, not a risk to 
health.188  Therefore, there are no reporting obligations for updating 
virus scanning software or security patches.189   

A manufacturer’s obligation to re-submit for 510(k) clearance or 
file a PMA supplement largely depends on whether the modification 
may significantly affect the safety or effectiveness of the device.190  
Where there is an effect on the safety or effectiveness of the device, 
new 510(k) clearance or the filing of a PMA supplement is generally 

                                                                                                                                                
184 U.S. FOOD & DRUG ADMIN., supra note 16, at 4. 
185 Fu, supra note 6, at 99; Dave Tobin, University Hospital Computers Plagued 

by Anti-Virus Glitch, SYRACUSE.COM (Apr. 22, 2010, 8:07 AM), 
http://www.syracuse.com/news/index.ssf/2010/04/university_hospital_plagued_by.ht
ml (“The computer problem forced about a third of the hospitals in Rhode Island to 
postpone elective surgeries and stop treating patients without traumas in emergency 
rooms.”); Peter Svensson, McAfee Antivirus Program Goes Berserk, Freezes PCs, 
BLOOMBERG BUSINESSWEEK (April 21, 2010, 5:45 PM), http://www.businessweek. 
com/ap/tech/D9F7N3TO0.htm (“It’s not uncommon for antivirus programs to 
misidentify legitimate files as viruses.  Last month, antivirus software from 
Bitdefender locked up PCs running several different versions of Windows.”). 

186 Fu, supra note 6, at 99; Tobin, supra note 185; Svensson, supra note 185. 
187 21 U.S.C. § 360i(g); 21 C.F.R. § 806.10. 
188 U.S. FOOD & DRUG ADMIN., supra note 109, at 5.   
189 Although the manufacturer will have no reporting obligations under 21 

C.F.R. § 806, the manufacturer of a PMA approved device may nevertheless have an 
obligation to notify the change in an annual report.  See supra notes 144-52 and 
accompanying text.   

190 See supra notes 115-16, 131-32 and accompanying text.  
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required.191  A software update adding a security patch or anti-virus 
software will be unlikely to affect the safety and effectiveness of the 
device, it merely addresses cybersecurity vulnerability and permits the 
device to operate as originally intended.  As a result, a manufacturer 
will not have an obligation to obtain a new 510(k) clearance for 
updating a virus scan or security patch where the device was originally 
cleared through the 510(k) pathway.192  However, where the device 
was originally approved for market through PMA, the manufacturer 
must notify a change in a virus scanning software or security patch in 
the manufacturer’s periodic report, but need not file a PMA 
supplement.193   

Therefore, a manufacturer does not, in any circumstance, require 
permission from the FDA to update COTS software when adding or 
updating a software patch or anti-virus software.  However, prior to 
issuing an update, the manufacturer must comply with quality system 
design controls and verify and validate that the updates do not alter the 
proper functioning of the medical device.194  These design control 
requirements prevent the manufacturer from permitting users to install 
any update that becomes available from a COTS software retailer 
without the medical device manufacturer conducting additional 
testing.  Such testing will undoubtedly cost money and take time, 
resulting in device manufacturers not being able to be as responsive to 
security threats as producers of non-medical device software.    

Users have asked the FDA to clarify to manufacturers that they 
need not re-obtain 510(k) clearance for a device when they permit the 
addition of a COTS security update. 195   It would therefore be 
beneficial for the FDA to clarify the obligations stated above with 
respect to security patches and virus scanning software, and that the 
mere fact that a manufacturer is not required to re-obtain 510(k) 
clearance or file a PMA supplement is not the end of the 
manufacturer’s obligations.  Therefore, even if the FDA were to 
clarify the specific point requested by users, it would not necessarily 
result in more manufacturers permitting such software updates to be 
installed on their devices due to the fact that the manufacturers still 
have verification and validation requirements before approving and 
issuing such updates.   

                                                                                                                                                
191 See supra notes 115-16, 131-32 and accompanying text. 
192 See supra text accompanying notes 115-16.  
193 See supra text accompanying notes 130-31.  
194 21 C.F.R. § 820.30; Medical Devices; Current Good Manufacturing Practice 

(CGMP) Final Rule; Quality System Regulation, 61 Fed. Reg. 52,602, 52,607 (Oct. 
7, 1996). 

195 INFO. SEC. & PRIVACY ADVISORY BD., supra note 19, at 9. 
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A manufacturer’s obligations upon issuing a security update are 
separate from the question of whether a manufacturer must issue such 
updates.  The issue can be reduced to the question of whether 
manufacturers have an obligation to ensure that their devices are safe 
from malware and thus continue to run smoothly, and if manufacturers 
have such an obligation, what is the extent of this obligation.   

Manufacturers are responsible for ensuring that their medical 
device performs according to specifications.  However, other than the 
quality systems regulations requiring design controls and risk analysis, 
there are no explicit regulations requiring a device manufacturer take 
cybersecurity risks into effect when evaluating the design of its 
devices.  In its May 2005 Guidance, the FDA recommended that 
manufacturers take the environment in which the device would be 
working into account in its quality systems risk analysis.  This 
Guidance specifically states: 

Software applications designed to protect information 
systems, including Software Devices, from harmful or 
malicious code (“viruses,” “worms,” etc.) are becoming 
more commonplace as devices become increasingly 
interconnected and therefore exposed to the external 
information environment . . . We recommend that your 
software design should take into account both the 
capabilities and liabilities of the interfaces provided 
with your device, and in particular that your hazard 
analysis and mitigations encompass these issues. 196 

On its face this Guidance seems to require that manufacturers have 
some sort of obligation to take cybersecurity threats into account and 
to actively permit security patches and antivirus software to be 
updated to protect against such threats.  However, there are many 
reasons that support the 2005 Guidance not to be interpreted as 
imposing such obligations.  First, the Guidance is not binding and does 
not form any legal obligations.197  Second, FDA Deputy Director of 
the Division of Electrical and Software Engineering, Brian Fitzgerald, 
recently indicated in statements to the Information Security and 
Privacy Advisory Board that although “it is not FDA policy to prevent 
patching of devices . . . that it is important for knowledgeable 
customers in the security field to be involved in the procurement 
processes for medical devices.”198  This statement intimates that the 
FDA is taking a sort of buyer-beware attitude, where some of the onus 
                                                                                                                                                

196 U.S. FOOD & DRUG ADMIN., supra note 16, at 18.  
197 U.S. FOOD & DRUG ADMIN., supra note 16, at 1.  
198 INFO. SEC. & PRIVACY ADVISORY BD., supra note 19, at 9. 
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is on the purchaser to obtain products that meet its security needs.   
Third, a manufacturer may reasonably conclude after conducting a 

risk analysis, as part of their quality systems obligations, that the 
appropriate action to mitigate risk is that the device is run in a security 
environment behind a firewall.199  If a firewall was found to be a 
sufficient way to reduce risk, mandatory security updates would not be 
necessary.  Furthermore, if a manufacturer provides a functioning 
device with instructions that suggest customers use a firewall, security 
problems (i.e. malware infection) that arise in the device from the 
user’s subsequent networking, or from the device itself, cannot be 
attributed to the manufacturer.200  The sole fact that protecting all of 
their devices behind firewalls is expensive for medical centers does 
not preclude this as a viable option.  

Fourth, requiring manufacturers to use commercially available 
security patches and anti-virus software to protect their devices against 
malware may be problematic as it does not take into account that many 
devices run on customized operating systems for which there are no 
compatible commercially available updates. 201   Furthermore, the 
lifespan of medical devices is often longer than the lifespan of the 
COTS operating systems that they are based on. 202   Even if 
commercially available patches would function with a particular 
device, it is likely that during the lifespan of these devices security 
patches will stop updating for the devices’ operating system.203  Using 
an operating system for which updated patches are not available would 
cause a huge risk because any security vulnerabilities in the system 
may become widely known by people with nefarious intent and 
exploited. 

While the imposition of a duty on device manufacturers to protect 
their devices from cybersecurity threats by mandating the use of 
commercially available security patches and anti-virus software 
                                                                                                                                                

199 INFO. SEC. & PRIVACY ADVISORY BD., supra note 19, at 8. 
200 In order for a manufacturer to rely on this argument, the manufacturer may 

have to notify the users of what sort of security protections (firewalls) they should 
take to keep their devices safe.   

201 Wirth, supra note 7, at 28 (“Driven by cost and design restrictions, available 
memory space is often limited.  This has led many manufacturers to use customized 
or scaled-back versions of standard operating systems.  From a design perspective 
this is a perfectly reasonable approach; however, as a result, it becomes difficult to 
apply software patches or to utilize common security software solutions”). 

202 Wirth, supra note 7, at 27; INFO. SEC. & PRIVACY ADVISORY BD., supra note 
19, at 8. 

203 INFO. SEC. & PRIVACY ADVISORY BD., supra note 19, at 8; FAQs for End of 
Windows XP Support, MICROSOFT, http://www.microsoft.com/en-us/windows/ 
endofsupport.aspx (last visited Mar. 29, 2014) (stating that support for Windows XP 
will end on April 8, 2014). 
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sounds overwhelming, such a burden would be magnified by a 
mandate that required device manufacturers to take additional actions 
to protect their systems against cybersecurity vulnerabilities where 
there are no commercially available solutions.  It is important to 
consider what actions the manufacturers should be required to take to 
protect their devices if no commercially available solutions exist.  One 
option is that the manufacturers would have to obtain or create the 
equivalent of commercially available patches.  Another option is to 
require manufacturers to update their devices to run on systems with 
commercially available security updates.  An additional option would 
be for the manufacturers to use other security options such as a 
firewall, or to stop using commercially available, off-the-counter 
software in their devices.  It is unlikely that a manufacturer would be 
able to sustain producing security patches comparable to those 
produced by a large company.  Furthermore, shifting the device to a 
different operating system may require extensive work, affect the 
safety and efficiency of the device and consequently require the 
submission of new clearance or PMA supplements.204  However, if the 
use of a firewall were found to be appropriate in such cases, it would 
seem reasonable for a firewall to be used as a protective measure 
throughout a device’s lifespan and this would be a complete solution 
to the problem.  Nevertheless, if the FDA determined that a firewall 
was not appropriate, such obligations might push the device industry 
to stop using commercially available off-the-counter software and use 
more secure proprietary critical systems designs, such as those used in 
avionics. 205   Such an approach would be consistent with the 
recommendation of computer software engineers and is likely to 
reduce the risk of cybersecurity threats.206 

The FDA should address and clarify several issues that have arisen 
with respect to security updates for COTS software running on 
medical devices.  First, the FDA should clarify that such security 
updates do not require that the manufacturer obtain FDA permission, 
but that nevertheless the manufacturer must comply with design 
controls and verify and validate the device in the presence of the 
security update.  The design control obligations make it clear that 
users are not permitted to install such updates unless directed to by the 

                                                                                                                                                
204 An upgrade to a new operating system may require major changes in other 

software elements and thus may require a significantly different testing scheme to 
validate the changes.  See U.S. FOOD & DRUG ADMIN., supra note 109, at 4-5.  Such 
a change would potentially raise new issues of safety and effectiveness.  See U.S. 
FOOD & DRUG ADMIN., supra note 109, at 4-5. 

205 Fu, supra note 6, at 105.  
206 Fu, supra note 6, at 105. 
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manufacturers.  Second, the FDA should clarify a manufacturer’s 
obligations to keep its device functioning as intended, in light of the 
knowledge that many device computers are laden with malware that 
affect their work.  Specifically, whether there is an obligation on the 
user to keep the device free of malware through the use of firewalls, or 
whether the manufacturer is under an obligation to test and issue 
commercially available software updates, or create and issue its own 
security updates.  

B. Updating software on stand alone medical devices in response 
to security threats 

 
When it comes to issuing updates for proprietary device software, 

there does not seem to be the same level of manufacturer resistance or 
confusion as there is with updating COTS software.  This is potentially 
due to the fact that manufacturers have a higher motivation to make 
software modifications that fix problems or add features that directly 
impact the functioning of their own products.  Since there is no 
evidence of complaints from users or manufacturers regarding when 
modifications require FDA involvement the only benefit of the FDA 
clarifying such obligations would be to streamline its workload by 
ensuring that modifications that could be submitted through 
procedures that require less FDA involvement actually progress 
through those pathways.207 

As discussed above, major sources of concern in the medical 
device industry are the privacy and security vulnerabilities facing 
medical devices, and in particular, facing wireless medical devices 
such as automated external defibrillators (AEDs), insulin pumps, and 
pacemakers.208  These devices are susceptible to malware and hacking 
due to vulnerabilities in their software, such as the execution of 
unintended code, flaws in password protection, and faulty software 
                                                                                                                                                

207 For example, a special 510(k) submission requires less paperwork than a 
traditional 510(k) submission.  Different PMA supplements also require varying 
levels of work for the manufacturers and therefore differing levels of FDA 
involvement.   

208 See William H. Maisel & Tadayoshi Kohno, Improving the Security and 
Privacy of Implantable Medical Devices, 362 NEW ENG. J. MED. 1164, 1164-65 
(2010); Steven Hanna et al., Take Two Software Updates and See Me in the 
Morning: The Case for Software Security Evaluations of Medical Devices, 2011 
PROC. 2ND USENIX CONF. ON HEALTH SECURITY & PRIVACY 6, available at 
https://spqr.eecs.umich.edu/papers/hanna-aed-healthsec11.pdf; U.S. GOV’T 
ACCOUNTABILITY OFFICE, MEDICAL DEVICES: FDA SHOULD EXPAND ITS 
CONSIDERATION OF INFORMATION SECURITY FOR CERTAIN TYPES OF DEVICES 5-6 
(2012), available at http://gao.gov/assets/650/647767.pdf (discussing threats to 
insulin pumps).  
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updating and communication mechanisms.209  Software that permits 
unintended codes to be executed is susceptible to malware becoming 
installed on the system, and once installed, could potentially transfer 
wirelessly to other devices.210  The ability of a medical device to 
wirelessly receive downloads creates a portal for software 
contamination and security breaches if not secured properly. 211  
Additionally, if malware were to infect a device it could potentially 
interfere with the functioning of the device or obtain private data.212  
Passwords for medical devices need to be securely protected, 
otherwise outsiders could gain access to the device and alter its 
function or obtain personal data.213  Wireless medical devices were 
originally thought to be relatively safe and therefore there was little 
incentive for manufacturers to add security features.214  Although a 
complete redesign of these systems may be ideal, it is likely that fixes 
to the devices will proceed via software and potentially hardware 
changes to the devices.  Computer software engineers have suggested 
that the most effective way to control the spread of malware on 
medical devices is to strengthen their software.215  

The three sources of potential obligations for manufacturers where 
changes are made to software are the same as described in part III.A of 
this article, namely: quality system obligations, 216  reporting 
obligations, 217  and clearance or approval obligations. 218   Quality 
system obligations and reporting obligations are the same as described 
above, with the caveat that changes to propriety software may be made 
to reduce a risk to health and thus unlike COTS security updates may 
engage the manufacturers’ obligation to report the change to the 
FDA.219  

Compared to COTS security updates, the range of software 
                                                                                                                                                

209 Hanna et al., supra note 208; Clark & Fu, supra note 26, at 3; U.S. GOV’T 
ACCOUNTABILITY OFFICE, supra note 208, at 15 (intentional threats to implantable 
medical devices include unauthorized access, malware, and denial of service attack). 

210 Hanna et al., supra note 208, at 4.  
211 Maisel & Kohno, supra note 208, at 1165.  
212 Hanna et al., supra note 208, at 4. 
213 Hanna et al., supra note 208, at 4. 
214 See Wayne Burleson et al., Design Challenges for Secure Implantable 

Medical Devices, 2012 PROC. DESIGN AUTOMATION CONF. 12, available at 
https://spqr.eecs.umich.edu/papers/49SS2-3_burleson.pdf (explaining that 
traditionally bug-adverse manufacturers had little incentives to add security 
mechanisms that might slow regulatory approval or cause problems).   

215 Id. 
216 See supra Part II.A.2.a. 
217 See supra Part II.A.2.c.  
218 See supra Part II.A.2.b.  
219 21 C.F.R. § 806 (2013). 
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updates for proprietary device software is likely to be more diverse 
and thus have the potential to require a variety of types of PMA 
supplements or 510(k) clearance submissions.  A major factor as to 
what type of action is required for a software modification is whether 
the update affects the safety or effectiveness of the device.220  Where 
there has been an effect on the safety or effectiveness of the device, 
new 510(k) clearance or the filing of a PMA Supplement is generally 
required.221  The need for a significantly different testing scheme to 
validate the software changes supports that there has been a change in 
the safety and effectiveness of the device.222  Manufacturers have been 
filing PMA supplements for software changes in medical devices.223  
                                                                                                                                                

220 See supra notes 115-16, 131-32 and accompanying text.  
221 See supra notes 115-16, 131-32 and accompanying text. 
222 FDA 510(K) CHANGES, supra note 3, at 15-16. 
223 PMA supplements have been filed for modifications to device and testing 

software including: new versions of software, adding functions to software including 
modifications to support new device components; see PMA Database: Itrel® Totally 
Implantable Spinal Cord Stimulation System, PMA Number P840001, FDA, 
available at http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpma/pma.cfm? 
id=3665 (last visited Mar. 29, 2014) (25 of 218 supplements filed for the device up 
until Apr. 19, 2013 expressly stated in their descriptions that they involved 
modifications to device software or testing software.  Numbers for supplements 
involving software include: S022, S038, S039; S061, S088, S093, S098, S156, S168, 
S171, S172, S173, S186, S189, S190, S194, S196, S200, S201, S216, S222, S227, 
S230, S231, S233); PMA Database: Medtronic Minimed Continuous Glucose 
Monitoring System, PMA Number P980022, FDA, available at 
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpma/pma.cfm?id=15014 (last 
visited Mar. 29, 2014) (25 of the 117 PMA supplements filed for the device from 
2000 to Apr. 6, 2013 expressly stated in their descriptions that they involved 
modification to device software.  Numbers for supplements involving software 
included: S007; S020; S023; S024; S028; S031; S033; S034; S037; S043; S047; 
S052; S071; S073; S080; S081; S086; S092; S099; S104; S107; S112; S117; S123; 
S124); PMA Database: Clarion Multi-Strategy Cochlear Implant, PMA Number 
P960058, FDA, available at http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/ 
cfpma/pma.cfm?id=14154 (last visited Mar. 29, 2014) (9 of 73 supplements filed for 
the device up until Apr. 19, 2013 expressly stated in their descriptions that they 
involve software.  Numbers for the supplements involving software include: S010, 
S011, S022, S029, S049, S082, S085, So89, S093); For devices containing a 
wireless component, approval has been obtained for both changes to software on the 
implantable device itself as well as the proprietary network based software that 
resides on a computer server connected to the internet, see PMA Database: 
Medtronic Minimed Continuous Glucose Monitoring System, PMA Number 
P980022, Supplement Number S033, FDA (Aug. 24, 2008), available at 
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpma/pma.cfm?id=7601 (last 
visited Mar. 29, 2014) (changes to computer based software included “Approval for 
a change to the carelink personal therapy management software for diabetes (mmt-
7333) the carelink personal therapy management software for diabetes is a network 
based software system residing on a computer server platform connected to the 
internet.  The purpose of this system is to take information transmitted from insulin 

continued . . . 
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Even though one only need file a PMA supplement where there has 
been an effect on the safety or effectiveness of the device, one cannot 
draw an inference that software updates for which PMA supplements 
were filed actually had such a change as it is unknown whether it was 
the manufacturer who chose to file a PMA supplement, or if the FDA 
required its filing.  In any event, it is likely that many of the changes to 
address vulnerabilities in wireless devices will affect the safety and 
effectiveness of the device.   

Where there is a change that affects the safety and effectiveness of 
a 510(k) cleared device, the modified device may be cleared for 
marketing through traditional 510(k) clearance or the less onerous 
special 510(k) clearance.  It is likely that many software changes will 
be able to proceed via special 510(k) clearance wherein the 
manufacturer need only provide details about the changed software 
element and not the whole device.  Moreover, the FDA’s 510(k) 
Premarket Notification Database contains examples of software 
changes to 510(k) cleared devices where in the modification proceeds 
to market via a special 510(k) submission.224   
                                                                                                                                                
pumps, continuous glucose monitors and glucose meters, and logbook data entered 
by the patient, and turn it into medtronic carelink therapy management software for 
diabetes reports.  The reports provide information that can be used to identify trends 
and track daily activities; such as carbohydrates eaten, meal time, insulin delivery, 
and blood glucose readings.  The software version 4. 6 is a revision to implement 
several feature enhancements, which include a logbook diary report, removal of 
Roche accu-check 'aviva' and compact plus meters from meter listings displayed for 
users located in countries other than U.S. and Canada, and consolidation of the help 
system that serves as instructions for use.”); PMA Database: Medtronic Minimed 
Continuous Glucose Monitoring System, PMA Number P980022, Supplement 
Number S047, FDA, (Apr. 6, 2009), available at http://www.accessdata.fda.gov/ 
scripts/cdrh/cfdocs/cfpma/pma.cfm?id=20175 (last visited Mar. 29, 2014) (changes 
to fix software glitches on the devices described as “Approval for a modification to 
the solutions software for the cgms ipro continuous glucose recorder (mmt-7319) to 
add an auto detect feature to allow the software to automatically recognize the 
computer’s active ports and to correct previously identified anomalies”); PMA 
Database: Medtronic Minimed Continuous Glucose Monitoring System, PMA 
Number P980022, Supplement Number S112, FDA (Apr. 27, 2012), available at 
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpma/pma.cfm?id=18709 (last 
visited Mar. 29, 2014)  (“Approval for software modifications (version 2. 5a) and 
related labeling modifications for the paradigm real-time revel pump (models mmt-
532, mmt-723, mmt-523k, mmt723k). The paradigm revel insulin pump is a 
component of the paradigm real-time revel system”). 

224 510(k) Premarket Notification Database, Connect for Da Vinci Surgical 
System(s), FDA, available at http://www.accessdata.fda.gov/scripts/cdrh/ 
cfdocs/cfPMN/pmn.cfm?ID=K123840 (last visited Mar. 29, 2014) (Device cleared 
via Special 510(k) Submission); 510(k) Summary for Connect for Da Vinci Surgical 
System(s), FDA (Feb. 12, 2013), available at http://www.accessdata.fda.gov/ 
cdrh_docs/pdf12/K123840.pdf (modifying the device involved addition of a wired or 

continued . . . 
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Where there is a change to a PMA approved medical device 
affecting the safety and effectiveness of the device, the modified 
device may be approved for marketing via the filing of a PMA 
supplement.  As discussed in Part II.A.2.b.ii there are multiple types of 
PMA supplements.  Special PMA supplements are applicable where 
new quality controls have been added to enhance the safety of the 
device.  Therefore, software updates to the devices software itself are 
unlikely to qualify for a special PMA supplement.225  Furthermore, 
thirty-day notice is not applicable to changes in the devices software, 
as thirty-day notice only applies to manufacturing changes.226  

The types of PMA supplements that may be applicable to software 
changes include panel-track, real-time and 180-day PMA supplements.  
It will likely be rare for a software change alone to engage the need for 
a panel track PMA supplement. 227   Some security solutions for 
wireless devices such as the addition of some protective mechanism 
(requiring a change in hardware and software) to prevent the device 
from receiving unauthorized communications might require new 
clinical data and thus require a panel-track PMA supplement. 228  
Significant changes in software that do not require extensive clinical 
data may proceed through a 180-day PMA supplement, and devices 
with modified software have proceeded to market in this manner.229  
Minor changes to software that are reviewable by an expert in a single 
area may proceed via a real-time supplement. 230   Most of the 
supplements for software changes in the FDA’s PMA database 
proceed via Real-Time or 180-day PMA Supplements, suggesting that 
they only involve minor changes or require preclinical data and limited 
clinical data.231  

                                                                                                                                                
wireless communication system including software modifications, manufacturer 
conducted software verification and validation testing to confirm that the modified 
accessory performed as intended and that changes made to the software had no 
impact on the functionality of the system). 

225 21 C.F.R. § 814.39(d)(2) (stating which permissible changes may proceed via 
special PMA supplement, including: “changes in quality controls or other 
manufacturing process that add a new specification or test method, or otherwise 
provide additional assurance of purity, identity, strength, or reliability of the 
device”). 

226 21 C.F.R. § 814.39(f). 
227 See supra text accompanying notes 138-39.  
228 Burleson et al., supra note 214, at 4 (explaining that vulnerabilities could be 

mitigated by ultrasonic distance bounding, or body coupled communication that 
would require new device hardware be added). 

229 21 U.S.C. § 379i(4)(C) (2012); see also notes 141-42 and accompanying text. 
230 U.S. FOOD & DRUG ADMIN., supra note 143. 

231 See generally PMA Database: Continuous Glucose Monitoring System, PMA 
Number P980022, http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpma/ 

continued . . . 
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Many modifications to wireless devices addressing security or 
privacy issues are likely to raise issues of safety and efficacy and will 
require either a new 510(k) clearance submission or the filing of a 
PMA supplement.  While there is room for the FDA to clarify many 
points in this area, there is not a large outcry from the public or 
manufacturers.  Thus clarification would largely be to streamline the 
forms of submissions and supplements required and potentially reduce 
the workload for the manufacturers as well as the FDA itself.  
Specifically, it would be useful for more clearance on precisely what 
types of software changes may precede via special 510(k) clearance, 
as well as what is a minor change that would permit the filing of a 
real-time PMA supplement.   

C. Updating mobile application medical devices in response to 
operating system changes.   

 
The FDA’s Guidance on Mobile Medical Applications provides 

that regulated apps will be subject to 510(k) clearance and PMA, 
where applicable, as well as general controls.232  Thus manufacturers 
(also referred to as developers) of mobile medical apps will be subject 
to the same types of regulations for software updates already referred 
to in this article, namely: quality system obligations,233 reporting 
obligations,234 and clearance or approval obligations.235  While the 
Guidance advises manufacturers on what sorts of changes to correct 
problems to an app require reporting to the FDA, the Guidance does 
not address what sorts of changes require a new 510(k) clearance or a 
PMA supplement.236 However, some information can be gleaned from 
a statement made by FDA CDRH Office of Device Evaluation 
Director Christy Foreman to the House Energy and Commerce 
Subcommittee on Oversight and Investigations during a hearing on 
March 21, 2013 that the “FDA's proposed mobile medical apps policy 
would not require mobile medical app developers to seek Agency re-

                                                                                                                                                
pma.cfm?id=15014 (last visited Mar. 29, 2014)  (of the PMA 25 supplement 
involving software filed for Medtronic Minimed Continuous Glucose Monitoring 
System, 17 involved a real-time supplement including S024, S028, S033, S043, 
S047, S052, S073, S080, S081, S086, SO92, S099, S107, S122, S117, S123, S124 
and eight involved a 180 day PMA supplement including S007, S020, S023, S031, 
S034, S037, S071, S104). 

232 U.S. FOOD & DRUG ADMIN., supra note 31, at 33.  
233 See supra Part II.A.2.a.  
234 See supra Part II.A.2.c. 
235 See supra Part II.A.2.b. 
236 U.S. FOOD & DRUG ADMIN., supra note 31, at 35-36. 
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evaluation for minor, iterative product changes.”237  Although this 
statement was not repeated in the finalized Guidance, this statement 
coincides with the FDA's approach of not requiring FDA involvement 
for device changes that do not have an effect on the safety or efficacy 
of the device.238   

It is unclear as to whether mobile medical applications are cleared 
for specific versions of operating systems in the same way that a 
medical device may be cleared or approved for use with an operating 
system such as Windows XP.  If it is the intent of the FDA that minor 
iterative product changes, that do not require FDA permission, include 
updating of the operating system on which the app runs, the FDA 
needs to make that clear.239  Otherwise, the app manufacturer would 
be responsible for ensuring that the app only works on a specific 
operating system version.  The impact of updates on mobile medical 
apps must also be considered in terms of the relative newness of the 
technology.  The Apple App Store opened in July of 2008 and ran 
apps on the Apple iPhone operating the operating system iOS 2.0.240  
Although the newest iPhone, the 5s, currently operates on iOS 7,241 the 
changes made through iOS 6 were relatively iterative in nature.242  
This is in contrast to major changes, such as the roll out of an 
overhauled platform, seen in the Windows 95 to 98 change. 

Quality system requirements including verification and validation 
testing, in response to mobile platform operating system upgrades, will 
present unique challenges to manufacturers.  For example, when 
Apple plans to introduce an update for the operating system for one of 
its mobile devices it notifies app manufacturers of the changes and 
grants them a limited amount of time to test their apps with a simulator 

                                                                                                                                                
237 Health Information Technologies: Administration Perspectives on Innovation 

and Regulation: Hearing Before the Subcomm. on Oversight & Investigations of the 
Comm. on Energy and Commerce, 113th Cong. 16 (2013) (emphasis added) 
(statement of Christy L. Foreman, Dir., Office of Device Evaluation, Ctr. for 
Devices & Radiological Health, FDA). 

238 See supra notes 115-16, 131-32 and accompanying text. 
239 If the FDA does not take the position that manufacturers may make their 

devices compatible with new operating systems manufacturers may be prevented 
from making any updates to their app including updates to fix problems.  See infra 
note 253 and accompanying text.  

240 Jason Parker, 5 Years in: The Evolution of the iPhone OS, CNET (June 29, 
2012, 2:20PM), http://reviews.cnet.com/8301-19512_7-57463858-233/5-years-in-
the-evolution-of-the-iphone-os. 

241  Apple – iPhone 5s – Technical Specifications, APPLE, 
https://www.apple.com/iphone-5s/specs/ (last visited Mar. 29, 2014). 

242 John Paul Titlow, Why Apple Really Needs to Kill it with iOS 7, READWRITE 
(Mar. 12, 2013), http://readwrite.com/2013/03/12/why-apple-ios-7-needs-to-kill-
it#awesm=~owZU2niTNJnoN1. 
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that simulates the operating system changes. 243   However, app 
developers do not have the opportunity to test their own apps on the 
fully upgraded operating system until Apple has released it.244  This 
puts device manufacturers in the position where a user may upgrade 
the operating system on their mobile platform and continue to use a 
mobile medical app that has not been verified and validated for use on 
the upgraded operating system.  The limited testing time may become 
increasingly important in situations where the upgrade is significant 
and results in the safety and effectiveness of the device being affected, 
thus requiring FDA involvement.  The potential for use of an untested 
app raises questions including whether manufacturers must ensure that 
apps will not work on upgraded operating systems without their 
approval as well as whether manufacturers must notify users about 
operating system upgrades and that their app is untested on the 
upgraded operating system, and how such notification would occur.245  

Many apps are currently approved not only for specific operating 
system versions but also for specific platforms.  For example, the 
AliveCor App246 is approved for use with the iPhone 4/4S and 5, and 
the iBGStar Glucose Monitor247 is approved for use with the iPhone 5s 
and earlier models.  There are many reasons why an app should only 
be approved for a specific platform particularly when it relies on a 
physical element of the platform such as the size of the phone or 
specific camera included on a particular platform.248  A change in a 
                                                                                                                                                

243  iOS 6 SDK Beta Now Available, APPLE (June 11, 2012), 
https://developer.apple.com/news/?id=06112012a (the iOS 6 developers kit was 
released on June 11, 2012); iOS 6 Software Update, APPLE (Sept. 19, 2012), 
http://support.apple.com/kb/DL1578 (iOS 6 was released on Sept. 24, 2012). 

244 Get Started with your iOS Developer Program, APPLE, https://developer. 
apple.com/programs/ios/gettingstarted/ (last visited Mar. 29, 2014). 

245 Some of these questions have been asked by persons in the industry, see 
Letter from Michael C. Morton, Senior Dir. Global Regulatory Affairs, Medtronic, 
to Div. of Dockets Mgmt., FDA (Oct. 19, 2011), available at 
http://www.regulations.gov/#!documentDetail;D=FDA-2011-D-0530-0070 (“Should 
the distributor play a role in informing app users and manufacturers of a pending 
operating system change? While the document focuses on the app itself, Medtronic 
would encourage the FDA to provide guidance on the pathway for postmarket 
change in both the app and mobile platform operating system.  Such guidance might 
address advance notice by the distributors in the foreseeable event of validation 
update.”). 

246  FDA Premarket Notification Database, supra note 39 (AliveCor Heart 
Monitor is cleared for use with the iPhone 4 or 4S). 

247 FDA Premarket Notification Database, iBG Star Blood Glucose Monitor 
K103544, FDA (Dec. 5, 2011), available at http://www.accessdata.fda.gov/ 
cdrh_docs/pdf10/K103544.pdf (blood glucose meter attaches to iPhone via micro 
usb).  

248  FDA Premarket Notification Database, supra note 39 (AliveCor Heart 
continued . . . 
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traditional app, such as a camera, or even an adapter would likely 
constitute a change that would affect the safety and effectiveness of 
the device and would require FDA involvement.  In order to maintain 
consistency between traditional medical devices and mobile medical 
apps, the change of the platform should also be analyzed to determine 
if FDA involvement is required to approve or clear the change.  
Additionally, it is currently unclear whether a manufacturer has any 
obligations to prevent a user from using an app on a newer and 
potentially unapproved platform beyond notifying the user that the 
device has only been cleared or approved for a specific iPhone 
version.249   

Since the FDA has chosen not to exercise jurisdiction over 
manufacturers of mobile platforms (such Apple or Toshiba), or 
distributors of apps (such as the Apple App Store or Android Market), 
the burden of complying with the FDA’s regulations is solely on the 
manufacturer of the app.250  Moreover, not only will the manufacturer 
have the burden of complying with FDA regulations, but they will also 
be responsible for complying with rules created by the distributors in 
order to offer the app in the distributors’ stores.  Guidance will be 
required from the FDA for how manufactures should act in situations 
where they cannot comply with both the distributors’ rules and FDA 
regulations.  

Any FDA limits on a developer’s ability to update their mobile 
medical app to comply with new operating systems or platforms may 
place the manufacturer in a situation where it faces conflicting 
requirements from the FDA and Apple, and thus interfere with the 
ability of the manufacturer to fix bugs/problems with their app.251  In 

                                                                                                                                                
Monitor is a phone case and relies on the dimensions of the iPhone); FDA Premarket 
Notification Database, PanOptic iExaminer K121405, FDA (Dec. 11, 2012), 
available at http://www.accessdata.fda.gov/cdrh_docs/pdf12/K121405.pdf (device 
uses camera on iPhone, designed for iPhone 4 and 4S). 

249 An industry participant has requested further FDA guidance on how to 
display which versions of apps have been approved, cleared or validated, see Letter 
from Brian E. Harvey, Vice President U.S. Regulatory Policy, Sanofi-aventis, to 
Div. of Dockets Mgmt., FDA (Oct. 19, 2011), available at 
http://www.regulations.gov/#!documentDetail;D=FDA-2011-D-0530-0062 

(“The second comment is related to the life cycle of the mobile platform and 
mobile applications.  It is a characteristic of these evolving technologies that changes 
are developed and made available very rapidly.  It would be useful to be clear on 
which version has been verified and validated to obtain clearance/ approval from 
Authorities dependent on the device class.”). 

250 U.S. FOOD AND DRUG ADMINISTRATION, supra note 31, at 10-11. 
251 Industry participants have requested further guidance on bug reporting and 

corrections, see Letter from Triangle PEERS, to Div. of Dockets Mgmt., FDA (Oct. 
18, 2011), available at http://www.regulations.gov/#!documentDetail;D=FDA-2011-

continued . . . 
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the case of mobile medical apps running on Apple platforms, changes 
to an app (including bug fixes) are made as updates through the Apple 
App Store.252  Apple has recently mandated that any update made to 
an app must also include an update to make the app compatible with 
Apple’s new device versions. 253   If a manufacturer faces FDA 
restrictions from updating their app for new operating systems or 
platform versions, the manufacturer may find themselves facing 
conflicting regulations where they cannot comply with all FDA 
regulations as they risk violating FDA quality system regulations by 
not fixing the bugs they have found or if they fix the bugs they will 
violate their obligations to only have their product run on an earlier 
operating system or platform.  

While the FDA’s Guidance on mobile medical applications 
focuses on the types of applications the FDA will regulate and 
provides some direction on regulatory requirements, further guidance 
on some of the practical problems that regulated devices will face is 
required.  First, the FDA should clarify that all changes require 
manufacturer verification and validation, pursuant to the quality 
system regulations, prior to being released.   

Second, the FDA should clarify whether the clearance and 
approval of mobile medical apps is specific to the operating system 
version the app runs on.  As detailed above, if apps are only approved 
for specific operating systems multiple issues will arise, including 
what the manufacturers obligations are to ensure that the app is not 
used on newer unapproved operating systems.  In the event that mobile 
medical apps may be used with newer operating systems, the FDA 
should clarify the manufacturer’s obligations should the new operating 
system be released prior to the manufacturer completing its design 
control obligations.254   

Third, the FDA should clarify whether the clearance and approval 
of mobile medical apps is specific to the type of platform the app 

                                                                                                                                                
D-0530-0058 (requested the following addition to the guidance “A mobile medical 
application that has been designated as a medical device must be managed after 
release with bug reporting processes and a plan for recall and notification of 
customers should a serious defect be identified after release.”). 

252 App Store Distribution, APPLE DEVELOPER, https://developer.apple.com/ 
support/appstore/ (last visited Mar. 29, 2014).  

253 Make Your Apps Look Great on the Retina Display and iPhone 5, APPLE 
(Mar. 21, 2013), https://developer.apple.com/news/?id=3212013b (“Starting May 1, 
new apps and app updates submitted to the App Store must be built for iOS devices 
with Retina display and iPhone apps must also support the 4-inch display on iPhone 
5.”). 

254 It is the author’s opinion that such an approach would result in fewer 
complications. 
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operates on.255  It is the author’s position that the FDA should create 
two categories of mobile medical apps: (1) where the medical mobile 
app relies on specific aspects of the platforms hardware that is specific 
to one platform (ex: camera, adaptor port, size/shape), and (2) where 
the app does not rely on hardware specific to the platform.  In the first 
instance, where the app relies on unique hardware, the approval or 
clearance should be specific to the platform type and new clearance or 
a supplemental PMA should be filed for approval of the use of the app 
with the changed design of the platform.  However, where the app 
does not rely on hardware specific to the platform, changes to the 
platform type should be addressed similar to changes in the operating 
system version.  Clarification will be required to inform manufacturers 
of whether they have any obligations to ensure that the app is not 
being used on new platforms prior to FDA approval/clearance of these 
uses.   

D. Updating Software on Combination Products 
 

FDA requirements for the updating of software will be 
complicated where the software to be updated is a part of a 
combination product, especially where the combination product was 
originally approved as a drug by CDER or as a biological product by 
the CBER.  Where the combination product is approved by the CDRH, 
the types of procedure are likely to be similar to the procedure for 
gaining approval or clearance for changes to a stand-alone medical 
device.  However, where the combination product was originally 
approved as a drug or biological product, two potential issues that may 
arise: (1) the type/format of submission for a software change to a 
combination product may differ from where the same software change 
is made to a stand-alone device, and (2) the need for FDA permission 
to make a software change may differ from where the same software 
change is made to a stand-alone device. 

FDA Guidance thus provides some assistance in determining what 
type of submission to make in response to postmarket changes.256  
However, because the Guidance treats all combination products as if 
their device components would be approved under a PMA this 
approach fails to take into consideration the reality that most devices 
proceed to market via 510(k) clearance and not PMA.  Additionally, 

                                                                                                                                                
255 FDA Guidance recognizes that app risks may be specific to the platform but 

does not address platform based specificity of approval or clearance, see U.S. FOOD 
& DRUG ADMIN., supra note 31, at 6-7. 

 
256 U.S. FOOD & DRUG ADMIN., supra note 162, at 4, 6. 
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treating all device components as PMA approved devices may result in 
software changes being subject to additional requirements when the 
component the change is made to is part of a combination device 
versus being a stand-alone device.  For example consider how the 
regulatory requirements would differ if the same software updates 
were made to a stand-alone insulin pump versus the same insulin 
pump containing a novel insulin-like drug and approved as a 
combination product via a NDA.257  Imagine that the stand-alone 
insulin pump was declared substantially equivalent to a predicate 
device and cleared through the 510(k) pathway.  The proposed 
software update does not affect the safety and effectiveness of the 
device and therefore, because the stand-alone pump was cleared 
through the 510(k) pathway, does not require an additional clearance 
submission.  The manufacturer would have no obligation to seek 
approval or notify the FDA.  The combination product in this example, 
however, was not cleared through a 510(k) pathway, but through a 
NDA to CDER.  To follow the Guidance on what submission must be 
made to CDER for a change to a device component of a combination 
product, one is required to consider what type of submission would be 
required under the device regulation if the device were approved under 
a PMA application.  In the case of a PMA approved device, the same 
software modification would require a PMA period report, even if the 
safety and effectiveness of the device were not affected.258  The 
manufacturer of the combination product would thus be required to 
submit an annual report to the FDA under the drug regulation detailing 
the minor change, but would have no similar obligation to report the 
same change made to a stand-alone pump.  The varying regulatory 
requirements for the same software change, dependent on whether the 
marketed item is a combination or stand-alone product, has the 
potential to further complicate the issue of when software updates can 
be made and what requirements must be fulfilled to do so. 

As combination products become more complex and increasingly 
contain software components, manufactures will have to be vigilant to 
ensure that they are complying with all of their obligations under the 
FDAs regulations.  The FDA’s 2013 Draft Guidance takes initial steps 
to assisting manufacturers in determining their obligations.  However, 
further guidance, particularly in dealing with 510(k) cleared devices, 
will be useful.  

                                                                                                                                                
257 Although insulin and insulin pumps are currently approved as two separate 

items and not considered to be combination products, there is a potential that such 
items could be marketed together as a combination product. 

258 U.S. FOOD & DRUG ADMIN., supra note 162, at 4, 6. 
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IV. CONCLUSION 
 

Software updates are instrumental to the continual smooth 
functioning of many medical devices, and manufactures should be 
encouraged to fix problems associated with their devices through the 
issuance of such updates.  Although there are points that the FDA 
could clarify on the regulation of proprietary device software and 
combination product software, no major concerns have arisen in these 
areas and a wait-and-see approach may be most useful.   

With respect to the updating of security patches or anti-virus 
software, the FDA should clarify that such updates will not require its 
permission, although the manufacturer will have an obligation to 
verify and validate the update.  Because the verification/validation 
requirement may provide a financial barrier to manufacturers issuing 
such security updates, the FDA should take a position on what extent a 
manufacturer is responsible for malware issues faced by users of the 
manufacture’s device.  Although the FDA has generally taken a non-
prescriptive approach to quality system regulation, given the numerous 
reports of malware causing harm, this situation requires that the FDA 
provide specific instruction as to whether manufacturers have an 
obligation to protect their devices from malware by issuing security 
updates, or whether users are required to protect the devices from 
malware by keeping them behind firewalls.  Both options will likely 
have severe financial implications, either on the manufacture in the 
first instance or the users in the latter.  However, these implications are 
likely outweighed by the liability that may result from a massive 
cybersecurity attack.     

The area of mobile medical apps is likely to be a huge growth area 
in the medical device field.  Furthermore, this is an area where 
manufactures have less flexibility over the control of their devices due 
to requirements set out by app distributors.  Substantial clarification 
will be required in this area to address potential conflicts between 
FDA regulations and distributor requirements.  Most importantly the 
FDA needs to clarify whether apps approved by the FDA are platform 
model specific and/or operating system specific, and if a manufacture 
has any obligation to prevent a user form using the app on an 
unapproved platform model or operating system. 

Software has the potential to revolutionize many medical devices.  
Furthermore, many medical devices that contain software require 
updates to add features, and fix bugs or security issues as they arise.  
Clear and understandable procedures through which manufactures 
may bring their changed devices to market will therefore benefit the 
medical device industry.     


