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Fig. 1. (Left): view of MakerPass Reader cover with icon. (Center): Reader with cover removed, exposing internals (NeoPixel rings, speaker, RFID 
Reader, and power distribution PCB. (Right): system block diagram. User data is input via an automated API and administrator input through a web 

interface. This populates a database on the server, which is queried via a web application accessed by Terminals and Card Readers. 

 

INTRODUCTION 

A primary goal of managing makerspaces is to support the 
safety of its occupants. With potentially hazardous tools and 
materials, it is imperative to ensure occupants are properly 
trained in these environments. We introduce MakerPass, an 
access control system which includes physical RFID card 
readers, terminal access control software, and an online ad-
ministration interface. 

IMPLEMENTATION 

The MakerPass system spans three major components: (1) a 
web application which manages student information and 
provides an API to the system’s components; (2) a cus-
tom-made RFID card reader which authenticates university 
ID cards in their location; and (3) a Windows application 
which prevents untrained users from accessing machinery. 

A. MAKERPASS ADMIN WEB APPLICATION 

MakerPass Admin is a Flask web application which maintains 
a secure database of students, labs, permissions, and sessions; 
provides a web interface for lab managers to update data and 
view logs; and provides a RESTful authentication API for 
card readers and terminal software. 

When users sign up for training, their information is recorded 
in the Makerpass Admin system. Once trained, a lab manager 
can add a permission for the user and mark it as “active”, 
meaning they should have access to the area or equipment. 
The interface is identical for readers and terminals, and 
changes are effective immediately. 

B. MAKERPASS READER 

The MakerPass Reader is an RFID card reader fabricated in 
the makerspaces it now manages. The reader scans ID cards 

placed by its surface and outputs an “active”, “inactive”, or 
“denied” sound and LED pattern, depending on the student’s 
permission. The sound not only alerts the student, but also 
nearby peers and lab managers who can direct them if the user 
has insufficient training. 

Internally, the reader uses off-the-shelf components, includ-
ing a Raspberry Pi and RFIDeas RFID reader, for maintain-
ability. The materials and construction were chosen to 
showcase the capabilities of the spaces the reader manages. 
The enclosure was 3D printed from ABS plastic with acrylic 
inserts. A laser-cut hole pattern in its base allows it to sit on a 
flat surface or be mounted to a wall or stand. Although we 
used a magnetic stripe reader to prototype, we favored RFID 
in production to enable scanning ID cards without physically 
removing them from one’s person. 

C. MAKERPASS TERMINAL SOFTWARE 

The MakerPass Terminal software is a C# Windows Appli-
cation which runs transparently on user login and displays an 
“Access Denied” screen if a user does not have an “active” 
permission on the computer’s attached equipment (e.g., laser 
cutter). The screen cannot be bypassed without an adminis-
trator, and logs out after a period of inactivity. 

DEPLOYMENT AND FUTURE WORK 

The system is currently deployed in several academic mak-
erspaces at UC Berkeley, including the Jacobs Institute for 
Design Innovation and the CITRIS Invention Lab, and suc-
cessfully maintains thousands of users. In the near future, we 
wish to open source our work to enable others to use our 
platform for access control in makerspaces like ours. We be-
lieve this modular, integrated system can help create access 
for thousands of more users to come.  


