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ABSTRACT Fifth-generation (5G) mobile networks require authenticated and fully secured transmissions
between user devices and 5G base stations (gNodeB). In the current 5G technology standard, mobile devices
cannot distinguish between a real and a fake base station (BS) by following the standard 5G security
protocols. This vulnerability is a dangerous security issue identified in 5G cellular networks worldwide,
where hackers and spoofers can easily impersonate or hack the valuable information of mobile users.
Although 5G security protocols are enhanced to prevent such kinds of attacks, fake BSs still threaten the
security of wireless communication networks. To the best of the authors’ knowledge, there is currently no
security method available in the literature that can enable users to identify who is sending the connection
request response. Thus, this can allow an attacker to intercept the international mobile subscriber identity
(IMSI) easily in the clear. Therefore, in this work, we propose a novel hack-proof framework that can
perfectly secure IMSI resulting in prevention against spoofing attacks. The proposed algorithm includes
a user equipment device (UE) and a BS that communicate in the clear to securely authenticate each
other in a TDD fashion. For simulation purposes, an OFDM transmission scheme is considered over a
multipath wireless fading channel. The obtained results show that our proposed method works successfully
without affecting the reliability of the transmitted bits compared to plain data transmission methods. More
specifically, the performance results are shown to be similar to normal OFDM-based data transmission
schemes conducted over general multipath fading channels, where no further degradation is caused. This
indicates that the proposed method can effectively secure the IMSI of mobile user devices against active and
passive attackers by providing a safe network connection between the communicating parties (UE and BS).

INDEX TERMS Fifth generation network, base station, user equipment, wireless communication, 5G,
IMSI, XOR function, secret key.

I. INTRODUCTION

G lobally, 5G cellular networks provide high data rates,
greater capacity, better reliability, lower latency, and

demand high security than previous generations of cellular
networks. The three pivotal properties and services offered
by 5G such as ultra-reliable low latency communication
(URLLC), enhanced mobile broadband (eMBB), and mas-
sive machine-type communication (mMTC) have garnered
attention world wide. 5G communication technologies have

marked an influence on the diversity of aspects of life.
Although 5G has an immense impact on future technologies,
but network security has always been vulnerable to external
and internal threats. Furthermore, existing 5G cellular net-
work protocols must be more efficient and highly secured.
Because they have such security weaknesses and authentica-
tion concerns related to the possibility of communication ex-
ploitation by bogus BSs. Among the many possible security
exploitation cases, the IMSI catching problem is considered
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FIGURE 1. General overall leading model of 5G architecture and its drawbacks.

one of the worst security breaches a network can suffer from.
5G takes over many functions and characteristics from the

previous wireless generation systems such as 4G. Recently,
several cases have been reported related to privacy-based
attacks on networks supporting mobile operation commu-
nications systems. More specifically, catchers or spoofers
can catch the precious data of users during the transmission
phase when active nodes are compromisable in the cellular
network. Unfortunately, there is no authenticity mechanism
for such systems during the transmission phase in the 5G
network [1].

In regards to improving security, cryptography is also
an option adopted for preventing network security vulner-
abilities in wireless communication. The nature of future
communication will undoubtedly be more diverse, which
will exacerbate the issues of key sharing and management.
As a result, cryptography-based solutions will fail to secure
such systems, thus putting the network in danger. Because of
these flaws, the encryption-based algorithms are considered
unsuited for these use cases [2].

Public-key encryption is also a frequently used encryption
technology. The advent of Shor’s algorithm, which does
integer factorization in polynomial time using a quantum
computer, has put RSA in jeopardy. As a result, a fea-
sible wireless communication mechanism that strengthens
security must be invented. Eavesdroppers can easily collect
standardized 802.11 frames and recover private information
streams on public Wi-Fi networks. We feel comfortable using

wireless networks because personal information is encrypted
in the transport layer, but here security is not guaranteed
indefinitely. Future supercomputers may be able to crack key-
based encryption systems that rely on computational security
[3].

However, information security depends on the fact that
data sent from a transmitter is not tampered with when
it arrives at the receiver. To provide this security feature
symmetric or asymmetric encryption is commonly utilized.
Nonetheless, attackers can disrupt information availability
by launching denial-of-service (DOS) attacks or distributed
denial of service (DDOS) attacks.

Supercomputers and quantum computing pose a danger to
cryptography-based protection methods because of their abil-
ity to decode keys via the brute-force method. To assure se-
curity, more advanced cryptographic and non-cryptographic
approaches have been devised. Most cryptographic systems
include encryption, which entails the exchange of public and
private keys between communicating nodes [4]. Key sharing
and management will be extensively challenging in large
wireless networks.

The considerable processing power required by cryptogra-
phy is incompatible with future low-power wireless devices.
Finally, cryptography lacks the versatility to provide various
levels of security for numerous services and contexts [5].

An efficient wireless communication system for the future
is aspired to be safe and secure from all types of attacks like
spoofing and external-internal eavesdropping. Eavesdroppers
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FIGURE 2. Block Diagram of the Proposed System Model.

can be passive or active, internal or external. An internal
eavesdropper is a valid user who unlawfully obtains informa-
tion from other users. An external eavesdropper is a person
who is not involved in the list of allowed users [6]. However,
traditional encryption strategies may not be suitable for 5G
networks. With the development of more powerful computer
systems, where encryption-based solutions have become in-
creasingly vulnerable to sophisticated attackers [7].

Security solutions are essential to ensure the privacy of
legitimate users. According to Wyner’s article, confidential
communication between authentic users is achievable with-
out secret key exchange if the eavesdropper’s (Eve) channel
is poorer than the intended receiver’s channel (Bob). In
practice, because of the wireless channel’s unpredictability,
location-dependency, and broadcasting characteristics, Eve’s
channel condition might be equivalent to or even better than
Bob’s [8].

Many OFDM-based security techniques are no longer
suitable for 5G URLLC scenarios, owing to the required
complexity and significant changes in the transceiver design
without yielding more improved reliability, power efficiency,
and certain robustness to legitimate CSI leakage. It also
means that the need for the eavesdropper’s channel at the
transmitter no longer exists [9].

The fundamental aspects of a secure communication were
designed by Claude Shannon. He proposed the idea of com-

plete secrecy, in which an eavesdropper’s observation of a
signal provides no information about the secret message. It
is only possible if the key used for encryption is at least as
large as the message itself [10]. After decades of Shannon’s
discoveries, William Wyner investigated the secrecy in this
scenario. The wiretap channel is described as a degraded ver-
sion of the receiver’s channel that the wiretapper encounters.
Wyner found that secure communication may be conducted
without the need for secrecy keys, but only if the primary
channel is significantly better than the eavesdroppers’ chan-
nel [10].

Theories of secure communication emphasize how much
we can secure communication rather than achieve it. Shannon
and Wyner’s path to secure communication imposes theoret-
ical limits on system secrecy. Practical components such as
secure transmission protocols, system node assumptions, and
other metrics, on the other hand, are essential [10].

A. SECURITY MOTIVES OF THE PROPOSED SCHEME

Key management, distribution, and maintenance operations
are employed in large-scale heterogeneous and decentralized
wireless networks, if the key length size is increased it will
lead to a desirable increase in the level of confidentiality.
However, doing this will waste more resources instead of
properly sharing, storing, and managing the keys. Imple-
menting security methods with Shannon’s perfect secrecy
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using the one-time pad method is impractical in today’s data
volume. It is possible to crack programs based on secret keys,
which are based on the idea that eavesdroppers have limited
computing power [8], [11].

New wireless technologies such as the Internet of Things
(IoT), mMTC, and 5G-Tactile internet pose security chal-
lenges. Sensitive applications must never sacrifice security,
even if it means a modest reduction in other performance
metrics like throughput and dependability [11].

In this paper, our main intention is to secure IMSI from
active and passive IMSI catchers or spoofers, resulting in
a secure connection between the UE and the BS. Through
this, a UE can transmit IMSI to the BS in a protected and
confidential way. In normal circumstances, IMSI catcher
send’s a request for long-term subscriber identity to the
cellular device, a legal request in normal operations, but the
UE replies with its IMSI according to the standard protocol.
After receiving IMSI from the receiver device, hackers can
easily track the location and identity of a given subscriber.
Additionally, IMSI catchers can easily catch traffic from mo-
bile devices. Current cellular network broadband protocols
are unable to address IMSI catcher threats, and there is no
authentication technique available that can report the fake
IMSI requests [12].

Previous mobile systems and long-term evolution (LTE)
used such mechanisms for long-term identification and pro-
tection, but now new options are considered for security
authentication. Using a public key of serving network for
encrypting the IMSI, encrypting IMSI using a shared group
key and network request for the IMSI authentication method.

The first method is to use the public key of the serving
network for IMSI encryption, this method is not reliable
for authentication because it has too much complexity for
managing the primary key’s infrastructure and current mobile
devices have limited processing power. This approach does
not protect against spoofing attacks, and spoofers can obtain
transmitted data based on the location of cellular devices.

The second method encrypts IMSI with a shared group
key, then this group key is shared with all devices and all
other devices can easily access the IMSI via the shared key.
Unfortunately, this method has no protection against fake
devices and base stations.

The last method requiring the serving network to request
for IMSI authentication, which is incapable of protecting
against snoopers and passive attackers. This strategy fails to
defend the 5G communication cellular network because of
several complicated challenges with the infrastructure of the
primary key [12].

The former 3GPP mobile network trust model assumed
that anybody can access the interconnected roaming network.
Furthermore, this trust model assumes that these operators
are authentic and secure. Thus, the network cellular device
sending a request for sensitive information to the other de-
vices was a standard operating procedure. When the 3GPP
trust model was developed, there were not a large number
of operators. At the time, these companies were largely

dependent on one another. Hence this 3GPP model of trust
worked efficiently. Although, as time progressed, the number
of nodes and operators rapidly rose, with the addition of
other small operators and more participants to the network
infrastructure [12].

But the trust dependency on the other operations continued
to be the same, therefore in some cases, this trust model
lost its basic responsibility. Because of this, the 3GPP trust
model is no longer secure for cellular device communication.
Furthermore, we can now connect to a network using 5G
even at home or elsewhere that works as a serving network
operator, and the number of operators is still growing. That
encourages a need for subscriber secrecy improvements in a
cellular broadband system that can abolish or decrease the
trust level on other operators and actors associated with the
interconnected networks [12]. For GSM, 3G, and 4G net-
works, IMSI is the long-term identification of UE. Normally,
IMSI contains 15 digits, while it can be shorter. The first 3
digits represent the Mobile Country Code (MCC) and Mobile
Network Code (MNC), which can be 2 or 3 digits. Moreover,
MNC size relies on the MCC value. The remaining number
is the Mobile Subscription Identification Number (MSIN).

B. SIMILAR WORKS

For the current 5G cellular network improving security pro-
tocols is a step in the right direction, including the operator
public-key method. 5G provides the apparatuses to identify
the UE. Subscription Permanent Identifier (SUPI) does not
need to be released in its original form by the tools. Further-
more, personal identifiers are hidden in the SUCI utilizing
the home driver public keys and the asymmetric key cryp-
tography approach to prevent identity tracking. As a result,
this strategy is ineffective in preventing pre-authentication
for communications that might compromise LTE security
mechanism [13].

Some procedures have been presented here for detecting
IMSI Catchers. Dabrowski expressed relevant indicators for
detecting active IMSI catchers in [12]. And described how to
detect IMSI catchers with the help of measurement devices
of the network. In this method, they have presented an an-
droid application for detecting IMSI catchers. And how this
application is efficient for detecting the fake BS and active
IMSI catchers in a network. There are other applications for
detecting IMSI catchers like [14]–[17]. These applications
detect the IMSI catchers and warn the users about the IMSI
catchers.

Moreover, these applications can only detect IMSI catch-
ers but are not able to stop their attacks. Besides, security
issues are still present, and attackers can attack the network
since it uses the security protocol of the previous generation
of the cellular network. For instance, this method generates
an evaluation report and sends it to the BS, and the user can
detect the fake BS by the data provided in the evaluation re-
port. The authentic BS is detected with the BS identification
and BS broadcasting frequency [18].
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FIGURE 3. Comparison of the proposed methods in the literature

There are certificate-based techniques present that require
universal PKI. Although, the PKI management efforts may
include significant reduction. In certificate-based solutions,
round trips are used between UE and security nodes, aimed
to exchange and authenticate the certificate. Furthermore,
a certificate-based method can abolish this extra round-trip
and provide a certificate from SN to UE before UE moves
from roaming to the serving network. All certificate-based
solutions need to interchange the certificate and authenticate
these certificates, this results in extra computations and pro-
cessing which affects latency [19].

On the other hand, the root key-based method doesn’t need
the extra round trips and certificates. The current solution is
more efficient regarding signaling and computational results
as compared to the certificate-based solutions. Moreover,
this method also suffers from the increasing latency issue in
the roaming condition because in the whole authentication
procedure the round trips are made to and from the HN.
Furthermore, nobody can decrypt the message sent by the
UE except the HN, and this method creates a computational
burden on the HN [19].

The solution suggested by Van den Bruck replaces IMSI
with alias change. These fake names recognize the HN on
a universal Subscriber Identification Module (USIM) de-
termined by the network mechanism. In this way, these
aliases are segregated between SN providers and malicious
attackers, reducing the risk of active or passive ID traps for

international mobile subscribers. Also, this method requires
additional changes to the USIM.

On the other hand, Ericsson presented a method that has
certain limitations that can affect user privacy directly in the
HSS, which can pose a critical security threat to cellular
networks and this method can solve the operator privacy issue
with the current authentication procedure. Users may face
some issues regarding the confidentiality of the user’s loca-
tion in the presented method. For example, a mobile man-
agement entity may obtain subscription information, which
ought to be a user’s mobile number, from the HN during
location updates in the presented method. Furthermore, it
appears that Ericsson’s proposed method is insufficient to
protect the IMSI during the verification and identification
stages [12].

Paper Structure: The remaining sections of this paper
are organized as follows. Section II illustrates the system
overview. In Section III, the proposed protocol architecture
is described. Section IV presents the system model and sim-
ulation results and finally, section V provides the conclusion.

II. SYSTEM OVERVIEW
In this section, We aim to provide an easy-to-understand
illustration of the proposed infrastructure. Fig. 1 describes the
infrastructure and its drawbacks. These abstractions include
UE, SN, and HN. SN and HN are in the same network with-
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FIGURE 4. System Model Using BPSK Transmitter (UE) and Receiver (BS)

out roaming. Two other entities are relevant to our discussion,
but they are not included in the network that can attack the
network. They can be passive IMSI catchers (PIC) or active
IMSI catchers (AIC). The communication interface between
the UE and the SN is initially insecure. On the other hand,
the interface between SN and HN is secured.

The proposed protocol scheme is designed to protect IMSI
at both UE and BS sides. UE generates its secret key ku and
applies the XOR function between ku and IMSI then UE
gets rk, this secret code is then sent by UE to the BS. This
method makes sure that the UE subscriber identity is secure
and authorized because IMSI is not transmitted in its original
form in the air. When this encoded IMSI is intercepted
by fake BSs they can not make use of this anymore. The
complete steps are explained in the next section.

III. PROPOSED PROTOCOL ARCHITECTURE
The designed protocol structure is shown in Fig. 2. This
scheme starts from the UE side which generates the secret
key ku and applies the XOR function between IMSI (denoted
by b) and ku, and generates a code rk, then this code is trans-
mitted in the air. The following steps explain the designed
system infrastructure:

1)

ku ⊕ b = rk (1)

In the first step, UE generates a secret key and applies
XOR function between the secret key and IMSI, which
generates a secret code rk that is transmitted in the
air. On the other hand, BS receives rk from UE, then
BS gets its own key kp from the core network (AMF)
and applies XOR function between kp and rk. This
generates another secret code r

′

k which is transmitted
to the UE from BS.

2)

rk ⊕ kp = r
′

k (2)

Here UE receives r
′

k secret code from BS, then UE
applies XOR function between rk and r

′

k and gets kp.
Where kp is the secret key of the BS.

3)
r
′

k ⊕ rk = kp (3)

At this step, UE acquires BS secret key kp, now UE
ensures that this BS is authentic. After authenticating
the BS, UE transmits IMSI to BS included with the
secret key kp by applying XOR function between the
IMSI and the BS secret key.

4)
kp ⊕ b = r

′′

k (4)

In step 4, UE generates another secret code r
′′

k and
sends it to the BS. The BS applies XOR function
between r

′′

k and own secret key.
5)

r
′′

k ⊕ kp = b (5)

In the last step, the base station acquires the IMSI
(b). After doing all these necessary steps to ensure
confidentiality, a secure connection between the UE
and the real BS can be established. Fig. 2, describes
the protocol model of the proposed solution, including
the complete mathematical calculations and functions
used in the algorithm.

FIGURE 5. BER performances of the proposed protocol over noisy and
Rayleigh channels.

IV. SIMULATION RESULTS
As illustrated by the transceiver design in Fig. 4, the BPSK
system model is utilized to carry out the transmission and
reception of the proposed scheme. To authenticate the BS, the
UE follows the proposed protocol steps, and after verifying
the BS, it shares the IMSI with the BS so that the BS can
also authenticate the UE. XOR logical exclusive disjunction
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FIGURE 6. Comparison between transmitted and received BS keys.

FIGURE 7. Comparison between transmitted and received UE IMSI.

function is utilized to integrate the system metrics, where
XOR is true when either A or B is true and if both A and
B are true or false, then the XOR is false as shown in Eq. (6).
True represented by 1 and false by 0.

XOR(A,B) (6)

System parameters include IMSI, UE, and BS secret keys,
that are of the same length when transmitted or received at
either UE or BS. The UE secret key is transmitted only one
time initially. BPSK modulation and demodulation are used
at UE and the BS. Different wireless channel models are
utilized to carry out the transmission process and add the
effect of noise and multipath fading. The transmission pro-
cess is carried out via time division duplex (TDD) operation,

resulting in coherence time having the same channel values
in uplink and downlink transmissions.

The proposed protocol scheme is simulated in terms of
bit error rate (BER), and the obtained BS key and IMSI are
compared with their previous counterparts in the MATLAB
simulation environment to show the effects of degradation
during transmission. In Fig. 5, BER responses of general
noise, Rayleigh fading channel, and proposed protocol trans-
missions steps are displayed. From Fig. 5, it is clear that
there is no degradation in the transmission of BS key and UE
IMSI, which have the same performances as the general BER
responses of the noise and Rayleigh fading channels. Figs. 6
and 7 demonstrate the effectiveness of the proposed protocol
by comparing the values available before transmission and
obtained results after reception at UE and BS side for BS key
and UE IMSI, respectively. The red and blue bars are stacked
on top of each other showing the similarity between obtained
values.

V. CONCLUSION
In this article, we presented a novel protocol mechanism
to secure IMSI from fake BSs. The proposed framework
makes the 5G mobile network more secure by establishing
the secret key identifier between the UE and the legitimate
BS. The authentication process uses the XOR function to
encode IMSI with the secret key during transmission between
the UE and BS in a 5G cellular network. The mobile device
generates its key and applies a XOR procedure between its
key and the IMSI to encode the IMSI that is transmitted
publicly in the air. The fake BSs and IMSI catchers can
get this secret code but are not able to extract the original
information. Also, after receiving the secret code from the
UE, the BS sequentially repeats the procedure to get its key
from the core network, where it applies the XOR function
procedure again. This whole design of generating secret keys
and identifying the BS and UE as legitimate parties while
ensuring the safety, privacy, confidentiality, and establishing
authenticity between UE and BS assures the novelty of the
proposed design.
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