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What’s Causing Our Healthcare Breaches? 

A Comparison of Data from 2013 to 2020 
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Previous analyses done in 2013-2014 of the HHS database for data breaches affecting 500 or more individuals found that 

roughly 75% of breaches were due to theft and loss of things like desktop computers, paper records, laptops and 

removable storage devices like CDs, USBs, and films. In comparison, hacking and IT incidents only came in at about 

7%. In other words, although it is unlikely that any method of managing protected healthcare information (PHI) will ever 

be 100% safe, in 2014, it looked like online methods of practice management were substantially safer than more 

traditional methods. However, given that so many more healthcare professionals are using digital methodologies now, it 

seemed timely to explore whether those conclusions still hold true today. An analysis of the same HHS database in 

August 2020 found that, in fact, trends have reversed markedly and that hacking and IT incidents now account for 87% 

of the reported breaches. Email and Network Servers were the major culprits, with Network Server breaches accounting 

for 67% of the breaches and Email 23%. All other Type of Breach categories, including those that were at the top of the 

list in 2014, only contributed negligible amounts. Possible explanations as well as suggestions for reducing these risks 

are explored.  
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The Department of Health & Human Services (HHS) defines a 

breach as “an impermissible use or disclosure under the Privacy 

Rule that compromises the security or privacy of the protected 

health information” (OCR, 2013).  Originally, only Covered 

Entities (healthcare providers, clearinghouses, and healthcare 

plans) were required by law to report breaches that occurred within 

their organizations. However, in actual practice, Business 

Associates (BAs) were often included if certain conditions were 

met. The HITECH Act (OCR, 2009) expanded the responsibilities 

of Business Associates by requiring them to provide Covered 

Entities with a Business Associate Agreement (BAA). That 

effectively put Business Associates on the hook for reporting any 

breaches for which they were responsible. When reported data 

breaches in healthcare affect 500 or more individuals, they are 

required by law to be posted on a public database published by 

HHS. 

 

In 2014, Wikina analyzed the data in this HHS database and found 

that that majority of breaches (75%) were due to theft and loss of 

things like desktop computers, laptops, paper records, films and 

removable storage devices. In comparison, hacking and IT 

incidents, things that might be related to online practice 

management, were only listed in 7% of the breaches. At that point 

in time, it seemed reasonable to conclude that online recordkeeping 

practices were relatively safe. 
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However, much has changed in the ways we record and manage 

patient data since 2014. For example, the Meaningful Use 

legislation, set in motion by the HITECH Act, resulted in large 

numbers of physicians moving to online practice management 

tools. Meaningful Use was intended to, among other things, lay the 

foundation for a national database of healthcare information which 

was to be accessed by specific types of EHRs which were certified 

by the ONC. These EHRs were designed to be interoperable at 

some point in the future and to collect data on patients that could 

track progress and outcomes on specified measures.  In 2011, the 

federal government began providing incentives to physicians to 

adopt these kinds of EHRs and penalized physicians with 

downward adjustments to their Medicare and Medicaid 

reimbursements when they didn’t meet the required reporting 

criteria. Because of these financial incentives, physical health 

providers began signing up for EHRs and, concomitantly, 

converting most or all their paper office practice management tasks 

to digital. Behavioral health providers, who were not included in 

the Meaningful Use legislation, largely either continued to maintain 

paper records or used other types of practice management systems.  

 

In a completely unrelated set of circumstances, the onset of COVID 

caused many behavioral healthcare providers to begin using 

telehealth so they could continue seeing their patients. Once 

behavioral health practitioners shifted to conducting sessions 
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online, they began seeing the need for other digital tools, such as 

ways to get forms back and forth, collect eSignatures, schedule 

appointments, store digital files, etc. This means that currently, 

even though the motivators were different, most physical and 

mental health practitioners have moved at least some, if not all, of 

their practice management tasks online. It seems logical to think 

that if more protected health information (PHI) is being stored 

online now than when the previous studies were done, there might 

be more Hacking/IT breaches than earlier studies had shown. The 

current study addresses the hypothesis that Hacking/IT breaches 

will be higher in the 2020 data than they were in 2014.  

Method 

Data for this study were downloaded from the HHS “Data Breaches 

Affecting 500 or More Individuals” database at the HHS website 

and copied into Microsoft Excel. The data were then sorted by Type 

of Breach and Location of Breach and compared to similar data that 

had been extracted from the same database in 2013 and 2014 

(Litton, 2021; Wikina, 2014). There have been some minor changes 

in the way the HHS database is being reported in 2020 as opposed 

to 2013/2014 which will be explained below. 

 

The following columns from the HHS database were analyzed: 

Covered Entity Type, Individuals Affected, Type of Breach and 

Location of Breached Information. The main page of the database, 

called “Under Investigation,” lists all breaches reported within the 

past 24 months that are currently under investigation by the Office 

for Civil Rights (OCR). There is also an archive for records that 

have been resolved and/or older breach reports, dating back to 2009 

when reporting first began. Possible values for those analyzed 

columns that had choices are: 

 

• Covered Entity Type: Health Plan, Healthcare Clearing 

House, and Healthcare Provider.  

• Type of Breach: Hacking/IT Incident, Theft, Other, 

Improper Disposal, Unauthorized Access/Disclosure, 

Loss and Unknown.  

• Location of Breach: Desktop Computer, Laptop, 

Paper/Films, Electronic Medical Record, Network 

Server, Other, Email and Other Portable Electronic 

Device. 

 

The form for filing breaches currently has these initial choices on 

the form for entering the type of Covered Entity: 

• Are you a Covered Entity who experienced a breach, and 

are filing on behalf of your organization? 

• Are you a Business Associate who experienced a breach, 

and are filing on behalf of a Covered Entity? 

• Are you a Covered Entity filing because your Business 

Associate experienced a breach? 

 

If you choose either the first or the last option, you are then taken 

to the next screen which has a dropdown box for “Type of Covered 

Entity” that has the choices we would expect: 

 

• Health Plan 

• Healthcare Clearing House 

• Healthcare Provider 

 

However, if you look at the Type of Covered Entity column in the 

database itself, in addition to the three types of Covered Entities 

listed above, you’ll also see “Business Associates” listed. 

Technically, Business Associates are not Covered Entities. 

Attempts to contact HHS to determine the reasoning or algorithm 

behind this change did not yield results. However, it could be that 

since Business Associates are now required to report breaches, and 

also, since the forms for filing breaches allow Covered Entities to 

report a breach that was experienced by their Business Associate, 

that Business Associates are now included in the database under 

Type of Covered Entity. 

 

There is also a minor discrepancy in the Type of Breach data 

currently available. Both Litton (2021) and Wikina (2014) reported 

Type of Breach data for the “Other/unknown” category when they 

pulled data in 2013-2014. However, a filtered list of the entire 

database shows that both of those categories seem to have dropped 

out by the end of 2014.  

 

The “Location of Breached Information” column has also changed 

somewhat over time. The 2014 options were:  

• Computers 

• Desktop Computers 

• Laptop 

• Paper 

• Electronic Health Records (EHRs) 

• Network Server 

• Others 

• Email 

 

As mentioned earlier, possible choices for Location of Breached 

Information in 2021 are:  

 

• Desktop Computer 

• Laptop 

• Paper/Films 

• Electronic Medical Record 

• Network Server 

• Other 

• Email 

• Other Portable Electronic Device  

 

Specifically, in the 2021 data, the “Computers” location no longer 

exists, “Paper” has been changed to “Paper/Films,” “Electronic 

Health Records (EHRs)” has been changed to “Electronic Medical 
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Records,” and “Others” has been changed to “Other.”  Also, the 

2021 data now has a category for “Other Portable Electronic 

Device.” Finally, Films, now included with Paper, were originally 

included in the Others category, which mostly consisted of external 

storage types of products such as removable hard drives, CDs, 

thumb drives, and backup tapes.  

 

There is another attribute of the Location of Breach data that should 

be discussed. On the form, the user may select as many locations as 

they deem fit. All user-choices are displayed in a single column in 

the database. For example, if we selected five breaches at random 

from the database and only looked at the Location of Breach data, 

we might see something like this: 

 

Table #1. Sample Data Presentation for Location of Breach 

 

Breach Location of Breach 

#1 Email 

#2 Network Server, Email 

#3 Paper/Films 

#4 Desktop Computers, Electronic Medical Record, Email 

#5 Network Server, Other Portable Electronic Device 

 

 

This makes data analysis a bit challenging, since, for example, in 

breach #4, if the number of individuals affected by that breach is 

listed as 10,000, we have no way of knowing how many breaches 

might have been on Desktop Computers, how many on Electronic 

Medical Records, and how many were Email. Wikina (2014) tried 

to deal with this issue by checking the notes in the “Summary” 

column in an attempt to avoid double counting. However, not all 

entries provide enough information to get precise counts. For that 

reason, Location of Breach data in this paper should be considered 

as approximate.  

 

Finally, total number of breaches as well as number of individuals 

affected were examined. The Hacking/IT Location of Breach data 

were further refined by looking at both Email and Network Server 

breach types separately, including an analysis of the Type of 

Covered Entity for both Email and Network Server types of 

breaches. 

 

 

Results 
 

Comparison of the 2014 Type of Breach data with the same data in 

2020 suggest that Hacking/IT breaches do seem to have risen 

substantially:    

 
Table #2. Type of Breach/Individuals Affected, October, 2014. 

(Wikina, 2014 sorted largest to smallest) 

 

Type of Breach # Individuals 

Affected 

Percentage 

Theft 12,785,150 48% 

Loss 7,359,407 27% 

Other/Unknown 2,869,863 11% 

Hacking/IT Incident 1,901,111 7% 

Unauthorized Access/Disclosure 1,334,118 5% 

Improper Disposal 649,294 2% 

TOTALS: 26,898,943 100% 

 

Table #3. Type of Breach/Individuals Affected, August, 2020. 

(Sorted to match the 2014 data in Table #2) 

 

Type of Breach # Individuals 

Affected 

Percentage 

Theft 839,138  2% 

Loss 74,907 < 1% 

Other/Unknown* N/A N/A 

Hacking/IT Incident 30,327,496 87% 

Unauthorized Access/Disclosure 3,132,091 9% 

Improper Disposal 582,557 2% 

TOTALS: 34,956,189 100% 

 

*As stated earlier, the “Other/Unknown” Type of Breach category that 

accounted for 11% of the 2014 breaches did not appear in the 2020 data. 

 

To learn more, the Location of Breach data were analyzed to see 

where most of these breaches are occurring. In 2014, the majority 

of records were breaches in the “Others” category, which mostly 

included external storage devices such as removable hard drives, 

USB memory sticks, CDs, and films. Next in line were Desktop 

Computers. Together, those two categories accounted for 61% of 

the total number of individuals affected: 

 

Table #4. Location of Breach/Individuals Affected, October, 2014. 

(Wikina, 2014 sorted largest to smallest) 

 

Location of Breach #Individuals 

Affected 

Percentage 

Others* 11,999,454 45% 

Desktop Computers 4,242,857 16% 

Network Server 2,597,151 10% 

Laptop 2,420,476 9% 

Computers 2,356,416 9% 

Electronic Health Records (EHRs) 1,843,624 7% 

Paper 1,177,866 4% 

Email 261,099 1% 

TOTALS: 26,898,943 100% 

 

*The “Others” category is mostly composed of external storage devices like 

removable hard drives, CDs, thumb drives, backup tapes, films, etc. 

 

The same data in 2020 shows that the location of breached data for 

individuals affected has also changed. Now, the two largest 

location categories are Network Server (67%) and Email (23%) for 

a combined total of a whopping 90% of all individuals affected by 

breaches reported to the HHS database during the last two years. 

All other categories have become almost negligible: 

 

Table #5. Location of Breach/Individuals Affected, August, 2020. 

(Sorted to match the 2014 data) 
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Location of Breach #Individuals 

Affected 

Percentage 

Other 1,008,614 3% 

Desktop Computers 767,946 2% 

Network Server 23,192,868 67% 

Laptop 713,585 2% 

Electronic Medical Record 387,745 1% 

Paper/Films 160,694 < 1% 

Email 8,048,303 23% 

Other Portable Electronic Device 111,805 < 1% 

TOTALS: 34,391,560 100% 

 

It’s probably not surprising that since the type of breach has 

changed, so has the location.  

 

Another important step in analyzing the data is to try to determine 

who might be responsible for these breaches. Given that the largest 

type of reported breach in 2020 was Hacking/IT, and that Network 

Server and Email were the major offenders, one final variable, Type 

of Covered Entity, was examined. As discussed above, for an 

unknown reason, Business Associates are now listed in the HHS 

database as Covered Entities, so they are included in the table. Also, 

although Clearinghouses are still included as Covered Entities, no 

Clearinghouse breaches were reported for this specific set of 

parameters, so they are not listed.  

 

Table #6. Email/Network Server by Type of Covered Entity, 2020. 

 

Breach 

Location  

Type of CE # Individuals % Ind 

Email  6,239,643 100% 

 Business Associate 848,895 14% 

 Health Plan 298,334 5% 

 Healthcare Provider 5,092,414 82% 

    

Network Server  20,629,423 100% 

 Business Associate 12,559,021 61% 

 Health Plan 2,983,657 14% 

 Healthcare Provider 5,086,745 25% 

Totals:  26,869,066  

 

Looking first at Email, we can see that 82% of individuals were 

affected by breaches which were reported as being caused by 

Healthcare Providers. Business Associates came in second, being 

responsible for 14%. 

 

Network Server breaches appear to be caused primarily by 

Business Associates (61%) with healthcare providers coming in 

second at 25%. 

 

Discussion 
 

It seems clear that Hacking and IT incidents are on the rise. 

Specifically, data from 2014 studies found only 7% of the reported 

breaches were due to Hacking/IT. By August, 2020, this number 

had climbed rather dramatically to 87%. The Location of Breached 

Information has also changed. In 2014, most breaches were being 

caused by theft or loss, which tended to affect physical items in 

healthcare offices, such as desktop computers, laptops, paper files, 

external hard drives, films, etc. In 2020, the largest Location of 

Breaches were Email and Network Servers. This makes intuitive 

sense given that the primary type of breach are now Hacking/IT 

incidents, since email and network servers are the kinds of things 

hackers tend to target. In fact, the Email and Network Server 

categories alone account for 90% of the total number of individuals 

affected by breaches reported and under investigation during the 

past two years. Drilling down a bit farther, Healthcare Providers 

seem to be responsible for many of these Email/Network Server 

breaches. This is especially true in the Email category, where 

Healthcare Providers claim responsibility for 82% of individuals 

affected by breaches. 

 

Part of the dramatic increase in Hacking/IT incidents may well be 

attributed to fact that more healthcare professionals are utilizing 

online methodologies than was true in 2014. However, it’s also 

possible that hackers are getting better at what they do. Most likely, 

both things are contributing, although the correlational design used 

in the current study does not allow us to answer those types of 

questions. Also, the data in this study cannot be viewed as a 

complete sampling of all healthcare breaches or even as a random 

one. Data was confined to only those breaches reported on the HHS 

“Data Breaches Affecting 500 or More Individuals” database, 

which is largely either self-report or reported by auditors. 

 

However, the study does have heuristic value in perhaps being able 

to point us to ways we can prevent more breaches in the future. It 

is noteworthy that the main type of Covered Entity responsible for 

the Email/Network Server Hacking/IT breaches seems to be 

healthcare providers. This is a broad category that would include 

hospitals, agencies, and specialty clinics as well as providers in 

private practice.  Although presenting details about specific 

breaches is beyond the scope of the current paper, the fact that most 

email breaches can be avoided merits discussion. Email breaches 

caused by Hacking/IT can fall into several categories. Several 

common ones, with remedies for how to help prevent them are:  

 

Table #7. Common Reasons for Email Breaches caused by Hacking/IT 

with Suggestions for Prevention and Remediation. 

 

Unsecured 

Email 

Products 

What It Is: Many healthcare providers still rely on 

unsecured email products such as Gmail, GSuite 

(which is only partially encrypted), Yahoo, Outlook, 

and AOL. Email sent from these products can be 

hacked both when in transit between sender and 

recipient and also “at rest,” i.e., when sitting in mail 

folders on either person’s device (e.g., Inbox, Sent, 

Drafts, Spam, Deleted.) 

 How to Fix/Prevent It: Require all users to use email 

that is fully encrypted. In healthcare organizations 

and private practices, the safest solution is often to 

use healthcare portals which require parties on both 

ends to log in to retrieve their email. Portals are 

included with many integrated products such as 
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EHRs/EMRs and other similar practice management 

applications. 

Phishing What It Is: This type of attack occurs when someone 

sends an email (text or instant message) posing as a 

trusted individual and manages to be convincing 

enough to cause the recipient to click a link and/or 

download a file which contains malware. 

 How to Fix/Prevent It: Educate users and patients 

on how to spot phishing emails. If an attack has 

occurred, change passwords and run virus/malware 

scans on affected devices. Perform routine 

virus/malware scanning programs on all devices. 

Unsecured 

Applications 

What It Is: Some software applications are poorly 

written. Also, network systems can be poorly 

designed and/or implemented. Either of these 

problems can cause doors to be left open for hackers. 

 How to Fix/Prevent It: Make sure you have the 

latest updates and/or patches for all applications you 

use – including server software. Implement multi-

factor authentication for each product. Keep firewalls 

intact. Do not hesitate to ask software developers to 

explain their encryption and other safety protocols. If 

they do not give you satisfactory answers, it may be 

time to find a new product. 

Insider 

Threats 

What It Is: Sometimes disgruntled employees or ex-

employees who already have access to your data use 

it for their own gain. 

 How to Fix/Prevent It: Be vigilant with your current 

employees and encourage people to report any 

suspicious activities they see. When an employee 

leaves, make sure all permissions to your database 

and equipment are revoked immediately. 

 

Many email attacks occur because of poor email hygiene, e.g., 

using weak or easy-to-guess passwords, sharing passwords with 

others and leaving workstations unattended. However, those types 

of breaches tend to be listed in the Unauthorized Access/Disclosure 

category instead of Hacking/IT so these suggestions, though always 

important, were not included in the table.  

 

Network Server breaches can often be prevented by having 

frequent reviews of security protocols used by the organization. 

The following list may be helpful: 

 

• Require strong passwords that are changed regularly. 

• Implement two-factor authentication. 

• Secure all routers. 

• Keep regular backups of all data in more than one 

location, preferably with at least one backup being 

online. 

• Educate all employees about safety procedures as 

needed. This normally would include trainings for new 

hires but also periodic training updates for all. 

• Use encrypted transmissions. All data transactions can 

and should be encrypted “in motion” (i.e, when traveling 

from one device to another.) Some data can also be 

encrypted “at rest,” i.e., while it is on the device that is 

sending it and/or the device that receives it. 

 

In conclusion, although hacking and IT incidents do seem to be on 

the rise, an analysis of the underlying vulnerabilities can be used 

to point to solutions, some of which are relatively easy to 

implement. Since it seems likely that our reliance on digital tools 

for practice management will continue to increase rather than 

decrease, it may be important to implement these types of 

practices. 
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