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ABSTRACT 
The pharmaceutical industry makes substantial investments in R&D 

to bring innovative health care solutions to market.  These solutions help 
sick patients recover faster, prolong life expectancy, and bring comfort 
to those with destructive illnesses.  Yet, the industry faces immense 
regulatory challenges.  Title 21 CFR 11 (Part 11) establishes the Food 
and Drug Administration’s (FDA) regulations for electronic signatures 
and record keeping in the pharmaceutical industry. Part 11’s broad 
scope has proved burdensome since its inception in 1997 because it 
applies to all FDA-mandated regulations, such as manufacturing 
practices and development protocols. A Part 11 violation can affect a 
company’s goodwill, patent revenue, R&D, and overall bottom line.  
Blockchain is an emerging technology that provides an innovative and 
robust solution to these regulatory challenges. Although implementing 
a blockchain approach may be costly for some newer or smaller players 
in the pharmaceutical industry, companies such as Scientist.com make 
it straightforward to integrate a ready-made blockchain approach. This 
timesaving approach has already helped fifteen of the top twenty-five 
pharmaceutical companies, saving the industry time and money. These 
reduced transaction costs help get much-needed medications to the 
market quicker—truly promoting “faster science.” 

INTRODUCTION 
Today’s pharmaceutical drugs breathe new life into ill patients.1  

Modern medications help cancer patients by reducing the size of lung 
and brain tumors2 and by “enabl[ing] . . .  patient[s] to maintain good 
quality of life for as long as feasibly possible.”3  They improve organ 

 
1 See FDA Approves Ofev, DRUGS.COM (Oct. 15, 2014), 

https://www.drugs.com/newdrugs/fda-approves-ofev-nintedanib-idiopathic-
pulmonary-fibrosis-4100.html.  Ofev (nintedanib) treats idiopathic pulmonary 
fibrosis, which results in progressively scarred lungs and difficulty breathing.  Id.  

2 See, e.g., FDA Approves Genentech Drug Alecensa for ALD-Positive Lung 
Cancer, TECH TIMES (Dec. 2015), 
https://www.techtimes.com/articles/115788/20151212/fda-approves-genentech-drug-
alecensa-for-alk-positive-lung-cancer.htm.  Genentech gained accelerated conditional 
approval after a study showed promising results.  Id.  

3 Astrazeneca announces EU marketing approval for Faslodex™, EUREKALERT! 
(Mar. 12, 2004), https://www.eurekalert.org/pub_releases/2004-03/shi-
aae031204.php.  Faslodex treats breast cancer, which affects nearly ten percent of 
women during their lifetimes, and is marketed in the United States, Brazil, and the 
European Union.  Id.  
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transplant success rates4 and protect against heart failure.5  They battle 
rare diseases and bring new hope to patients “with absolutely 
devastating disorders.”6   

The pharmaceutical industry helps patients get these cures faster.7  
The quicker that pharmaceutical companies can develop, test, 
manufacture, and distribute a new drug, the quicker the pharmaceutical 
companies can continue meeting patient needs8 and exceeding modern 
scientific expectations.9  Without the innovative pharmaceutical 
industry’s ability to develop and test new drugs,10 we would not have 
these life-changing medications and treatments.11   

 
4 See, e.g., Novartis drug Zortress® is first in over a decade approved by FDA to 

prevent organ rejection in adult liver transplant patients, CISCION PR NEWSWIRE 
(Feb. 15, 2013), https://www.prnewswire.com/news-releases/novartis-drug-zortress-
is-first-in-over-a-decade-approved-by-fda-to-prevent-organ-rejection-in-adult-liver-
transplant-patients-191467161.html.  “The approval was based on the largest liver 
transplant study to date . . . .”  Id.  “With the approval of Zortress . . . we have a new 
treatment option that has the potential to address the unmet medical need for 
maintaining renal function without compromising acute rejection rates—and [that is] 
important for patients and physicians.”  Id.  

5 See, e.g., ACTIVASE Rx, MONTHLY PRESCRIBING REFERENCE, 
http://www.empr.com/activase/drug/1602/ (last visited Apr. 9, 2020).  Activase treats 
“acute myocardial infarction (AMI) to reduce mortality and incidence of heart failure.”  
Id.  

6 How A $440,000 Drug Is Turning Alexion Into Biotech’s New Innovation 
Powerhouse, FORBES (Sept. 24, 2012), 
https://www.forbes.com/sites/matthewherper/2012/09/05/how-a-440000-drug-is-
turning-alexion-into-biotechs-new-innovation-powerhouse/#536d82d425e1.  

7 As William J. Mayo, principle founder of the Mayo Clinic, once aspired: “The 
aim of medicine is to prevent disease and prolong life, the ideal of medicine is to 
eliminate the need of a physician.”  See, e.g., William J. Mayo, “The Aim of 
Medicine,” TODAY SCI. HISTORY, 
https://todayinsci.com/M/Mayo_William/MayoWilliam-AimQuote500px.htm (last 
visited Apr. 9, 2020). 

8 See generally Arthur Daemmrich, Invisible Monuments and the Costs of 
Pharmaceutical Regulation: Twenty-Five Years of Drug Lag Debate, 45 PHARMACY 
HIST. 3 (2003) [hereinafter Invisible Monuments], for an in-depth look at whether 
increased FDA regulation negatively impacts patients by leading to a “drug lag.”  

9 See Philip Mirowski & Robert Van Horn, The Contract Research Organization 
and the Commercialization of Scientific Research, 35 SOC. STUD. SCI. 503, 508 
(2005).  Initially, economists and industry leaders “attacked” strict FDA regulations 
“as unwarranted government interference with innovation[] [that] delay[ed] the 
marketing of new drugs.”  Id. 

10 See Balkrishna C. Rao, How to Measure Innovation, 53 CHALLENGE 109, 114–
23 (2010) (using pharmaceutical companies as a measure of innovation). 

11 As Hippocrates, the ancient Greek physician, once stated: “Wherever the art of 
medicine is loved, there is also a love of humanity.”  See, e.g., Hippocrates > Quotes 
> Quotable Quote, GOODREADS, https://www.goodreads.com/quotes/22447-
wherever-the-art-of-medicine-is-loved-there-is-also (last visited Apr. 10, 2020); see 
also Irving H. Jurow, The Legislative Picture for the Drug Industry or “Sulfanilamide 
Revisited,” 18 BUS. LAW. 209, 209 (1962).  One commentator has elaborated on the 
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The reason patients are willing to try new drugs is because the 
pharmaceutical industry is highly regulated.12  The Food and Drug 
Administration (FDA) regulates the testing, manufacturing, labeling, 
and safety of each new drug on the market.13  But the pharmaceutical 
industry was not always so highly regulated.14   

The first modern pharmaceutical regulations were not introduced in 
the United States until the early 1900s.15  A series of deaths and physical 
deformities led to multiple revisions of the modern pharmaceutical 
industry regulations.16  By 1927, Congress had established the FDA to 
enforce food and drug safety.17  Today, the FDA requires thorough 
documentation for new drug development, including records for 
manufacturing practices, quality controls, and labeling requirements, as 
well as a new recall procedure.18   

As the pharmaceutical industry increasingly embraced electronic 
storage methods in the 1990s, industry leaders began meeting with FDA 
representatives “to determine how [the FDA] could accommodate 
paperless record systems.”19  In 1997, the FDA issued 21 C.F.R. § 11 

 
balance between experimenting with new drugs and protecting the public at large: "No 
one will question that every effort should and must be made, and every prudent 
procedure adopted, which gives promise that similar [new drug] disasters do not occur; 
but in doing so we should not 'kill the goose that lays the golden egg'."  See Jurow, 
supra. 

12 See Lisa A. Seidman & Noreen Warren, Frances Kelsey & Thalidomide in the 
US: A Case Study Relating to Pharmaceutical Regulations, 64 AM. BIOLOGY TCHR. 
495, 496 (2002).  

13 Id.  
14 Id.  
15 See Sharon B. Jacobs, Crises, Congress, and Cognitive Biases: A Critical 

Examination of Food and Drug Legislation in the United States, 64 FOOD & DRUG 
L.J. 599, 601 (2009). 

16 Deformities that primarily affected children were instrumental in 
revolutionizing regulatory compliance; “Thalidomide babies,” for example, were born 
without limbs, or with flipper-like appendages, as well as with brain damage, which 
led to some of the strictest regulatory amendments.  Id. at 609 (citing ELISABETH A. 
CAWTHOM, MEDICINE ON TRIAL 46 (2004)).  See infra Section I.A., for more 
information on the link between drug-related deaths and deformities and increased 
pharmaceutical regulation.   

17 See Seidman & Warren, supra note 12, at 496.  
18 Part 11, Electronic Records; Electronic Signatures—Scope and Application, 

U.S. DEP’T HEALTH & HUM. SERVS. n.3 (Aug. 1, 2003), 
https://www.fda.gov/regulatoryinformation/guidances/ucm125067.htm#f3 (“These 
requirements include, for example, certain provisions of the Current Good 
Manufacturing Practice regulations (21 C.F.R. Part 211), the Quality System 
regulations (21 C.F.R. Part 820), and the Good Laboratory Practice for Nonclinical 
Laboratory Studies regulations (21 C.F.R. Part 58).”). 

19 Electronic Records; Electronic Signatures, 62 Fed. Reg. 13,464 (Mar. 20, 1997) 
(to be codified at 21 C.F.R. pt. 11), https://www.govinfo.gov/content/pkg/FR-1997-
03-20/pdf/97-6833.pdf. 
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(Part 11), which enables pharmaceutical companies to use electronic 
signatures and record-keeping systems.20  Although not required by the 
FDA, electronic record storage is preferred over paper storage for a 
variety of reasons, including reduced costs, decreased environmental 
impact, and simplified storage.21  Part 11 applies to any electronic 
record that is “created, modified, maintained, archived, retrieved, or 
transmitted” under the FDA’s “predicate rules.”22  Predicate rules are 
all “underlying requirements set forth in the . . . FDA regulations,” 
including any records submitted to the FDA—even “records not 
specifically identified in Agency regulations.”23  The most challenging 
feature of Part 11 is ensuring access and change controls, which limit 
access to the data to authorized personnel and control for any data 
tampering by requiring validation processes and audit trails.24   

When pharmaceutical companies tested and manufactured 
everything in-house, keeping track of these records was seamless.25  
However, the increased trend of outsourcing26 has made this process 

 
20 Id.  Failure to meet Part 11 “meant that the agency could delay a drug’s approval 

for months or years after the company felt it was ready for widespread use.”  
Daemmrich, supra note 8, at 6.  Today, effective data management is essential in the 
pharmaceutical industry.  See 2017 Pharmaceutical R&D leader survey: Innovating 
to survive, collaborating to thrive, DELOITTE, 
https://www2.deloitte.com/uk/en/pages/life-sciences-and-
healthcare/articles/pharmaceutical-r-and-d-leader-survey.html (last visited Apr. 9, 
2020) (“Digital and technology transformation: As the data landscape within R&D is 
becoming more complex effectively managing data with regards to accessibility, 
security[,] and costs is becoming critical.”).   

21 See e.g., Five Reasons to Use Electronic Records vs. Paper Records: Software 
makes it easier to move and manage documents electronically, POWERDMS (June 28, 
2018), https://www.powerdms.com/blog/5-reasons-to-use-electronic-records-vs-
paper-records/. 

22 Guidance for Industry: Part 11, Electronic Records; Electronic Signatures—
Scope and Application, U.S. FOOD & DRUG ADMIN. 1 (Aug. 2003), 
https://www.fda.gov/downloads/regulatoryinformation/guidances/ucm125125.pdf.  

23 Id. at 3. 
24 Id.at 4.  The FDA sought to enforce access and chance controls through the 

following requirements: “limiting system access to authorized individuals; use of 
operational system checks; use of authority checks . . . .”  Id. 

25 See Henry Adobor, Ethical Issues in Outsourcing: The Case of Contract 
Medical Research and the Global Pharmaceutical Industry, 105 J. BUS. ETHICS 239, 
244 (2012) [hereinafter Ethical Issues in Outsourcing].  Ensuring proper protocols are 
followed is difficult when pharmaceutical companies cannot easily monitor the 
outsourced trials.  Id.  

26 See An Introduction to 21 C.F.R. Part 11: A Deeper Look at the FDA 21 C.F.R. 
Part 11 Regulations, and Why They Are So Important in Today’s Life Science 
Environment, PHARM. MFG. (Oct. 14, 2014), 
https://www.pharmamanufacturing.com/articles/2014/the-beginners-guide-to-21-cfr-
part11/ [hereinafter Introduction to Part 11]; see also Mirowski & Van Horn, supra 
note 9, at 508 (“FDA-mandated procedures now form the basis of corporate drug 
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much more complicated due to Part 11’s access controls and change 
controls, which are difficult to ensure across international borders.27  
Access controls “limit[] system access to authorized individuals.” 28  
Change controls prohibit record tampering by requiring a validation 
process and audit trail.29  These controls are intended to ensure data 
integrity.30 

Failure to comply with Part 11 can affect a company’s R&D,31 
profit, goodwill, and future business aspirations.32  Noncompliance may 
result in FDA warnings, the FDA’s denial of a new drug application,33 
or even the loss of a multi-billion-dollar merger deal.34  With such high 
stakes, pharmaceutical companies need to maintain Part 11 without any 
hiccups.35  

 
testing throughout the developed world.”); Shreefal Mehta & Lois S. Peters, 
Outsourcing a Core Competency, 50 RES. TECH. MGMT. 28, 28 (2007) (“Data from 
contract research organizations (CROs) and pharmaceutical companies reveal an 
increasing amount of outsourcing of biostatistics in clinical trials.”).  

27 21 C.F.R. §§ 211.68(b), 211.194(a). 
28 Guidance for Industry: Part 11, Electronic Records; Electronic Signatures—

Scope and Application, U.S. FOOD & DRUG ADMIN. 4 (Aug. 2003), 
https://www.fda.gov/downloads/regulatoryinformation/guidances/ucm125125.pdf. 

29 Id. at 6.  Change controls ensure the “accuracy, reliability, integrity, 
availability, and authenticity of required records and signatures” submitted under the 
FDA.  Id.  Part 11’s change controls are interpreted broadly.  Id. (“Even if there is no 
predicate rule requirement to validate a system, in some instances it may still be 
important to validate the system.”).   

30 Id.  
31 See Jeffery T. Macher & Christopher Boerner, Technological Development at 

the Boundaries of the Firm: A Knowledge-Based Examination in Drug Development, 
33 STRATEGIC MGMT. J. 1016, 1021 (2012).  Pharmaceutical R&D is composed of 
“two sets of activities”: drug discovery and drug development.  Id.  See Section 
I.C.3.b, for a discussion of Part 11 noncompliance affecting R&D. 

32 See Douglas D. Evanoff, Returns to R&D, and Regulation of the U.S. 
Pharmaceutical Industry, 4 REV. INDUS. ORG. 1, 2 (1989). 

33 See Jurow, supra note 11, at 219.  Even before the optional electronic system, 
a failure to comply with record-keeping requirements could result in suspension of a 
new drug application.  Id. 

34 See infra Section I.C.4; see also Jim Haughwout, Tracking Medicine by 
Transparent Blockchain, RDMAG (Feb. 28, 2018), 
https://www.rdmag.com/article/2018/02/tracking-medicine-transparent-blockchain 
(noting pharmaceutical supply chain market is currently $13 billion).  Multi-billion-
dollar merger deals will be more and more common as biotechnology and 
pharmaceuticals are currently experiencing another boom.  See Here Comes the Next 
Biotech Revolution, SEEKING ALPHA (June 26, 2018), 
https://seekingalpha.com/article/4183984-comes-next-biotech-revolution (“Biotech 
and big pharma are about to up their game.  The convergence of big data, 
supercomputing, and the sequencing of the human genome have revolutionized how 
new drugs are creates and brought to market.”). 

35 Note that the pharmaceutical industry is a $690 billion industry.  See Bernard 
Munos, Managing Revenue Growth (and Contradiction) in Big Pharma: What He 
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Some companies have attempted to ensure Part 11 compliance by 
using centralized servers or locally saved files.36  However, these 
approaches are inadequate.37  Centralized servers are vulnerable to 
hacking, and locally saved files can be hacked, lost, or destroyed.38  
Other companies have turned to digital signature companies, such as 
DocuSign, which can be costly.39   

Although electronic record-keeping systems have decreased the 
high costs associated with paper record-keeping systems, Part 11’s 
broad scope and access and change controls remain burdensome.40  This 
Article asserts that the best solution to ensuring Part 11 compliance is 
the emerging technology of blockchain.  Blockchain uses a 
decentralized, encrypted ledger,41 which makes it easier to ensure data 
integrity.42  Although requiring pharmaceutical companies to build 
individual blockchains may be expensive or time-consuming, 
intermediaries can make this process much easier: Companies like 
Scientist.com already have a patent-pending43 blockchain solution to 
compliance challenges.44  In fact, Scientist.com designed DataSmart™ 
with FDA regulations in mind—especially Part 11.45 

 
Have Learned in the Last 10 Years, FORBES (Aug. 29, 2017), 
https://www.forbes.com/sites/bernardmunos/2017/08/29/managing-revenue-growth-
and-contraction-in-big-pharma-what-have-we-learned-in-the-last-10-
years/#28fd2665192e.  

36 See infra Part II.  
37 See infra Part II. 
38 See infra Part II. 
39 See infra Section III.A.2. 
40 See id.  
41 See Patrick Sylim et al., Blockchain Technology for Detecting Falsified and 

Substandard Drugs in Distribution: Pharmaceutical Supply Chain Intervention, 7 
JMIR RES. PROTOC. 1, 2 (2018).  

42 See Shireesh Apte & Nikolai Petrovksy, Will Blockchain Technology 
Revolutionize Excipient Supply Chain Management?, 7 J. EXCIPIENTS & FOOD 
CHEMICALS 76, 77 (2016) (“Blockchain advocates claim transparency, speed, 
accessibility and non-falsibility as the cornerstones of this new paradigm.”).  

43 This type of patent might best be described as a “data-generating patent.”  See 
Brenda M. Simon & Ted Sichelman, Article: Data-Generating Patents, 111 NW. U.L. 
REV. 377, 377 (2017) (“Specifically, we introduce the concept of ‘data-generating 
patents,’ which refer to patents on inventions involving technologies that by design 
generate valuable data through their operation or use.”).  

44 See Scientist.com Creates Blockchain Solution That Ensures Marketplace Data 
Integrity, BUSINESSWIRE (Apr. 30, 2018), 
https://www.businesswire.com/news/home/20180430005047/en/Scientist.com-
Creates-Blockchain-Solution-Ensures-Marketplace-Data (“Scientist.com . . . has 
launched DataSmart™, a platform to ensure data and information integrity.  
DataSmart™ is based on proprietary blockchain technology developed by 
Scientist.com.”). 

45 See id.; see also Blockchain Solution that Ensures Marketplace Data Integrity, 
MFG. CHEMIST (May 2, 2018) 
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This Article examines blockchain’s strategic advantages to ensuring 
Part 11 compliance in the pharmaceutical industry as outsourcing 
internationally continues to grow.  Part I puts forth a brief history of 
pharmaceutical regulations and Part 11.46  Part I also explores the 
current challenges of Part 11 compliance, such as ensuring compliance 
in a global R&D strategy, and the ramifications of noncompliance: 
Noncompliance may lead to FDA warnings, decreased company 
valuation, lowered R&D investments, and material breach in contract 
agreements.47  Part II examines previous solutions and why they have 
failed the pharmaceutical industry.48  Finally, Part III highlights 
blockchain as a solution to Part 11 compliance.49  Companies like 
Scientist.com show that this solution is already working: Thanks to 
blockchain, some of the top pharmaceutical companies are able to bring 
their drugs to market faster, all while ensuring Part 11 compliance. 50   

I. BACKGROUND 
 

Over the last century, a number of tragic drug crises strengthened 
the FDA’s control over pharmaceutical drug development.51  As a 
result, the FDA has a thorough drug approval process, and requires an 

 
https://www.manufacturingchemist.com/news/article_page/Blockchain_solution_tha
t_ensures_marketplace_data_integrity/142415 (“In biopharma research[,] we need 
blockchain technology to verify the supply chain and to ensure the integrity of research 
data.”). 

46 See infra Sections I.A and B. 
47 See infra Section I.C. 
48 See infra Part II. 
49 See infra Part III. 
50 See Michelle Cheng, Inc. 5000: Meet the Startup That’s Building the Amazon 

for Scientists, INC.COM (Aug. 15, 2018), https://www.inc.com/michelle-cheng/2018-
inc5000-scientist-drug-research.html (“The company has partnered with 16 
pharmaceutical companies, including Pfizer and AstraZeneca, as well as the National 
Institutes of Health.  Scientist.com, which landed the No. 9 slot on this year’s Inc. 500 
list of fastest-growing private companies in the United States, pulled in more than $50 
million in revenue in 2017, an increase of 15,267 percent since 2015.”). 

51 See Peter Temin, Government Action in Times of Crisis: Lessons from the 
History of Drug Regulation, 18 J. SOC. HIST. 433, 433 (1985) (“Stated briefly, the 
pattern of drug regulation is two-fold.  First, the government changes its actions 
primarily in times of crises.  And second, the changes in actions are more closely 
related to the ongoing concerns of the government than to the crises themselves.”); see 
also Scott H. Podolsky, Antibiotics and the Social History of the Controlled Clinical 
Trial, 65 J. HIST. MED. & ALLIED SCI. 327, 329, 365–66 (2010) (arguing that “a social 
history of mistrust” coaxed more comprehensive FDA regulations).  But see Jurow, 
supra note 11, at 222 (“Let us deport ourselves today so that it will be said of us 25 
years hence—‘Millions of people are alive today because in 1962 they did not adopt 
handcuffing controls and did not surrender to “momentary alarm.”’”).   
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elaborate record-keeping system.52  Today, Part 11 delineates specific 
requirements for all electronically stored records.53    

A. Background on Drug Regulation 

Government regulation of food and drugs in the United States began 
in the 1900s.54  In 1906, President Theodore Roosevelt signed into law 
the Pure Food and Drug Act.55  The Act aimed to “prevent[] the 
manufacture, sale, or transportation of adulterated or misbranded or 
poisonous or deleterious foods, drugs, medicines, and liquors, and [to] 
regulat[e] traffic therein.”56 

However, the 1906 Act had serious defects, and was eventually 
reformed.57  For example, the 1906 Act omitted cosmetics from the 
regulations, defined “drug” too narrowly so as to not include medical 
devices or dietary remedies, and failed to delineate any repercussions 
for false advertising.58  In effect, “[t]he regulation of drugs was in many 
ways an afterthought to the regulation of food.”59  In 1933, Congress 
began revisiting the 1906 legislation.60  Finally, after five years and 
multiple drafts,61 Congress introduced the Federal Food, Drug, and 
Cosmetic Act of 1938 (FDCA).62 

The FDCA likely passed as a response to the Elixir Sulfanilamide 
tragedy of 1937, in which more than 100 people, mostly children, 

 
52 See infra Section I.C.1. 
53 See infra Section I.B. 
54 It was not until the 1900s, when a number of children died from contaminated 

antitoxins and vaccines, that Congress passed the Biologics Control Act of 1902.  See 
Jacobs, supra note 15 (citing Held Responsible, DALL. MORNING NEWS 3 (Nov. 19, 
1901) (children died as result of contaminated diptheria antitoxin); Camden’s Lockjaw 
Epidemic, N.Y. TIMES 1 (Nov. 21, 1901) (children died after being inoculated with 
smallpox vaccine)).  See PETER BARTON HUTT ET AL., FOOD AND DRUG LAW: CASES 
AND MATERIALS 10 (3d ed. 2007), for an argument that author Upton Sinclair’s The 
Jungle actually spurred Congressional action around food and drug legislation. 

55 Pub. L. No. 59–384, 34 Stat. 768 (1906) (repealed 1938).  
56 Id.  
57 See Sheryl Lawrence, Comment, What Would You Do with a Fluorescent Green 

Pig?: How Novel Transgenic Products Reveal Flaws in the Foundational Assumptions 
for the Regulation of Biotechnology, 34 ECOLOGY L.Q. 201, 215 (2007) (“The Pure 
Food and Drug Act had significant defects and omissions.”).  

58 See Temin, supra note 51 (“As the title of the act indicates, it was concerned 
primarily with food.”); see also Jacobs, supra note 15, at 602. 

59 See Temin, supra note 51. 
60 See Jacobs, supra note 15, at 602.  The Secretary of Agriculture and a former 

Health Commissioner of New York City, Senator Royal S. Copeland, were the first to 
introduce new versions of the bill.  Id.  

61 See id. at 602–603. 
62 Federal Food, Drug, and Cosmetic Act of 1938, 21 U.S.C. § 301 (1938).   
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died.63  The “elixir” had been made by a “reputable” pharmaceutical 
manufacturer in Tennessee to treat streptococcal infections.64  Although 
the raspberry-flavored solution had been tested for “color, taste, and 
aroma,” it had not been tested for toxicity—not even on animals.65  
Although the FDA responded quickly and directed most of its inspectors 
to retrieve remaining prescriptions of the solution, the 1906 Act’s flaws 
were emphasized by the fact that the Administration could only 
intervene because it had been misbranded as an “elixir” rather than a 
solution.66  The FDA did not yet have authority to regulate toxins.67  In 
fact, the manufacturer was only convicted for product misbranding and 
fined $26,000.68   

The FDCA thus required all drug manufacturers to submit a new 
drug application before distributing any product in interstate 
commerce.69  This application process required demonstrating to the 
FDA that the new drug was safe for consumers.70  Additionally, the Act 
gave the FDA authority to inspect production facilities, file for 
injunctive remedies in federal court to prevent FDA violations, require 
directions for use and warnings on drug labels, and regulate cosmetics.71    

Nearly twenty-five years later, FDA regulations again expanded, 
when pregnant women’s widespread use of thalidomide coaxed another 
round of amendments.72  A small German company, Greunenthal, 
developed thalidomide while testing for new antibiotics.73  Greunenthal 
marketed the drug to pregnant women as a sedative and to combat 

 
63 Temin, supra note 51, at 435.  
64 Jacobs, supra note 15, at 604. 
65 Id. (citing Paul M. Wax, Elixirs, Diluents, and the Passage of the 1938 Federal 

Food, Drug and Cosmetic Act, 122 ANNALS INTERNAL MED. 456 (1995)). 
66 See id. (citing Carol Ballentine, Taste of Raspberries, Taste of Death: The 1937 

Elixir Sulfanilamide Incident, U.S. FOOD & DRUG ADMIN., 
http://www.fda.gov/oc/history/elixir.html). 

67 See id. at 605. 
68 Id. (citing CHARLES O. JACKSON, FOOD AND DRUG LEGISLATION IN THE NEW 

DEAL 161 (1970)). 
69 See Jacobs, supra note 15, at 607 (citing Paul M. Wax, Elixirs, Diluents, and 

the Passage of the 1938 Food, Drug and Cosmetic Act, 122 ANNALS INTERNAL MED. 
456 (1995)). 

70 Id. 
71 Id. (citing Barry S. Robert & David Z. Bodenheimer, Drug Amendments of 

1962: The Anatomy of a Regulatory Failure, 1982 ARIZ. ST. L.J. 581, 583 (1982); 
David F. Carvers, The Food, Drug, and Cosmetic Act of 1938: Its Legislative History 
and Its Substantive Provisions, 6 L. & CONTEMP. PROBS. 2, 40–41 (1938)). 

72 See Alasdair MacIntyre, Regulation: A Substitute for Morality, 10 HASTINGS 
CTR. REP., 31, 32–33 (1980) (suggesting the expansion of FDA regulations in response 
to the thalidomide crisis reflects a belief that a society’s “fabric of morality [has been] 
torn apart”). 

73 Jacobs, supra note 15, at 608. 
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nausea.74  Marketed as completely safe, the drug actually had 
neurological side effects and led to birth defects.75  Even though the 
FDA had banned the sale and distribution of thalidomide in the United 
States, a distributor, the Richardson-Merrell company, had partnered 
with Greunenthal and distributed the drug under a different name 
without testing the drug for safety.76   

Although Congress had originally aimed to amend antitrust laws77 
around manufacturing and distributing drugs,78 thalidomide’s pervasive 
use and gruesome side effects led Congress to introduce the 1962 Drug 
Amendments to the FDCA.79  Perhaps one of the most notable changes 
in the 1962 amendments was the FDA’s role-shift: “Rather than having 
to explain why they had prevented the marketing of a drug, FDA 
officials now had to justify approval decisions.”80  

Additionally, in 1975, a series of “FDA inspections revealed poorly 
conceived and carelessly executed experiments and badly run 
facilities.”81  As a result, the FDA implemented regulations for Good 
Laboratory Practices (GLP) for drug studies on animals.82 

The next key legislation to affect the FDA was the Infant Formula 
Act of 1980.83  During the summer of 1979, the FDA began 
investigating dozens of cases where babies had become sick after 
consuming a new type of infant formula.84  Chloride deficiency caused 
the syndrome, and included side effects such as vomiting, diarrhea, and 
even physical and mental growth retardation.85  Because studies had 

 
74 Id. at 608–09. 
75 See id. at 609; see also Seidman & Warren, supra note 12, at 498 (“Children 

had been born with hands and feet protruding directly from their torsos.  Others had 
limbless trunks with toes extending from their hips; others were born with just a head 
and a torso; still others had cardiac problems.”). 

76 Jacobs, supra note 15, at 609.   
77 See Evanoff, supra note 32, at 1 (“The pharmaceutical industry in the United 

States came under serious attack in the late 1950s because it received what many 
critics believed to be excessive profits.”).  

78 See Legislative Protection for Drugs Weakened, 82 SCI. NEWSL. 86 (Aug. 11, 
1962) (“The purpose of the original . . . bill was to reduce the price of drugs, establish 
more rigid testing for safety and effectiveness, and require labeling which would fully 
represent all the effects of the drug.”). 

79 See Jacobs, supra note 15, at 608–10.  But see Jurow, supra note 11, at 217 
(suggesting expanded regulations threatened the pharmaceutical industry’s IP 
protections).   

80 Daemmrich, supra note 8, at 6. 
81 Seidman & Warren, supra note 12, at 496.  
82 Id.  
83 See Infant Formula Act of 1980, Pub. L. No. 96–359 (enacted 1980).   
84 See Jacobs, supra note 15, at 612. 
85 See Judith Cummins, F.D.A. Checking Infant Formulas, N.Y. TIMES (Aug. 1, 

1979), https://www.nytimes.com/1979/08/01/archives/fda-checking-infant-
formulas.html. 
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shown that lowering chloride levels, which is common in table salt, 
could reduce the risk of hypertension and high blood pressure, two 
companies had reduced chloride levels in their infant formulas.86  
However, the decreases in chloride actually led to inadequate amounts 
of chloride, which is an essential element for development and growth 
in infants.87   

Although the FDA had required eight other nutrients in infant 
formula, the regulations did not include sodium or chloride level 
requirements.88  As a result, a nearly unanimous Congress passed the 
Infant Formula Act of 1980.89  The Act included new standards for 
Good Manufacturing Practices (GMP), quality controls, and labeling 
requirements, as well as a new recall procedure.90  

B. Background on Part 11 
 

By the 1990s, a new breed of amendment altered FDA regulations: 
Rather than focused on reactive legislation based on new drug tragedies, 
this era focused on the previous regulations’ imposition on innovation 
in the pharmaceutical industry.91  This viewpoint emphasized a “drug 
lag” and diminished innovation as a result of the increased regulation of 
the pharmaceutical industry.92 

1. 1997 Introduction of Part 11 

In 1991, industry leaders began lobbying Congress for electronic 
FDA submission options to better comply with the FDA’s 
comprehensive regulatory requirements.93  Industry leaders complained 
that the FDA’s regulatory requirements were so extensive that paper 
record-keeping systems made compliance cost-prohibitive and difficult 
to maintain FDA compliance.94  As a result, pharmaceutical companies 

 
86 See Jacobs, supra note 15, at 612. 
87 Id. 
88 Id. (citing Gerald F. Seib, How Two Mothers Took on Bureaucracy in Fight to 

Toughen Infant-Formula Rules, WALL ST. J., Aug. 8, 1980, at 15). 
89 Id. at 613. 
90 21 U.S.C. § 350; see also Jacobs, supra note 15, at 613 (citing FDA Food 

Advisory Committee Meeting on Infant Formula, U.S. FOOD & DRUG ADMIN., 
https://wayback.archive-it.org/org-
1137/20170405163334/https://www.fda.gov/OHRMS/DOCKETS/ac/02/briefing/38
52b1_01.pdf). 

91 See Evanoff, supra note 32. 
92 See generally Daemmrich, supra note 8 (suggesting that increased FDA 

regulation negatively impacted patients by leading to a “drug lag”). 
93 Electronic Records; Electronic Signatures, 62 Fed. Reg. 13,430. 
94 See Tamar June, FDA Compliance: The Business Case for FDA C.F.R. 21 Part 

11 Compliance: Comply for the Benefits, Not Just the Requirement, QUALITY DIGEST 
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were unlikely to gain FDA approval.95 
Within a year the FDA had created a task force, the Electronic 

Identification/Signature Working Group, to begin working on a new 
rule that would better accommodate the industry.96  Over the next few 
years, the task force received more than 100 public comments about the 
new rule.97  “The commentators represented a broad spectrum of 
interested parties: Human and veterinary pharmaceutical companies as 
well as biological products, medical device, and food interest groups, 
including [eleven] trade associations, [twenty-five] manufacturers, and 
[one] Federal agency.”98 

Additionally, pharmaceutical companies complained that paper 
record keeping was so inefficient that FDA compliance was 
unreasonable and thus many new drugs had been denied FDA 
approval.99  Industry leaders supported the Part 11 initiative with 
research that examined the hampering of new drug development and a 
pharmaceutical company’s inability to invest in R&D without the funds 
usually available from industry revenue when new drugs are introduced 
to the market.100  Without these investments in R&D and new drug 
development, the pharmaceutical industry was unable to deliver 
advancements that were “beneficial to society” as a whole.101  These 
studies suggested that, without FDA restrictions on new drug 
development, “the resulting flow of new drugs could have been 
significantly higher than that which actually occurred” after the 1962 
amendments.102  

As a result, the FDA began accepting, “under certain circumstances 
. . . electronic records, electronic signatures, and handwritten signatures 
executed to electronic records” under Part 11.103  Part 11 applies to all 
electronic records “created, modified, maintained, archived, retrieved, 
or transmitted under any records requirements set forth in [the FDA] 
regulations.”104  Failure to maintain an accurate electronic record-
keeping system may result in “regulatory action for noncompliance,”105 

 
(Jan. 25, 2005, 11:00 PM), https://www.qualitydigest.com/inside/fda-compliance-
article/business-case-fda-cfr-21-part-11-compliance.html-0. 

95 See Evanoff, supra note 32. 
96 Electronic Identification/Signatures; Electronic Records, 57 Fed. Reg. 32,185 

(July 21, 1992). 
97 Electronic Records; Electronic Signatures, 62 Fed. Reg. 13,430. 
98 Id.  
99 See Evanoff, supra note 32. 
100 Id. 
101 Id.  
102 Id. at 13. 
103 U.S. DEP’T HEALTH & HUM. SERVS., supra note 18.   
104 Id.   
105 Id.  
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including warning letters, injunctions (“which can include a market 
recall or ban on importation”), and seizure of profits.106     

Part 11 “intended to permit the widest possible use of electronic 
technology,” while still maintaining the “FDA’s responsibility to 
protect the public health.”107  Furthermore, Part 11 intended to reduce 
the record-keeping costs associated with paper documentation, which 
“clearly affect[ed] two areas: overall use and support of the computer 
system and the assurance that the company’s data is complete and 
accurate.”108  To account for data integrity, the FDA included section 
11.10 which describes access controls and change controls through the 
a variety of techniques.109  Such techniques include implementing a 
validation process; use of computer-generated, time-stamped audit 
trails; limited system access to authorized personnel; and “operational 
system checks.”110   

However, the FDA’s intent to reduce costs and better facilitate 
compliance through Part 11 implementation was frustrated by the 
regulation’s broad scope.111  Additionally, section 11.10’s cumbersome 
auditing and validation requirements remain burdensome.112 

 2. 2003 Amendment to Part 11 

By 2003, many leaders in the pharmaceutical industry had raised 
significant concerns about Part 11.113  Industry leaders complained the 
regulation was too broad and imposed exorbitant administrative costs 
on pharmaceutical companies.114  Additionally, pharmaceutical 
companies again pointed to the regulations’ social impact on drug 
discovery, noting Part 11 “discourage[d] innovation and technological 
advances without providing a significant public health benefit.”115  

 
106 Tuan T. Phan, 21 C.F.R. Part 11 How and Why to Comply, MED. DEVICE & 

DIAGNOSTIC INDUSTRY (Sept. 1, 2002), https://www.mddionline.com/21-cfr-part-11-
how-and-why-comply. 

107 U.S. DEP’T HEALTH & HUM. SERVS., supra note 18. 
108 June, supra note 94. 
109 Electronic Records; Electronic Signatures, 62 Fed. Reg. 13,430. 
110 Id.  
111 See infra notes 113–15 and accompanying text. 
112 See infra notes 116–24 and accompanying text. 
113 See June, supra note 94; see also Guidance for Industry: Part 11, Electronic 

Records; Electronic Signatures—Scope and Application 2, U.S. FOOD & DRUG 
ADMIN. (Aug. 2003), 
https://www.fda.gov/downloads/regulatoryinformation/guidances/ucm125125.pdf 
(“After part 11 became effective in August 1997, significant discussions ensued 
among industry, contractors, and the Agency concerning the interpretation and 
implementation of the regulations.”).  

114 See U.S. DEP’T HEALTH & HUM. SERVS., supra note 18.  
115 Id.  
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 A new interpretation of Part 11 by the FDA in 2003 limited the 
scope of Part 11—but not by much.116  The FDA clarified that older 
documents predating the 1997 regulations would not be included in Part 
11.117  Additionally, the FDA emphasized that pharmaceutical 
companies did not need to maintain both printed and electronically-
stored versions of the same records.118  However, Part 11 retains a broad 
scope.119  Part 11 still applies to any electronic record kept “in place of 
paper format,” submitted to the FDA or required by a predicate rule.120  
Predicate rules require the maintenance of documents relating to quality 
controls, current good manufacturing practices (CGMP), and good 
laboratory practices (GLP).121   

Additionally, because electronic records are easily accessible and 
editable, Part 11’s validation requirements remain difficult to meet.122  
For example, section 11.10’s access controls and change controls,123 
which enable the FDA to confirm that records have not been altered or 
tampered, have proved unreasonable in the pharmaceutical industry 
because “[s]erver design and systems that maintain audit trails [have] 
continue[d] to be a challenge.”124     

Thus, although Part 11 has been instrumental in alleviating storage 
costs associated with paper record-keeping systems, auditing and 
validation processes that help provide data integrity by limiting access 
and monitoring record tampering remain opportunities in electronic 
record-keeping systems.125  Emerging blockchain technology, however, 
can ensure data integrity by managing both access and change controls 
at an even lower cost than currently used electronic record-keeping 
systems, thereby reducing the challenges discussed below.126  

 
116 See id.  
117 Id.  
118 See id.  
119 See id.  
120 Id.  
121 See id. (“The requirements include, for example, certain provisions of the 

Current Good Manufacturing Practice regulations (21 C.F.R. Part 211), the Quality 
System regulations (21 C.F.R. Part 820), and the Good Laboratory Practice for 
Nonclinical Laboratory Studies regulations (21 C.F.R. Part 58).”). 

122 See infra notes 123–24 and accompanying text. 
123 Similar to trade secret requirements, access controls under Part 11 “limit[] 

system access to authorized individuals” only.  U.S. FOOD & DRUG ADMIN., 
GUIDANCE FOR INDUSTRY: PART 11, ELECTRONIC RECORDS; ELECTRONIC 
SIGNATURES—SCOPE AND APPLICATION 4 (Aug. 2003), 
https://www.fda.gov/downloads/regulatoryinformation/guidances/ucm125125.pdf. 

124 Kristin Brooks, 21 C.F.R. Part 11 Update: The Risk-Based Revolution in IT, 
CONTRACT PHARMA. (Aug. 23, 2005), https://www.contractpharma.com/issues/2005-
03/view_features/21-cfr-part-11-update. 

125 See infra Section I.C.  
126 See infra Part III. 



 

2020 FASTER SCIENCE 
 

17 

C. Part 11’s Current Challenges  
 

Although Congress has narrowed Part 11’s scope, the 
pharmaceutical industry is still substantially constrained by the 
regulation: Common problems for maintaining electronic records may 
include inadequate validation, access controls, design submissions, 
record archiving, and training,127 especially considering the industry’s 
current trend of outsourcing.128  Failure to comply with Part 11 may 
result in the denial of a New Drug Application (NDA)129 or FDA 
warnings.130  Such actions may result in a decrease in goodwill, profits, 
R&D investments, and innovation.131  Additionally, Part 11 compliance 
may be a material term in a pharmaceutical contract, and failure to 
comply could cost a company millions in future revenue.132  

1. New Drug Development and Outsourcing in a Global 
Market 

 
The new drug approval process has several steps and can last 

years.133  Once a pharmaceutical company develops or discovers a new 
drug compound, the company must test it on animals.134  The FDA 
recommends animal-testing for at least twelve months under GLP 
conditions.135  The company then files an Investigational New Drug 
(IND) application with the FDA and plans for testing on humans.136   

This next step involves four “phases,” and is generally known as 

 
127 See Kassa Ayalew, Protecting and Promoting Public Health, Electronic 

Source Data in Clinical Investigations and Regulatory Expectations 29, U.S. FOOD & 
DRUG ADMIN., 
https://www.fda.gov/downloads/drugs/developmentapprovalprocess/smallbusinessas
sistance/ucm466467.pdf (last visited Apr. 18, 2020).  

128 See Qi Feng & Lauren Xiaoyuan Lu, The Strategic Perils of Low-Cost 
Outsourcing, 58 MGMT. SCI. 1196, 1196 (2012) [hereinafter Strategic Perils].  
Companies must find new project management techniques when outsourcing.  See 
Zhijian Cui et al., Outsourcing Innovation, 52 RES. TECH. MGMT. 54, 54–63 (2009).  
Blockchain can be one of those techniques.  See infra Part III. 

129 See infra Section I.C.1. 
130 See infra Section I.C.2. 
131 See infra Section I.C.3. 
132 See infra Section I.C.4. 
133 See Development & Approval Process (Drugs), U.S. FOOD & DRUG ADMIN., 

https://www.fda.gov/drugs/developmentapprovalprocess/default.htm (last visited 
Oct. 12, 2018); see also Mirowski & Van Horn, supra note 9, at 509. 

134 Drug Approval Process, U.S. FOOD & DRUG ADMIN., 
https://www.fda.gov/downloads/drugs/resourcesforyou/consumers/ucm284393.pdf 
(last visited Oct. 12, 2018).  

135 See Mirowski & Van Horn, supra note 9, at 509. 
136 See U.S. FOOD & DRUG ADMIN., supra note 113. 
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“clinical trials.”137  Phase I involves the first testing on human 
subjects.138  The phase only tests on less than 100 subjects and focuses 
on drug safety, testing for common side effects.139  Phase II expands the 
sample of human subjects into the hundreds in order to test for rare side 
effects and examine the new drug’s effectiveness.140  The most common 
way to test for effectiveness is with placebos.141  Once Phase II is 
complete, the FDA and the pharmaceutical company determine how an 
even larger-scaled study will unfold in Phase III.142  Phase III tests the 
new drug on thousands of human subjects, studying “different 
populations and different dosages” and “combination[s] with other 
drugs.”143  

The pharmaceutical company then files a New Drug Application 
(NDA).144  NDAs are investigated and approved by the FDA’s Center 
for Drug Evaluation and Research (CDER).145  CDER is comprised of 
“physicians, chemists, pharmacologists, and other scientists.”146  CDER 
reviews all records regarding animal- and human-testing, as well as 
“proposed labeling of drugs.”147  The FDA has sixty days to review the 
NDA and determine whether to approve the new drug.148  Finally, the 
FDA inspects the manufacturing facilities.149   

The next step is Phase IV.150  Although a new drug has been 
approved, the FDA’s approval process, and requirements for Part 11 
compliance, are not over.151  “Because [it is] not possible to predict all 
of a drug’s effects during clinical trials, monitoring safety issues after 

 
137 Id.  
138 See id.  This is a rare step for most companies because typically “[o]nly five 

in 5,000 drugs ever make it to human testing[:] Only one of these five is ever 
approved.”  Facing the Tidal Wave: De-Risking Pharma and Creating Value for 
Patients, DELOITTE (2016), https://www2.deloitte.com/uk/en/pages/life-sciences-and-
healthcare/articles/de-risking-pharma-creating-value-patients.html (last visited Oct. 
30, 2018).  In 2017, for example, only forty-six new drugs gained FDA approval.  
Novel Drug Approvals for 2017, U.S. FOOD & DRUG ADMINISTRATION, 
https://www.fda.gov/drugs/developmentapprovalprocess/druginnovation/ucm537040
.htm (last visited Nov. 1, 2018). 

139 See U.S. FOOD & DRUG ADMIN., supra note 113. 
140 See id.  
141 See id.  
142 See id.  
143 Id.  
144 See id.  
145 See U.S. FOOD & DRUG ADMIN., supra note 113. 
146 Id. 
147 Id.  
148 Id.  
149 See id.  
150 U.S. FOOD & DRUG ADMIN., supra note 113. 
151 See id.  
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drugs get on the market is critical.”152  This post-marketing step ensures 
the FDA can quickly react and possibly withdraw a drug so as to 
minimize “serious” unpredicted complications or side effects.153  

This elaborate process “absorb[s] vast amounts of time and 
money.”154  It involves “[r]ecruiting subjects, managing diverse trials in 
different settings, monitoring and recording data, subjecting data to 
statistical controls and higher-level analyses, and writing up the results 
for publication.”155  Additionally, the longer this process takes, the less 
available the drug is for patent protection.156  This means that 
pharmaceutical companies are encouraged to make sure their NDAs are 
approved the first time around.157  Furthermore, this means that 
pharmaceutical companies should maintain an accurate electronic 
record-keeping system; otherwise, it would cost the company millions 
of dollars in R&D if the new drug fails to pass inspection solely because 
records were inadequate under Part 11.158  

The general solution to combatting the elaborate NDA process has 
often focused primarily on “the specifics of the FDA guidelines and less 
on the complicated range of patient complaints,” which shows just how 

 
152 Id.  
153 Id.  
154 Mirowski & Van Horn, supra note 9, at 509. 
155 Id.  
156 See id.  
157 See Aija Leiponen, Core Complementarities of the Corporation: Organization 

of an Innovating Firm, 26 MANAGERIAL & DECISION ECON. 351, 351 (2005).  
158 See Mirowski & Van Horn, supra note 9, at 509.  Even two decades ago, 

experts estimated that the average cost of R&D for a single new drug was more than 
$800 million.  Id.  Today, the estimated “average cost of successfully developing a 
single drug is about $2.6 billion.”  Aaron Stanley, Big Pharma Seeks DLT Solution for 
Drug Costs, Coindesk (Jan. 9, 2018, 9:37 PM), 
https://www.coindesk.com/blockchain-day-big-pharma-seeks-dlt-solution-drug-
costs/.  To date, Pfizer has made the largest investment in R&D, investing $8.1 billion 
in 2007 alone.   Pfizer and UCSF Form Alliance to Advance a Broad Range of 
Research, Pfizer (June 10, 2008), https://www.pfizer.com/news/press-release/press-
release-
detail/pfizer_and_ucsf_form_alliance_to_advance_a_broad_range_of_research.  
Additionally, pharmaceutical companies invest heavily in sales and marketing, often 
spending more money on these areas than on R&D.  See Ana Swanson, Big 
Pharmaceutical Companies Are Spending Far More on Marketing than Research, 
WASH. POST (Feb. 11, 2015, 11:01 AM), 
https://www.washingtonpost.com/news/wonk/wp/2015/02/11/big-pharmaceutical-
companies-are-spending-far-more-on-marketing-than-
research/?noredirect=on&utm_term=.dc0f905b51e9.  Perhaps these substantial 
investments are made because the pharmaceutical industry is not expected to make 
incremental discoveries, but instead is expected to make “major . . . breakthroughs that 
would lead to radical innovations in the market.”  See Markus Reitzig, Strategic 
Management of Intellectual Property, 45 MASS. INST. TECH. SLOAN MGMT. REV. 35, 
37 (2004). 
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important it is to maintain Part 11 compliance.159  Prior to the trend of 
outsourcing, pharmaceutical companies could easily observe the 
process to ensure FDA compliance and “monitor . . .  its contribution to 
the bottom line.”160   

However, as pharmaceutical companies searched for “increase[d] 
efficiency and cost savings,”161 outsourcing became a dominant 
approach to new drug testing and clinical trials.162  Today, outsourcing 
is prevalent in the pharmaceutical industry.163  Since the 1980s, Contract 
Research Organizations (CROs), which “began as small[,] specialized 
boutique firms offering narrowly targeted outsourcing services to 
pharmaceutical clients[,] have come to dominate drug development and 
clinical trial management.”164  Driven by cost-cutting goals and 
globalization, the pharmaceutical industry turned to outsourcing much 
of the new drug-testing process to CROs.165  For example, by 2009, 
“worldwide revenue from contract manufacturers reached over $250 
billion.”166  Outsourcing gives pharmaceutical companies a competitive 
edge by lowering development, manufacturing, and production costs.167 

Outsourcing in general is considered commonplace for innovative 
companies.168  Outsourcing presents pharmaceutical companies a 

 
159 Mirowski & Van Horn, supra note 9, at 510. 
160 Id.  
161 Id. at 511.   
162 The public continues to demand lower drug prices; outsourcing helps meet the 

public’s needs.  See Robert Pearl, 4 Regulations that Would Terrify U.S. Drug 
Companies Ahead of the 2018 Midterms, FORBES (July 16, 2018, 7:51 AM), 
https://www.forbes.com/sites/robertpearl/2018/07/16/drug-
companies/#360ed2b71e41 (“Today, the pharmaceutical industry enjoys powerful 
patent protections and, thereby, monopolistic control over pricing.  The consequence 
is that Americans are paying exorbitant prices for patented medications.  The simplest 
solution is to strike a legislative balance that allows (a) drug companies to invent (and 
invest in) the next generation of breakthrough medication while (b) allowing the 
American people to afford the medications they need to stay healthy.”); see also Dante 
Di Gregorio et al., Offshore Outsourcing as a Source of International 
Competitiveness, 40 J. INT’L BUS. STUD. 969, 969 (2009) (“Offshore outsourcing 
enhances international competitiveness by enabling [small and medium-sized 
enterprises] to reduce costs, expand relational ties, serve customers more effectively, 
free up scarce resources, and leverage capabilities of foreign partners.”). 

163 See Feng & Xiaoyuan Lu, supra note 128.  
164 Mirowski & Van Horn, supra note 9, at 504. 
165 See id. at 511. 
166 Feng & Xiaoyuan Lu, supra note 128.  
167 Id.  “[P]articularly in the United States,” pharmaceutical companies are driven 

by “rapid shifts in regulatory and payer environments”; thus, outsourcing is ideal to 
“reduce [the] time to market.”  DELOITTE, supra note 20.  

168 See Edward B. Roberts, Managing Invention and Innovation, 50 RES. TECH. 
MGMT. 35, 47 (2007) (“Alliances for both incremental and breakthrough innovation 
are now commonplace globally.  ‘Open Innovation’ at the community level has moved 
us in several fields far beyond the more limited assumptions of external user 
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competitive advantage because it decreases the time spent on drug 
development169 and offers companies “novel ways to create value.”170  
With outsourcing, R&D expenditures are not the pharmaceutical 
industry’s only concern.171  On average, a simple one-day delay costs a 
pharmaceutical company more than $1 million in lost revenue.172  
Additionally, a new drug may not be approved for more than a decade, 
and very few new drugs are actually approved by the FDA.173  This 
fiscal risk has magnified the advantages of outsourcing, and has led to 
the commercialization of the research process, “not just its products.”174   

This outsourcing model is illustrative of the fact that “the 
intersection of technology, organizational structure, and financial 
contracting dictate[s] the location of innovation.”175  Changing the 
organizational structure of pharmaceutical companies better ensures 
investments in new drug development because the ability to outsource 
“dramatically reduces the amount of capital that must be raised, and 
thereby provides another source of financing innovation.”176   

Additionally, the outsourcing model has enabled pharmaceutical 
companies to advance innovation while still adjusting for price controls 
in the pharmaceutical industry.177  The decreased expenses associated 

 
contributions.  The resulting challenge is that now invention and innovation must be 
managed across organizations rather than just inside of them, as well as around the 
world.”); Kenneth Munsch, Outsourcing Design and Innovation, 47 RES. TECH. 
MGMT. 27, 27 (2004) (“[A] willingness to engage external industrial designers and 
inventors to partner in the development of new concepts . . . has led . . . to breakthrough 
new products.”); see also Henry W. Chesbrough, The Era of Open Innovation, 44 MIT 
SLOAN MGMT. REV. 35, 35–41 (2003) (discussing the shift from “closed innovation” 
to “open innovation”). 

169 See Adobor, supra note 25, at 239. 
170 Chesbrough, supra note 168, at 41 (“Today, in many industries, the logic that 

supports an internally oriented, centralized approach to R&D has become obsolete.  
Useful knowledge has become widespread and ideas must be used with alacrity.  If 
not, they will be lost.  Such factors create a new logic of open innovation that embraces 
external ideas and knowledge in conjunction with internal R&D.  This change offers 
novel ways to create value—along with new opportunities to claim portions of that 
value.”). 

171 Adobor, supra note 25, at 241.   
172 Id. (“Each day’s delay in gaining FDA approval of a drug, the manufacturer 

loses, on average, $1.3 million in potential revenue.”). 
173 See Ronald J. Gilson, Locating Innovation: The Endogeneity of Technology, 

Organizational Structure, and Financial Contracting, 110 COLUM. L. REV. 885, 911 
(2010). 

174 Mirowski & Van Horn, supra note 9, at 524. See generally Ted Sichelman, 
Commercializing Patents, 62 STAN. L. REV. 341 (2010), for a persuasive argument for 
“commercialization” patents. 

175 Gilson, supra note 173, at 912. 
176 Id. at 917. 
177 See Bruce N. Kuhlik, The Assault on Pharmaceutical Intellectual Property, 71 

U. CHI. L. REV. 93, 109 (2004). 
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with outsourcing enables pharmaceutical companies to decrease drug 
prices.178 

The surge in outsourcing is reflected by a “structural change in drug 
discovery” in which R&D budgets have shifted to supporting “external 
research programs.”179  This is because the CRO offered “targeted drug 
expertise, timely clinical trial completion, and eventually end-to-end 
outsourcing support for all phases of clinical research at a comparatively 
low cost.”180  Furthermore, because a CRO offers “targeted drug 
expertise,” the CRO speeds up the new drug testing cycle by 
“smoothing stop-go cycles of drug development and minimizing idle 
inhouse research capacity.”181  The CRO also helped “Big Pharma” to 
“shed a portion of their labor force and cut back on expensive laboratory 
capacity.”182  Additionally, this approach enabled pharmaceutical 
companies to quickly evaluate the success of a new drug and easily 
“terminat[e] unpromising trials [to] help contain costs.”183   

This outsourcing approach thus creates “competitive value” in 
R&D.184  “In the pharmaceutical industry, innovation is recognized as 

 
178 See Ramesh Sankaranarayanan & Arun Sundararajan, Electronic Markets, 

Search Costs, and Firm Boundaries, 21 INFO. SYS. RES. 154, 155 (2010).  
179 Robert C. McCarthy, Linking Technological Change to Business Needs, 46 

RES. TECH. MGMT. 47, 48 (2003). 
180 Mirowski & Van Horn, supra note 9, at 509. 
181 Id. at 511. 
182 Id.  
183 Id.  But see Jaeyong Song & Jongtae Shin, The Paradox of Technological 

Capabilities: A Study of Knowledge from Host Countries of Overseas R&D 
Operations, 39 J. INT’L BUS. STUD. 291, 295, 298 (2008) (suggesting that outsourcing 
occurs only when another region has better innovative technologies than a host 
country); Chesbrough, supra note 168, at 37 (“[O]pen innovation also incorporates the 
ability to rescue ‘false negatives’ projects that initially seem to lack promise but turn 
out to be surprisingly valuable.”).   

One recent example of recent pipeline scrapping when Novartis “scrapped one-
fifth of its drug programs[:] The cull is designed to limit Novartis’ pipeline to 
potentially transformative therapies that fit with the company’s ambitions.”  Nick Paul 
Taylor, Novartis Dumps 20% of Programs Following Pipeline Review, 
FIERCEBIOTECH (Oct. 30, 2018), https://www.fiercebiotech.com/biotech/novartis-
dumps-20-programs-following-pipeline-review.  Notably, Novartis recognizes that 
although many of the ninety projects had “some great science there. . . . they either are 
not likely to be transformative for patients[] or are ill-suited to the focused business 
ambitions of Novartis.”  Id.   

Pharmaceutical companies are thus increasingly focusing on a limited number of 
projects to increase returns on R&D.  See Steven M. Paul et al., How to Improve R&D 
Productivity: The Pharmaceutical Industry’s Grand Challenge, NATURE (Feb. 19, 
2010), https://www.nature.com/articles/nrd3078 (“To achieve the necessary increase 
in R&D productivity, R&D investments, both financial and intellectual, must be 
focused on the ‘sweet spot’ of drug discovery and early clinical development, from 
target selection to clinical proof-of-concept.”).   

184 Mehta & Peters, supra note 26; see also infra Section I.C.3.  But see Peter 
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the cornerstone for competitive advantage and is fostered by strong 
investments in biological discovery, biotechnology[,] or chemistry 
processes.”185  Because “pharmaceutical companies view management 
of large clinical trials as a core competence,” complying with FDA 
regulations—most notably Part 11—is crucial throughout the 
outsourcing process.186  

Globalization also likely played a role in CROs’ growing 
prominence in the pharmaceutical industry.187  Although 
pharmaceutical companies “lack[ed] expertise on foreign relations and 
regional regulatory differences in a globalized world,” CROs offered 
seamless communication and facilitation across borders.188  
Outsourcing is common during the clinical stages of drug testing.189  
This approach undoubtedly decreases the time spent recruiting human 
subjects for Phase III because international trials ensure a diverse 
population.190   

Pharmaceutical companies have applied a “Europe-first strategy for 
drug approval in order to leverage a first-mover advantage [to get] their 

 
Zweifel, Reexamining Drug Regulation from the Perspective of Innovation Policy: 
Comment, 160 J. INSTITUTIONAL & THEORETICAL ECON. 136, 137 (2004) (suggesting 
price discrimination in the European Union has helped pharmaceutical companies 
“deviat[e] from the ‘price equals marginal cost’ rule”).  But see generally Markus 
Reitzig & Stefan Wagner, The Hidden Costs of Outsourcing: Evidence from Patent 
Data, 31 STRATEGIC MGMT. J. 1183 (2010), for an argument that outsourcing may 
undermine a company’s ability to protect its IP in litigation.  

185 Mehta & Peters, supra note 26; see also David Champion, Mastering the Value 
Chain: An Interview with Mark Levin of Millennium Pharmaceuticals, HARV. BUS. 
REV., June 2001, at 108, https://hbr.org/2001/06/mastering-the-value-chain-an-
interview-with-mark-levin-of-millennium-pharmaceuticals (“As today’s business 
leaders are all too aware, a new scientific or technological breakthrough can quickly 
transform an industry’s competitive landscape.  The upheaval is often traumatic for 
the companies involved, forcing them to rethink their strategies and redefine their 
boundaries in response to seismic shifts in value along the industry supply chain.  New, 
tech-savvy specialists rush in to capitalize on new sources of value, while established 
companies scramble to acquire new capabilities.  The pharmaceutical industry exhibits 
all the symptoms of this kind of strategic dislocation.”). See generally Michael E. 
Porter, How Competitive Forces Shape Strategy, HARV. BUS. REV., Mar.–Apr. 1979, 
at 137, for a discussion of five forces that influence competition in an industry.   

186 Mehta & Peters, supra note 26, at 30.   
187 See Mirowski & Van Horn, supra note 9, at 511. 
188 Id.  “Again, it made sense for these firms to outsource at least some of their 

clinical trials, rather than maintaining a far-flung research and regulatory capacity.”  
Id. at 512.  “The CRO industry leapt in to supply the relevant cross-cultural expertise 
in international clinical studies.”  Id. 

189 See Adobor, supra note 25, at 243. 
190 See Mirowski & Van Horn, supra note 9, at 512 (“CROs reduced the time 

needed to find investigators and recruit patients, and thus encouraged the clinical trial 
to proceed with relative celerity under diverse sets of regulatory circumstances.”). 
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drugs to market more rapidly.”191  This first-mover advantage is highly 
sought after in the pharmaceutical industry because the industry’s assets 
are patentable.192  Companies that establish first-mover advantage 
“establish market and technological leadership positions, preempt 
scarce geographic and technological resources, and create indelible 
switching costs.”193  This premise is supported by a recent case study 
that showed first-mover advantage ensured “the largest market share . . 
. and . . . this advantage indefinitely.”194  Additionally, companies that 
enter the market first are able to commercialize new standards, such as 
drug delivery systems, with which new generics will have to 
compete.195   

One of the reasons this outsourcing approach still protects 
innovation is that much of CRO outsourcing is governed by contract 
law.196  Although patenting is often preferred, as it increases a 
company’s physical assets and value,197 pharmaceutical companies are 
typically able to rely on Materials Transfer Agreements (MTAs) during 
the outsourcing process.198   

 
191 Mirowski & Van Horn, supra note 9, at 511.  
192 See David J. Teece, Profiting from Technological Innovation: Implications for 

Integration, Collaboration, Licensing and Public Policy, 6 RES. POL’Y 285, 286–87 
(1986), for a discussion of first-mover advantages.   

193 Macher & Boerner, supra note 31, at 1016.  Additionally, psychology research 
shows that first-mover advantage is beneficial because consumers rely on “social 
proof” when choosing a product; the more fellow consumers choosing a product, the 
more follow-on consumers will follow suit.  See ROBERT B. CIALDINI, INFLUENCE: 
THE PSYCHOLOGY OF PERSUASION 88, 114–66 (rev. 2007) (“Usually, when a lot of 
people are doing something, it is the right thing to do.”); see also Reitzig, supra note 
158, at 37 (“Incumbency advantages can result from economies of scale, cumulative 
investment in a technology, consumer loyalty[,] and switching costs.  Companies can 
often use intellectual property rights to obtain incumbency advantages.”).   

194 Macher & Boerner, supra note 31, at 1016–17 (“Case study evidence suggests 
that when nearly identical drug products are brought to market three to six months 
apart, the product appearing first achieves the largest market share and maintains this 
advantage indefinitely.”). 

195 See Reitzig, supra note 158, at 37–39 (discussing Novo Nordisk’s NovoPen 
for insulin delivery). 

196 See Richard A. Posner, The Law & Economics of Intellectual Property, 131 
DAEDALUS 5, 6 (2002) (“[I]f the only people who have access to your property happen 
to be the people with whom you have a contract, you can regulate their access by 
means of contract and forget about property law.”); see also Marilyn C. Maloney & 
Thomas J. McGoey II, IP Issues in Employment Law, in INTELLECTUAL PROPERTY 
DESKBOOK FOR THE BUSINESS 32 (American Bar Association, 2007), for an example 
of protecting innovation through employment contracts, such as invention assignment 
agreements. See generally Ronald J. Gilson et al., Contracting for Innovation: Vertical 
Disintegration and Interfirm Collaboration, 109 COLUM. L. REV. 431 (2009).   

197 See infra Section I.C.3. 
198 See Adobor, supra note 25, at 243 (“The available evidence shows that 

contracts are the main form of governing the relationship between clients and sponsors 
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MTAs bind “scientific institutions, such as corporations, 
universities, nonprofits, or even the federal government,” and “have 
become the most common means to impose prepublication review, 
disclosure restrictions, liability indemnification, or restrictions upon 
actual use.”199  Additionally, MTAs may include “reach-through” or 
“grantback” provisions, which means that parties to the contract will be 
subject to a pharmaceutical company’s future IP rights.200  MTAs thus 
“dissuade[]” misappropriation during the research process of new drug 
development.201  Without contractual protection for innovation at this 
stage, CROs would be poised to actually compete with, rather than aid, 
pharmaceutical companies with new drug development.202 

However, the FDA allows the transfer of all contractual obligations 
between pharmaceutical companies and CROs.203  This means that 
either the pharmaceutical company or CRO may be responsible for 
ensuring that FDA regulations are met.204  If the contract is silent as to 
Part 11 obligations, the pharmaceutical company retains those 
obligations.205  And as one commentator suggests, the clinical 
monitoring process can easily deteriorate when a pharmaceutical 
company outsources.206    

 
in [contract medical research].”).  Similar agreements are known as Material Service 
Agreements (MSAs).  See Definition of Material Service Agreement, LAW INSIDER, 
https://www.lawinsider.com/dictionary/material-service-agreement (last visited Oct. 
20, 2018).  

199 Mirowski & Van Horn, supra note 9, at 525. 
200 Id.  
201 Id. at 526. 
202 See Mehta & Peters, supra note 26, at 28 (“The sharing and outsourcing of 

these big pharma ‘best practices’ with the CROs is an advantage for smaller 
competitors, particularly as related to analysis methods and protocols that are likely to 
be accepted by the U.S. Food and Drug Administration.  Over time, an accumulation 
of critical resources and tacit knowledge could allow the CRO to eventually become 
a new type of independent competitive player in the drug development process.”); see 
also Stefano Brusoni et al., Knowledge Specialization, Organizational Coupling, and 
the Boundaries of the Firm: Why Do Firms Know More Than They Make?, 46 ADMIN. 
SCI. Q. 597, 599 (2001) (“For instance . . . the evolving governance structures of 
biotechnology R&D [means] that, despite the advantages of collaboration, both 
specialized biotechnology firms and established pharmaceutical firms face 
transactional problems due to weak conditions for appropriating knowledge resulting 
from their R&D.”). 

203 See Adobor, supra note 25, at 247.   
204 See id.   
205 See id.    
206 See Bianca Piachaud, Outsourcing Technology, 48 RES. TECH. MGMT. 40, 41 

(“A crucial factor often overlooked by management when calculating the potential 
benefits of an outsourcing strategy is that, by nature, outsourcing trades the problems 
associated with managing a specific service or function for those of managing 
alliances with external partners.  Although a company may delegate the responsibility 
for managing various infrastructure services to an outside supplier, it still remains 
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One issue with ensuring FDA compliance when outsourcing to 
developing countries is that those countries lack the resources to ensure 
compliance locally.207  Foreign legislation may “lag[]” behind FDA 
regulations.208  Alternatively, the legislation may exist but simply go 
unenforced due to “economic pressures [that] lead to the dilution of 
regulations” or due to “shortages in manpower.”209   

Another concern is the issue of informed consent and its 
documentation under Part 11.210  A number of Third World regions 
often ignore the process of “counseling and deliberation” with human 
subjects.211  Such foreign countries may encourage CRO testing by 
offering direct subsidies; however, “[i]nformed consent in such 
situations” in the developing world is considered “impossible.”212  
Additionally, human subjects in these regions are generally considered 
easier to work with because they have less bargaining power.213  
Although “many analysts question the quality of the data generated in 
such clinical trials,” Part 11’s accurate record-keeping requirements can 
help curtail those concerns.214 

Although outsourcing has enabled the pharmaceutical industry to 
innovate and develop new drugs faster than ever before, delivering more 
affordable treatment options to the public and the challenges with cross-
border communication and electronic record-keeping make Part 11 
compliance difficult.215  As discussed below, Scientist.com’s 
blockchain approach can significantly reduce the risks of record 
tampering and data loss.216 

 
accountable for a number of important functions that help ensure the success of the 
relationship.”).  Additionally, Piachaud notes that “it is vital that staff be kept informed 
at all stages of the outsourcing process.”  Id. at 43. 

207 See Adobor, supra note 25, at 247.   
208 Id.    
209 Id.    
210 See Mirowski & Van Horn, supra note 9, at 517. 
211 Id.  
212 Id.  
213 See id. (“Patients have begun to rethink their own roles in clinical trials[] and 

are beginning to demand direct payment in order to participate.  Not surprisingly, such 
demands are strenuously resisted by the CROs, and they provide further incentive to 
shift Phase II and Phase III trials overseas, where patients are far less obstreperous.”). 

214 Id.  
215 See Kefa Rabah, Challenges & Opportunities for Blockchain Powered 

Healthcare Systems: A Review, 1 MARA RES. J. MED. & HEALTH SCI. 45, 49 (2017) 
(“Today, the world of clinical trials is complex and extremely mucky to say the least.  
It’s currently estimated that 50% of clinical trials go unreported and investigators often 
fail to share their study results—e.g., nearly 90% of trials on ClinicalTrials.gov lack 
results.  In effect, this ends up creating crucial safety issues for patients and also 
resulting in knowledge gaps for healthcare stakeholders and health policymakers.”).  

216 See id. (“[T]he arrival of blockchain-enable[d], time-stamped immutable 
records of clinical trials, protocols and results could potentially address the issues of 
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2. FDA Warnings and Loss of Goodwill 
 

Not only does the FDA issue warnings for noncompliance, it 
publicly posts warnings on its website.217  Although this transparency 
advances important policy goals, such publicity can damage a 
company’s reputation and diminish its goodwill.218 

The FDA issues warnings for noncompliance with regulations, 
including the predicate rules required under Part 11.219  Patients and 
prospective partners can easily monitor a pharmaceutical company’s 
compliance using the FDA website.220  Warning letters can be searched 
by specific company221 or violation type.222 

Not only is transparency often linked to an effective government,223 

 
outcome switching, data snooping and selective reporting—thus, reducing incidence 
of fraud and error in clinical trials records.”).  Scientist.com’s approach works well 
with contract-based outsourcing because Scientist.com uses COMPLI™, a smart 
contracting tool that works with DataSmart™ to ensure data integrity; see 
Scientist.com’s Online Compliance Solution (COMPLI™) Wins Prestigious CPhI 
Pharma Award, BUSINESSWIRE (Oct. 15, 2018, 7:55 AM), 
https://www.businesswire.com/news/home/20181015005181/en/Scientist.com%E2
%80%99s-Online-Compliance-Solution-COMPLi%E2%84%A2-Wins-Prestigious 
(“COMPLI™ enables research organizations to address the biggest challenges they 
face when sourcing regulated services: transparency, visibility and control . . . .”).  For 
more information on blockchain-enabled smart contracts, see Kevin Werbach & 
Nicholas Cornell, Contracts Ex Machina, 67 DUKE L.J. 313 (2017). 

217 Inspections, Compliance, Enforcement, and Criminal Investigations: Warning 
Letters, U.S. FOOD & DRUG ADMIN., 
https://www.fda.gov/ICECI/EnforcementActions/WarningLetters/default.htm#brows
e (last visited Oct. 16, 2018).   

218 Meiring De Villiers, Quantitative Proof of Reputational Harm, 15 FORDHAM 
J. CORP. & FIN. L. 567, 568 (2010) (“An analysis of the legal concept of corporate 
reputation and its relation to the intangible corporate asset known as goodwill, shows 
that the law recognizes (i) a systematic causal relationship between reputational harm 
and loss of goodwill . . . .”). 

219 About Warning and Close-Out Letters, U.S. FOOD & DRUG ADMIN., 
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-
investigations/warning-letters/about-warning-and-close-out-letters (last updated Apr. 
29, 2019). 

220 U.S. FOOD & DRUG ADMIN., supra note 217. 
221 FDA’s Electronic Reading Room—Warning Letters: Browse Warning Letters 

by Company, U.S. FOOD & DRUG ADMIN., 
https://www.accessdata.fda.gov/scripts/warningletters/wlFilterByCompany.cfm (last 
visited Oct. 16, 2018).  

222 FDA’s Electronic Reading Room—Warning Letters: Browse Warning Letters 
by Subject, U.S. FOOD & DRUG ADMIN., 
https://www.accessdata.fda.gov/scripts/warningletters/wlFilterBySubject.cfm (last 
visited Oct. 16, 2018). 

223 See Henry H. Perritt, Jr., Structure and Standards for Political Trusteeship, 8 
UCLA J. INT’L L. & FOREIGN AFF. 385, 388 (2003) (“Internal legitimacy is based on 
administering an effective government, promoting governmental transparency . . . .”). 
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transparency is also vital to the pharmaceutical industry.224  
“[D]isclosure principles . . . enable the FDA to effectively evaluate drug 
safety and efficacy during all phases of the drug approval process.”225   
Disclosing key data, such as possible negative side effects, helps 
professionals and consumers make informed decisions.226  In fact, in 
addition to the FDA’s commitment to transparency, both 
pharmaceutical industry leaders227 and representatives228 have 
themselves taken steps to ensure transparency.  This is because, without 
adequate information, patients are less likely to choose a pharmaceutical 
company’s products, which negatively impacts the company’s 
profits.229   

However, this type of transparency is damaging for pharmaceutical 
companies that were unable to meet the FDA’s requirements due to 
record-keeping system errors.230  Goodwill is represented as a 
company’s “tangible and separately identifiable intangible assets” that 
“increase the value of the firm beyond the value of [its] assets 
individually.”231  Empirical evidence shows that a company’s goodwill 
decreases when its corporate reputation is attacked.232  This is because 
a company’s reputation is considered a “core element” of a 
corporation’s goodwill.233 

Most Part 11 warning letters are a result of failing to ensure access 
and change controls because implementing audit trails that 

 
224 See Peter Mansell, Industry’s joint principles on data-sharing take effect, 

PHARMATIMES (Jan. 2, 2014), 
 http://www.pharmatimes.com/news/industrys_joint_principles_on_data-

sharing_take_effect_1001300.  
225 Kimani Paul-Emile, Article, Making Sense of Drug Regulations: A Theory of 

Law for Drug Control Policy, 19 CORNELL J.L. & PUB. POL’Y 691, 708 (2010). 
226 See id. at 709. 
227 See Rebecca Choi, Note, Increasing Transparency of Clinical Trial Data in 

the United States and the European Union, 14 WASH. U. GLOBAL STUD. L. REV. 521, 
544 (2015) (listing top pharmaceutical companies that have implemented transparency 
initiatives). 

228 See PhRMA Principles for Responsible Clinical Trial Data Sharing 
(“Principles”), PHRMA (2013), 
http://www.phrma.org/sites/default/files/pdf/PhRMAPrinciplesForResponsibleClinic
alTrialDataSharing.pdf (The Pharmaceutical Research and Manufacturers of America 
(PhRMA) began promoting industry-wide transparency as early as 2014.). 

229 See Cami R. Schiel, Note, Leveraging Pharma to Lower Premiums: Medical 
Loss Ratio Regulation in the Pharmaceutical Industry, 2018 BYU L. REV. 207, 215–
221 (2018).  

230 See infra note 232 and accompanying text. 
231 De Villiers, supra note 218, at 585.   
232 Id. at 588. 
233 Id. at 579–81; see also Robert G. Eccles et al., Reputation and Its Risks, HARV. 

BUS. REV., Feb. 2007, at 104, https://hbr.org/2007/02/reputation-and-its-risks (arguing 
that business leaders consider reputation closely tied to goodwill). 
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“authenticate and confirm the integrity of regulated records and 
signatures [has] offer[ed] the greatest challenge to regulated 
companies.”234  Using a blockchain approach to Part 11 compliance 
would thus help reduce any allegations of record tampering and ensure 
all required electronic records are available for inspection,235 diminish 
the chances of receiving a warning letter, and help pharmaceutical 
companies maintain goodwill.   

3. Implications of an FDA Disapproval of an NDA 
 

The FDA’s disapproval of an NDA can impact a pharmaceutical 
company’s profits and overall valuation.236  Additionally, the denial of 
an NDA can result in decreased investments in R&D—and 
innovation.237 

a. Lost Profits and Decreased Company Valuation 
 

A pharmaceutical company’s inability to sell a patented product 
simply because it has been disapproved by the FDA for record-keeping 
infractions can cost the company far more than expected.238  This is 
partially because of the obvious benefit of being able to commercialize 
the product.239  Due to the laborious NDA process, a pharmaceutical 
company may not be able to commercialize a new drug for ten years 
after applying for a patent.240  Additionally, and often overlooked, is the 
fact that a company that is first to patent also enjoys a market free of 

 
234 Phan, supra note 106 (“A review of warning letters relating to Part 11 

deficiencies” reveals that “[m]ost faults have been found in the areas of system 
validation and the protection of records.”). 

235 See infra Section III.A. 
236 See infra Section I.C.3.a. 
237 See infra Section I.C.3.b; see also Benjamin N. Roin, Unpatentable Drugs and 

the Standards of Patentability, 87 TEX. L. REV. 503, 504 (2009) (“It is widely accepted 
that patents play an essential role in motivating private investment in pharmaceutical 
R&D, and those investments have yielded tremendous social gains through the 
resulting introduction of new drugs.”). 

238 See Reitzig, supra note 158, at 36 (“The use of patents to enjoy a short-term 
technological lead is the best-known way to create competitive advantage with IP 
rights, but it is fading in importance in many industries. The pharmaceutical industry 
is an exception.”). 

239 Innovation is cultivated through invention and the ability to commercialize. 
See Roberts, supra note 168, at 36 (“Innovation = Invention + Exploitation.”). See 
generally Sichelman, supra note 174, for a proposal of “commercialization patents” 
because only half of patented products are ever commercialized.   

240 See Reitzig, supra note 158, at 36 (“In the pharmaceutical industry, it is not 
uncommon for a target molecule in the form of a commercialized drug to begin earning 
profits a decade after [applying for] the patent.”).   
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“generic competition.”241  Some analysts have measured the “windfall” 
associated with market exclusivity to be $700 million for a six-month 
period without generic competition.242  

Additionally, a loss in profits also leads to a loss in corporate 
valuation: Three of the most common valuation methods show that a 
pharmaceutical company’s value is immediately decreased when the 
FDA denies an NDA.243  First, the discounted cash flow (DCF method) 
identifies the present value of a company’s cash flows.244  Thus, if a 
pharmaceutical company’s NDA is denied, the company is unable to 
increase its positive cash flow from that product.245  From a corporate 
finance perspective, this means the company has lost immediate 
value.246  Second, a company may be valued by comparing similar 
companies or acquisitions.247  This approach is based on the theory that 
similar companies should have similar economic values.248  And third, 
a company may be valued by its liquidation value.249  This looks at the 

 
241 James L. Zelenay, Jr., The Prescription Drug User Fee Act: Is a Faster Food 

and Drug Administration Always a Better Food and Drug Administration?, 60 FOOD 
& DRUG L.J. 261, 274 (2005); see also Reitzig, supra note 158, at 39 (“Optimally, an 
incumbency advantage can be turned into an entry barrier for followers.”). 

242 See Sheryl Gay Stolberg, Children Test New Medicines Despite Doubts, N.Y. 
TIMES (Feb. 11, 2001), https://www.nytimes.com/2001/02/11/us/children-test-new-
medicines-despite-doubts.html; see also Alison R. McCabe, Note, A Precarious 
Balancing Act—The Role of the FDA as Protector of Public Health and Industry 
Wealth, 36 SUFFOLK U.L. REV. 787, 793 (2003) (“[E]ven six extra months of market 
exclusivity translate into millions of dollars in profit.”). 

243 Charles M. Elson, Fairness Opinions: Are They Fair or Should We Care?, 53 
OHIO ST. L.J. 951, 961 (1992).  

244 IVO WELCH, CORPORATE FINANCE 22–29 (4th ed. 2017) (discussing 
discounting future cash flows to find net present value of a project). 

245 See supra Section I.A. 
246 See Adam S. Chodorow, Valuing Corporations for Estate Tax Purposes: A 

Blunt Reappraisal, 3 HASTINGS BUS. J.L. 1, 14 (2006) (noting that this approach is 
often called the “income-based approach” because it “is based on the corporation’s 
earning potential”).  

247 See Elson, supra note 243, at 963. 
248 See id. (comparing companies in the pharmaceutical industry can be difficult, 

however, because so much of the industry relies on patents, which are “by definition 
unique: they lack ‘comparables,’ which are used in many markets to estimate a given 
asset’s value”); Andrei Hagiu & David B. Yoffie, The New Patent Intermediaries: 
Platforms, Defensive Aggregators, and Super-Aggregators, 27 J. ECON. PERSP. 45, 
46–47 (2013). 

249 See Chodorow, supra note 246 (noting that a pharmaceutical company’s patent 
may be far more valuable compared to other industries, where new patents may create 
“fuzzy boundaries,” because “[p]atent claims on new molecules are easily 
distinguishable from other patented molecules”); Hagiu & Yoffie, supra note 248, at 
52 (noting that these clearer lines help deter arbitraging nonpracticing entities from 
engaging with the pharmaceutical industry.).  
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company’s net worth by considering all liquidation opportunities.250  
Because an unapproved drug, even if patented, is unsellable, this 
approach shows that a company’s assets would not be valued as high as 
if the drug had been approved.251  Furthermore, an undervalued 
company cannot make the same substantial investments in R&D.252 

Therefore, maintaining FDA compliance by safeguarding against 
electronic system errors will better enable pharmaceutical companies to 
reap what they sow.253  

b. Decreased R&D and the Hampering of Innovation 
 

Patents are a common measurement of innovation.254  However, 
patents in the pharmaceutical industry are a somewhat different 
measurement because patents on new drugs are not immediately 
commercially viable.255  In the pharmaceutical industry, this means that 
a patent “may be more valuable at the end of [its] term than at the 
beginning.”256  Additionally, because a pharmaceutical company’s 
R&D is funded with profits from its patented drugs on the market,257 a 
company’s ability to stay innovative and invest in R&D258 declines 

 
250 Chodorow, supra note 246. 
251 Hagiu & Yoffie, supra note 248, at 45 (noting that IP assets are especially 

challenging to value because they are not “traded in liquid markets, at transparent 
prices, with the help of many thriving intermediaries”). 

252 See infra Section I.C.3.b; see also Bronwyn H. Hall & Josh Lerner, Financing 
R&D and Innovation, NAT’L BUREAU OF ECON. RES., NBER Working Paper Series, 
p. 36 (2009), https://www.nber.org/papers/w15325.pdf (“[V]enture capital appears to 
be three to four times more potent in stimulating patenting than a dollar of traditional 
corporate R&D.”). 

253 See supra note 238 and accompanying text. 
254 See Ron A. Bouchard, Qualifying Intellectual Property II: A New Innovation 

Index for Pharmaceutical Patents & Products, 28 SANTA CLARA COMPUTER & HIGH 
TECH. L.J. 287, 289 (2011).  

255 See id.  
256 Mark A. Lemley, GATT Symposium Issue: The Implications of GATT on U.S. 

Intellectual Property Laws: An Empirical Study of the Twenty-Year Patent Term, 22 
AIPLA Q. J. 369, 422 n.32 (1994). 

257 See Joseph P. Cook et al., Generic Utilization Rates, Real, Pharmaceutical 
Prices, and Research and Development Expenditures 7 (Nat’l Bureau of Econ. 
Research, Working Paper No. 15723, 2010), http://nber.org/papers/w15723; see also 
Stephanie Dobbs, Testing Times for Pharma: R&D Returns Challenged by Drag of 
High Costs, DELOITTE (Dec. 14, 2015), https://www2.deloitte.com/uk/en/pages/press-
releases/articles/testing-times-for-pharma.html (“The decline in peak sales of assets 
has had the greatest negative impact on R&D returns since our study began.”).  

258 See Stefan Thomke, Enlightened Experimentation: The New Imperative for 
Innovation, HARV. BUS. REV., Feb. 2001, at 67, https://hbr.org/2001/02/enlightened-
experimentation-the-new-imperative-for-innovation (“Experimentation lies at the 
heart of every company’s ability to innovate.”). 
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when the FDA denies the company’s NDA.259  These barriers to 
innovation undermine the pharmaceutical industry’s important social 
aims.260 

The pharmaceutical industry faces a unique challenge in the patent 
process.261  Patents are granted for a maximum of twenty years from the 
date at which the patent application was filed.262  In the pharmaceutical 
industry, a company may file a patent once it has discovered a new 
drug—prior to beginning the clinical trials.263  Although a patent is often 
issued in under three years,264 a delay in FDA approval inevitably bars 
market entry.265  As a result, the pharmaceutical company’s timeframe 
to commercialize its patent is reduced significantly.266  This means that 

 
259 See Bouchard, supra note 254, at 291 (citing Drug Safety and Pricing Hearing 

Before the S. Comm. On Health, Educ. Labor and Pension, 106th Cong. 91 (2000)); 
John LaMattina, Pharma R&D Investments Moderating, But Still High, FORBES (June 
12, 2018), https://www.forbes.com/sites/johnlamattina/2018/06/12/pharma-rd-
investments-moderating-but-still-high/#4c7bd81a6bc2 (“Proving that your new 
medicine is better than existing therapies is now a must and head-to-head clinical trials 
to prove superiority are time consuming and costly.  Thus, drug R&D is more 
expensive than ever before.”). But see Aaron S. Kesselheim & Kevin Outterson, 
Improving Antibiotic Markets for Long Term Sustainability, 11 YALE J. HEALTH 
POL’Y L. & ETHICS 101, 119 (2011) (“[T]he essential point is clear: increased sales of 
pharmaceuticals translate into only a limited increase in R&D after accounting for 
other expenses and R&D costs bear little relationship to prices.”).   

260 See generally Ted Sichelman, Patents, Prizes, and Property, 30 HARV. J.L. & 
TECH. (SPECIAL SYMPOSIUM) 279, 279–97 (2017), for a discussion of patents and 
prizes as incentives for social innovation.. 

261 See infra note 266 and accompanying text. 
262 35 U.S.C. § 154(a)(2). 
263 Frequently Asked Questions on Patents and Exclusivity, U.S. Food & Drug 

Admin. (last visited Aug. 25, 2019), https://www.fda.gov/drugs/development-
approval-process-drugs/frequently-asked-questions-patents-and-
exclusivity#whenshould. 

264 See Jim Singer, How Long Does Patent and Trademark Prosecution Take? 
(2011 Update), IP SPOTLIGHT (Dec. 14, 2011), 
http://ipspotlight.com/2011/12/14/1780/. 

265 See Alison R. McCabe, Note, A Precarious Balancing Act—The Role of the 
FDA as Protector of Public Health and Industry Wealth, 36 SUFFOLK U.L. REV. 787, 
802–03 (2003) (“Clinical trials and the FDA’s review process consume thirty to fifty 
percent of a drug’s patent term, effectively reducing the time within which a 
manufacturer can recover investments.”) This might be a conservative estimate.  See 
Manuela M. Schöner et al., FSBC Working Paper, Blockchain Technology in the 
Pharmaceutical Industry, FRANKFURT SCH. BLOCKCHAIN CTR. (July 2017), 
http://explore-ip.com/2017_Blockchain-Technology-in-the-Pharmaceutical-
Industry.pdf (“We know that the pharmaceutical Research & Development process 
(R&D) is a complex development process that on average takes about fifteen years 
from drug discovery to regulatory approval.”).  

266 See Zelenay, Jr., supra note 241, at n.119 (2005) (“This is because, while the 
(generally) [twenty]-year patent term begins to run upon issuance of the patent (35 
U.S.C. § 154(a)(2)), which usually occurs shortly after the discovery of the product, a 
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the company’s profits decrease and therefore its investments in R&D 
also decrease.267  Additionally, this decrease in innovation also may lead 
to a decrease in corporate credibility.268   

Moreover, pharmaceutical companies are encouraged to patent as 
soon as possible, and not closer to when the NDA will be approved 
because patents offer a first-mover advantage.269  This is especially true 
in industries that do not rely on cross-licensing or generic 
components.270  Thus, it is imperative that pharmaceutical companies 
have the best tools and resources, such as blockchain, to help ensure a 
smooth NDA process and best facilitate any FDA investigations.271  
Using blockchain will best situate pharmaceutical companies to make 
substantial investments in R&D and innovation while maintaining a 
first-mover advantage.272  

4. Contracting and Material Breach 
 

Failure to comply with Part 11 may dissolve a multi-billion dollar 
merger agreement.273  For instance, in Akorn v. Fresenius, Akorn sought 

 
manufacturer cannot market a new drug until it obtains FDA approval of an NDA.”). 

267 See Ted Sichelman, Innovation Factors for Reasonable Royalties, 25 TEX. 
INTELL. PROP. L.J. 277, 308–18 (2018) (discussing the relationship between drug 
success and R&D investments in the pharmaceutical industry).  The pharmaceutical 
industry has already witnessed a decrease in R&D returns: In 2017, R&D returns 
“declined to 3.2 [percent], down from 10.1 [percent] in 2010.”  A New Future for 
R&D? Measuring the Return from Pharmaceutical Innovation 2017, DELOITTE, 
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/life-sciences-health-
care/deloitte-uk-measuring-roi-pharma.pdf (last visited Oct. 30, 2018).  This may be 
due what has been called “delivery risk”: that less drugs are entering the market every 
year.  Facing the Tidal Wave: De-Risking Pharma and Creating Value for Patients, 
DELOITTE, https://www2.deloitte.com/uk/en/pages/life-sciences-and-
healthcare/articles/de-risking-pharma-creating-value-patients.html (last visited Oct. 
30, 2018) (“The number of new pharmaceuticals approved per billion U.S. dollars 
spent on R&D has halved roughly every nine years.”).  This downward trend suggests 
that “pharmaceutical revenues will fall well short of forecasts” over the next decade.  
Pharma Outlook 2030: From Evolution to Revolution, KPMG (Feb. 5, 2017), 
https://home.kpmg.com/xx/en/home/insights/2017/02/pharma-outlook-2030-from-
evolution-to-revolution.html.  

268 See David A. Aaker, Leveraging the Corporate Brand, 46 CAL. MGMT. REV. 
6, 8 (2004) (“A reputation for innovation enhances credibility.”).  

269 See Teece, supra note 192.  
270 See id. at 287–88 (noting that patents are amenable to innovative designs in 

the pre-paradigmatic stage, before a dominant “stabilizes” an industry norm). 
271 See infra Part III. 
272 See infra Part III. 
273 See, e.g., Akorn, Inc. v. Fresenius Kabi AG, 2018 Del. Ch. LEXIS 325 passim 

(Del. Ch. Oct. 1, 2018); see also Zimmer, Inc. v. Informatica Corp., 2016 U.S. Dist. 
LEXIS 41851, *1–2 (N.D. Ind. Mar. 29, 2016) (demonstrating legal liability for failure 
to comply with Part 11 contractual terms in the medical device industry). 
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specific performance of a merger agreement with Fresenius Kabi AG 
(Fresenius).274  Akorn is a specialized pharmaceutical company with 
operations throughout the United States.275  German-based Fresenius is 
a much larger pharmaceutical company; it employs more than 37,000 
employees, operates dozens of manufacturing sites worldwide, and is 
worth around €6.5 billion.276   

In 2017 alone, Fresenius’s profits neared €5 billion.277  The total 
purchase price of the merger agreement was $4.75 billion.278  
Additionally, upon closure of the merger agreement, each share of 
Akorn would be convertible into $34.279  Because Akorn’s primary 
regulator is the FDA, the merger agreement included FDA compliance 
terms.280   

The court denied Akorn’s request.281  The court relied on two 
holdings regarding FDA compliance.282  First, the court noted that the 
defendant had validly terminated the merger agreement because the 
pharmaceutical company had made false representations regarding 
regulatory compliance.283  In fact, the court found the 
misrepresentations so overwhelming that it held the company’s actions 
resulted in a material adverse effect—or, an “incurable failure.”284   

Second, the court held that the pharmaceutical company had 
breached the agreement by failing to adhere to a covenant to ensure data 
integrity and facilitate FDA compliance.285  The court emphasized that 
“[a] critical component of a modern data integrity system is the 
company’s IT infrastructure.”286  When internal reviews of Akorn’s data 
systems revealed “critical deficiencies,” the court found that Akorn 
“essentially ignored them.”287  

This result may sound drastic, but the court’s decision actually 

 
274 Akorn, Inc. v. Fresenius Kabi AG, 2018 Del. Ch. LEXIS 325 (Del. Ch. Oct. 1, 

2018) at *7. 
275 Id. at *15. 
276 Id. at *12–13. 
277 Id. at *14. 
278 Id. at *46. 
279 Id. at *2. 
280 Akorn, Inc. v. Fresenius Kabi AG, 2018 Del. Ch. LEXIS 325 (2018), aff’d, 

198 A.3d 724 (Del. 2018) at *16, *148–50.  
281 Id. at *241. 
282 Id. at *152–53. 
283 Id. at *157 (“Akorn then aggravated the situation by providing the FDA with 

a misleading description of the investigation . . . and the state of Akorn’s data integrity 
efforts.”). 

284 Id. at *166, 194. 
285 Id. at *153–54.   
286 Akorn, Inc. v. Fresenius Kabi AG, 2018 Del. Ch. LEXIS 325 (2018), aff’d, 

198 A.3d 724 (Del. 2018) at *17–18. 
287 Id. at *154. 
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aligns well with pharmaceutical industry custom.288  Mergers are often 
intended to nurture—not stifle—innovation289 by covering a predictable 
“gap in the product pipeline.”290  This might occur due to less drug 
approvals or the limited lifespan of patents.291  Regardless, 
pharmaceutical companies are not expected to merge with or acquire 
non-FDA compliant companies because the acquisition target is no 
longer as valuable.292 

Additionally, mergers and acquisitions in the pharmaceutical 
industry are driven by an “asset-specific motive” that “assum[es] that it 
is cheaper, quicker[,] and more effective” than starting from scratch.293  
Mergers help “transfer assets from ineffective to effective managers.”294  
This means that a firm’s potential value is closely linked to an 
acquisition target’s asset portfolio.295  Because Akorn was unable to 
maintain Part 11 compliance, and therefore drug approval, Akorn lost 
its potential assets and overall company value.296  Akorn was thus far 
less valuable as an acquisition target, which alters material terms of a 
merger agreement.297 

As this Article contends below,298 using a blockchain approach to 
 

288 See Patricia M. Danzon et al., Mergers and Acquisitions in the Pharmaceutical 
and Biotech Industries, 28 MANAGERIAL & DECISION ECON. 307, 312 (2007). 

289 See Eleanor J. Morgan, Innovation and Merger Decisions in the 
Pharmaceutical Industry, 19 REV. INDUS. ORG. 181, 195 (2001) (“Both E.U. and U.S. 
authorities have been trying to achieve the same ends—to give due attention to the 
dynamic effects of mergers and ensure that innovation is not inhibited.  This is 
particularly crucial in the pharmaceutical industry in view of the role of product 
innovation in the leading firm’s strategies, the size of R&D expenditures often needed, 
especially at the development stage, and the time it takes for pipeline products to reach 
the market.”). 

290 Danzon et al., supra note 288, at 314; see also Frank T. Rothaermel & Andrew 
M. Hess, Building Dynamic Capabilities: Innovation Driven by Individual-, Firm-, 
and Network-Level Effects, 18 ORG. SCI. 898, 902 (2007) (“Within the biotechnology 
industry, large pharmaceutical firms often use acquisitions to facilitate innovation.”). 

291 See Danzon et al., supra note 288, at 314–15; see also Marcel Corstjens & 
Marie Carpenter, From Managing Pills to Managing Brands, HARV. BUS. REV., Mar.–
Apr. 2000, at 20, https://hbr.org/2000/03/from-managing-pills-to-managing-brands 
(“Drug companies have notoriously high R&D budgets, and the output of their new 
product development tends to be prolific.  The Swiss drug giant Novartis, for example, 
has 166 projects under development.  Indeed, a large proportion of the recent M&A 
activity in pharmaceuticals has been driven by a desire to expand the R&D pipeline.  
Everyone wants to bring out the next wonder drug.”). 

292 See supra note 289 and accompanying text. 
293Danzon et al., supra note 288, at 312.  “Another explanation for mergers is they 

are the most sensible way for firms to acquire specific assets.” Id. at 316. 
294 Id. at 315. 
295 See id.  
296 See Danzon et al., supra note 288, at 315. 
297 See id. at 312. 
298 See infra Section III. 
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record keeping arguably would have made Akorn billions of dollars.  
This is because Scientist.com’s blockchain approach, for instance, 
accounts for Part 11 compliance.299  

II. PREVIOUS SOLUTIONS HAVE FAILED 
In the past, the pharmaceutical industry has relied on individual, in-

house systems for record keeping, each company relying on “its own 
computer network, software, accounting and reporting system, [and] 
electronic database.”300  However, because this approach is siloed,301 
“the reliability and completeness of the transmitted information are not 
guaranteed.”302 Additionally, these systems can be easily hacked and 
the data easily altered.303  

Other approaches have shunned electronic record keeping 
altogether.304  For example, one commentator suggests that current 
electronic databases cannot ensure data integrity as well as traditional 
paper-based systems.305  However, this commentator concedes that 
electronic record keeping has still catalyzed drug development 
processes.306  Leveraging electronic record-keeping systems drastically 
improves data integrity because it reduces the risk of human error.307  
As a result, this method keeps operational costs low and increases the 
speed at which a pharmaceutical product enters the market.308  
Electronic record-keeping is thus here to stay, and the best way to 
protect data integrity and access and change controls, as discussed 
below, is to utilize blockchain.309  

 
 
 
 

 
299 See infra Section III. 
300 Vladimir Plotnikov & Valentina Kuznetsova, The Prospects for the Use of 

Digital Technology ‘Blockchain’ in the Pharmaceutical Market, MATEC WEB CONF. 
193, 195 (2018), https://doi.org/10.1051/matecconf/201819302029. 

301 See Aaron Stanley, Big Pharma Seeks DLT Solution for Drug Costs, COINDESK 
(Jan. 9, 2018, 5:04 UTC), https://www.coindesk.com/blockchain-day-big-pharma-
seeks-dlt-solution-drug-costs/ (“[T]he pharmaceutical industry faces the same 
problem as does the rest of the U.S. healthcare system, the fact that most data is stored 
in proprietary data silos with limited interoperability and transferability.”). 

302 Plotnikov & Kuznetsova, supra note 300.   
303 Id. at 196–197.   
304 See, e.g., Deven Babre, Electronic Data Capture—Narrowing the Gap 

Between Clinical and Data Management PERSP. CLINICAL RES. (2011). 
305 Id. at 2–3. 
306 Id. at 3. 
307 See An Introduction to Part 11, supra note 26. 
308 See id.  
309 See infra Part III. 
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III. BLOCKCHAIN FACILITATES PART 11 COMPLIANCE 
As one author puts it, blockchain will revolutionize the 

pharmaceutical industry.310  In fact, that revolution has already 
begun.311  Although known best as the foundation of bitcoin, blockchain 
technology can expand far beyond the financial industry.312  The 
pharmaceutical industry is ripe for blockchain technology in the areas 
of “research, development[,] and production of new drugs.”313  
However, the literature has yet to identify blockchain as a solution for 
record keeping and regulatory compliance in the pharmaceutical 
industry.314  This Article demonstrates that implementing blockchain 
for Part 11 compliance may have some barriers,315 but companies like 
Scientist.com make these barriers disappear.316  

FDA regulations are in place for good reasons—to help protect 
consumers and deliver more effective drugs to the marketplace.317  
Without these regulations, we could see a repeat of devastating 
deformities or deadly side-effects.318  However, the burdens of such 
high regulation have inspired pharmaceutical companies to seek out 
new cost-saving approaches to compliance, such as electronic record-
keeping systems under Part 11.319  By improving electronic record-
keeping systems with blockchain technology, the pharmaceutical 

 
310 Matthias Mettler, Blockchain Technology in Healthcare: The Revolution Starts 

Here, 2016 IEEE 18TH INT'L CONF. ON E-HEALTH NETWORKING, APPLICATIONS AND 
SERVS. (“[Blockchain] is celebrated as a new technological revolution, which will 
have at least as large an impact on society as the invention of the wheel, the steam 
engine or the Internet.”). 

311 See BUSINESSWIRE, supra note 44; see also Jared Whitlock, Pharma: 
Scientist.com Doubles Revenue to $50M: Co. Creates, Facilitates CRO Marketplace, 
SAN DIEGO BUS. J. (June 17, 2018), https://www.sdbj.com/news/2018/jun/17/co-
creates-facilitates-cro-marketplace/?page=2& (“Scientist.com has built private 
marketplaces for fifteen of the top twenty-five pharmaceutical companies, including 
the likes of AstraZeneca and Bristol-Meyers Squibb.”). 

312 Mettler, supra note 310. 
313 Id. at 2–3.  The industry is already using blockchain to help prevent drug 

counterfeiting by time-stamping each product.  Id. at 3.  “[It is] estimated that 30 
[percent] of drugs sold in developing countries are considered to be counterfeits.”  
Rabah, supra note 215, at 48.  But the literature around blockchain in the 
pharmaceutical industry appears to be limited to just drug counterfeiting—Part 11 
compliance has yet to be explored.   

314 See, e.g., infra note 338 and accompanying text. 
315 See infra Section III.B. 
316 See infra Section III.C. 
317 See supra Section I.A. 
318 See supra Section I.A. 
319 See supra Section I.C. 



 

38 WAKE FOREST J. 
BUS. & INTELL. PROP. L. 

VOL. 20 

industry can help get new drugs to market faster, potentially saving 
millions of dollars.320  Additionally, by using blockchain to ensure 
access and change controls under Part 11, pharmaceutical companies 
can maintain goodwill, high company valuations, improved R&D, and 
contractual obligations.321  

A. The Strengths of Blockchain 
 

Blockchain offers a variety of benefits regarding Part 11 
compliance.322  As discussed below, blockchain best helps 
pharmaceutical companies maintain access and change controls while 
outsourcing globally323 and reduces the costs of electronic record 
keeping.324 

1. Blockchain Ensures Data Integrity by Ensuring Access and 
Change Controls 

 
Blockchain is ideal for FDA Part 11 compliance because it 

“consolidat[es] all necessary information in a single database.”325  
Additionally, because blockchain uses a decentralized database, all 
parties involved can access the data as needed.326  This gives 
pharmaceutical companies significant control and oversight when 
outsourcing.327   

Additionally, blockchain is best suited for ensuring access and 
change controls in electronic record-keeping systems.328  Blockchain 
has “automated data verification capabilities,” which resolves “many of 
the trust issues regarding pulling data from disparate sources.”329  
Because this system offers a “tamper-proof ledger,” blockchain is “a 
no-brainer for supply chains across industries.”330  The technology, 
known as “cryptography,” stores data in “blocks in a manner that only 
the intended users can open and read or view but not alter,”331 thus using 
a software encryption that is “mathematically unbreakable.”332   

 
320 See supra Section I.C.I. 
321 See supra Section I.C.2–4. 
322 See infra Section III.A.1. 
323 See infra Section III.A.1. 
324 See infra Section III.A.2. 
325 Mettler, supra note 310. 
326 See id.   
327 See supra Section I.C.1. 
328 Rabah, supra note 215, at 45. 
329 Id.  
330 Id. 
331 Id. (internal citations omitted). 
332 Haughwout, supra note 34; see also Apte & Petrovksy, supra note 42, at 76 
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This unbreakable encryption process thus enables both the 
pharmaceutical industry and the FDA to quickly check when records 
were initially inputted, when or whether records were updated, and who 
may have altered the records, detecting record tampering and data 
loss.333  Blockchain thus ensures data integrity and makes the validation 
process and audit trails seamless during FDA investigations.334  This 
method makes electronic record storage tamper proof and a safer option 
for pharmaceutical companies, the FDA, and the ultimate consumers by 
automatically accounting for access and change controls.335 

Ensuring data integrity will help pharmaceutical companies retain 
goodwill, stay profitable, strategically invest in R&D, and continue 
innovating life-changing new drugs.336  Additionally, such strong data 
integrity will help pharmaceutical companies such as Akorn meet 
contractual obligations relating to Part 11 compliance.337  

A blockchain approach to data integrity under the FDA’s Part 11 
has yet to be studied within the pharmaceutical industry.338  With the 
influx of global outsourcing, as discussed above,339 this Article 
contends that blockchain offers the pharmaceutical industry the missing 
link in electronic record-keeping systems: assurance of access and 
change controls across international borders.  

2. Blockchain Reduces the Costs of Electronic Record Keeping 
 

Current electronic record-keeping systems are costly.340  For 
example, pharmaceutical companies spend more on information 
technology (IT) than most companies.341  Additionally, pharmaceutical 
companies spend more on “data center and network infrastructure than 

 
(“The cryptography behind the protocol is based on asymmetric encryption modulo 
mathematics where the ‘key’ for encrypting a message or transaction is different from 
the ‘key’ to decrypt it.”).  

333 See supra notes 328–32 and accompanying text. 
334 See Rabah, supra note 215, at 45. 
335 See supra note 333. 
336 See supra Section I.C. 
337 See supra Section I.C.4. 
338 See generally, Hervé Cluzeaud, Using Blockchain and Data Integrity to 

Ensure the Safe Production of Drugs, ASSYSTEM, 
https://www.assystem.com/en/expert-talks/blockchain-and-data-integrity-
production-drugs/ (last visited Apr. 8, 2020).  

339 See supra Section I.C.1. 
340 See, e.g., Steven E. Kuehn, What’s Trending in Pharma IT?  Operational 

Transparency and Optimized Processes from Lab to Floor to Executive Suite and Back 
Are Driving IT Investments, PHARMA MFG. (Aug. 11, 2014), 
https://www.pharmamanufacturing.com/articles/2014/whats-trending-in-pharma-it/. 

341 See id. 
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the average company.”342  In the pharmaceutical community, experts 
estimate that IT spending currently exceeds $40 billion due to 
investments in new data technologies and regulatory requirements.343 

Additionally, much of the pharmaceutical industry has turned to 
data storage companies such as DocuSign.344  Currently twelve of the 
top fifteen pharmaceutical companies use companies such as DocuSign 
to maintain Part 11 compliance.345  With DocuSign rates averaging 
$150 per month per user for businesses,346 the pharmaceutical industry 
is paying far too much for electronic record-keeping systems.347  This 
is because Part 11 compliance requires individual access to account for 
access and change controls, which means that every individual that 
makes any data entry needs his or her own profile and password 
protections.348  In 2015, for example, AstraZeneca paid for 2,000 users 
on DocuSign, which adds up to about $3.6 million annually.349 

Instead, the pharmaceutical industry should turn to blockchain.  
Although no studies have predicted reduced costs in the pharmaceutical 
industry by using blockchain instead of companies such as DocuSign, 
the industry would likely see benefits similar to the financial industry.350  
A recent study of the financial industry suggests that using blockchain 
“could reduce financial services infrastructure cost[s] between []$15 
billion and $20 billion per annum by 2022.”351  A 2017 study also 

 
342 Id. 
343 Id. 
344 See Steven Loeb, How Does DocuSign Make Money?, VATOR (May 23, 2015), 

https://vator.tv/news/2015-05-23-how-does-docusign-make-money. 
345 Id. 
346 Id. 
347 Digital Signature Market Is Anticipated to Touch US$ 6,911.4 Mn by 2026, 

GLOBENEWSWIRE (Oct. 30, 2018), https://www.globenewswire.com/news-
release/2018/10/30/1639316/0/en/Digital-Signature-Market-is-anticipated-to-touch-
US-6-911-4-Mn-by-2026-TMR.html (discussing that in 2017, the digital signature 
market was valued at $804 million; as the market grows at a rate of 27 percent, analysts 
predict the global digital signature market to near $7 billion within the next ten years). 

348 See Jon Speer, 8 Tips to Comply with FDA 21 CFR Part 11, GREENLIGHT 
GURU (May 22, 2017), https://www.greenlight.guru/blog/8-tips-to-comply-with-fda-
21-cfr-part-11 (“Tip #4[:] Avoid creating usernames for groups or departments.  Each 
username should be tied to an individual.”). 

349 Derek du Preez, AstraZeneca CIO on How DocuSign and Cloud Are Improving 
Its Work in Life Sciences, DIGINOMICA (June 3, 2015), 
https://diginomica.com/2015/06/03/astrazeneca-cio-on-how-docusign-and-cloud-are-
improving-its-work-in-life-sciences/. 

350 Press release, North Highland to PR Newswire (Apr. 15, 2014), 
https://www.prnewswire.com/news-releases/north-highland-to-speak-on-
multichannel-strategies-at-national-pharma-summit-255332141.html (highlighting 
how there are parallels between the financial services and pharmaceutical industries). 

351 Max De Gregorio, Blockchain: A New Tool to Cut Costs, 
PRICEWATERHOUSECOOPERS (2017), https://www.pwc.com/m1/en/media-
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suggests that the financial industry could potentially save thirty to fifty 
percent on compliance costs, which would likely be similar to 
pharmaceutical industry savings, as well.352 

Furthermore, blockchain reduces the need to perform audits, as 
discussed above,353 which significantly reduces IT costs.  Typically, 
each time a pharmaceutical company arranges for an IT audit as part of 
its validation process and audit trails to ensure access and change 
controls are in place, the company spends between $15,000–30,000.354  
Audit expenses may depend on the company’s “size and complexity, . . 
. desired output[,]” and “reason for seeking the [audit].”355  
Additionally, companies seeking regulatory compliance are generally 
charged more than regulation-free companies.356 

Thus, because parallels are often drawn between the financial and 
pharmaceutical industries,357 using a blockchain approach would likely 
reduce electronic record-keeping costs in the pharmaceutical industry 
by billions of dollars, just as blockchain is predicted to reduce IT costs 
in the financial industry.358 

B. Blockchain’s Potential Barriers 
 

Blockchain still faces some barriers in the pharmaceutical 
industry.359  For example, implementing blockchain in the 
pharmaceutical industry could be expensive.360  However, 
advancements in blockchain technology are making the network 
cheaper by reducing computer power and energy costs.361  Additionally, 

 
centre/articles/blockchain-new-tool-to-cut-costs.html. 

352 ACCENTURE CONSULTING, Banking on Blockchain: A Value Analysis for 
Investment Banks at 5 (2017), 
https://www.accenture.com/t20171108T095421Z__w__/us-
en/_acnmedia/Accenture/Conversion-
Assets/DotCom/Documents/Global/PDF/Consulting/Accenture-Banking-on-
Blockchain.pdf#zoom=50.  

353 See supra Section III.A.1. 
354 This may be a conservative estimate; back in 2014, companies looking for 

audit precision could have “expect[ed] a bill for $30K and up.”  How Much Does an 
IT Audit Cost?, OPTIMAL NETWORKS (Nov. 13, 2014), 
https://www.optimalnetworks.com/2014/11/13/cost-of-it-audit/?.  

355 Id. 
356 See supra Section I.C.1. 
357 See supra text accompanying note 346. 
358 See supra text accompanying notes 347–48. 
359 See, e.g., Rabah, supra note 215, at 51. 
360 See id. 
361 See Connor Blenkinsop, Blockchain Network Takes on Ethereum ERC20 and 

Claims It Is Faster and Cheaper, COINTELEGRAPH (Nov. 20, 2018), 
https://cointelegraph.com/news/blockchain-network-takes-on-ethereum-erc20-and-
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not all pharmaceutical companies may have the data infrastructure to 
support such a comprehensive data approach.362  However, using a 
company like Scientist.com eliminates those barriers.363  Scientist.com, 
for example, acts as an intermediary between pharmaceutical 
companies, CROs, suppliers, and manufacturers, and has already built 
a patent-pending, blockchain-enabled, electronic record-keeping 
system, known as DataSmart™.364  Because Scientist.com has already 
done the leg-work, pharmaceutical companies should be able to 
implement this system without lavish investments in technological 
development or data infrastructure.365  Additionally, using a “private” 
blockchain by using an intermediary like Scientist.com reduces the 
“computational power” generally required for a “public” blockchain.366  
Using a private blockchain also makes the record-keeping system “more 
efficient, because fewer [users] participate.”367  

Another barrier may be that because blockchain technology is so 

 
Savings Hype Fool You, FORBES (Feb. 24, 2018), 
https://www.forbes.com/sites/jasonbloomberg/2018/02/24/dont-let-blockchain-cost-
savings-hype-fool-you/#3f8362be5811. 

362 See Rabah, supra note 215, at 51. 
363 See Brittany Farb Gruber, Scientist.com Using Blockchain Tech to Ensure 

Data Integrity, OUTSOURCING-PHARMA.COM (May 3, 2018), 
https://www.outsourcing-pharma.com/Article/2018/05/03/Scientist.com-using-
blockchain-tech-to-ensure-data-integrity (using blockchain technology to ensure data 
integrity for Part 11 compliance). 

364 See BUSINESSWIRE, supra note 44 (“The cost and time spent adhering to 21 
CFR Part 11 has made it prohibitive to ensure data integrity at earlier stages of the 
drug discovery and development process,’ commented Kevin Lustig, CEO and 
Founder.  ‘Our new DataSmartTM platform makes it possible to extend data integrity 
protections throughout the entire drug research process, from concept to clinic and 
beyond.’”).  DataSmart™ is cleverly protected through multiple IP rights because it is 
both patent-pending and trademarked; See Reitzig, supra note 158, at 36 (“A patent 
and a trademark can also be used complementarily.”) This use of trademarks helps 
protect a “strong brand value,” and “managers should be prepared to shift their focus 
from patents to trademarks as the former expire.”   

365 DELOITTE, supra note 20 at 8 (noting that leaders in the pharmaceutical 
industry are already seeking “digital, IT[,] and data analysis alliances”); see also 
Business Model Transformation, PRICEWATERHOUSECOOPERS (last visited Apr. 11, 
2020), https://www.pwc.com/gx/en/industries/healthcare/top-health-industry-
issues/business-model-transformation.html (“Investing in digital solutions can avoid 
additional costs down the line by improving client engagement, reducing human error, 
producing safer care and optimizing operations by reducing redundant processes.”). 

366 Jani Kurki, Benefits and Guidelines for utilizing Blockchain Technology in 
Pharmaceutical Supply Chains: Case Bayer Pharmaceuticals at 12 (Dec. 20, 2016) 
(unpublished B.A. thesis, Aalto University School of Business) (on file with Aalto 
University) (“Private blockchains limit access to them and they are controlled by one 
or more entities.”).   
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new, it is still “far from universal[] accept[ance] right now.”368  
However, blockchain is quickly growing in popularity as more and 
more industries are exploring the technology’s transparency and 
“detailed oversight.”369  This trend of embracing blockchain in various 
industries means that “it will just be a matter of time until blockchain . 
. . become[s] a best practice.”370  One commentator even suggests that 
blockchain is so innovative that industries will adapt to the 
technology—not the other way around.371  Furthermore, pharmaceutical 
companies are synonymous with innovation, and thus, a new innovative 
technology such as blockchain is a natural fit for the pharmaceutical 
industry’s regulatory compliance.372  

Similarly, to combat burdensome paper record-keeping systems, the 
pharmaceutical industry turned to electronic record-keeping systems in 
the 1990s;373 blockchain is simply the next step in the natural evolution 
of record-keeping systems.  Yet, slow government adoption of new 
technologies may inhibit blockchain technology as a solution to Part 11 
compliance challenges.374  As noted earlier, the FDA spent more than 
five years drafting Part 11.375  Additionally, the 2003 interpretation of 
Part 11 was only an incremental change.376  The FDA has yet to 
announce any proposed rules regarding blockchain.377  Unfortunately, 
new FDA rules around blockchain may not develop for years.  
However, the FDA should strongly consider implementing new rules 
supporting blockchain because this emerging technology can ensure 
data integrity by tracking changes made to documents, which will also 
reduce government expenditures for FDA investigations. 

Finally, as another commentator recognizes, although blockchain is 
superior to other record-keeping systems, it cannot ensure that the data 
initially inputted is accurate.378  However, this is not an issue addressed 
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in this Article.  This Article does not assert that electronic record-
keeping is capable of verifying original data.  The purpose of this Article 
is to show that blockchain is simply the most progressive form of 
electronic record keeping.  Rather, the premise relied on here is that 
pharmaceutical companies strive to meet FDA standards and that 
blockchain gives them the best tool to stay Part 11 compliant.379  
Furthermore, this means that blockchain is no less inferior to current 
electronic record-keeping systems; if the original data inputs are 
inaccurate, this would present the same dilemma for both current 
record-keeping and blockchain systems alike.380 

C. Scientist.com Shows that Blockchain is Already a Successful 
Solution 

 
Although implementing blockchain in every pharmaceutical 

company may have its barriers, as discussed above,381 companies like 
Scientist.com show that blockchain is the best solution for Part 11 
compliance.  Scientist.com already works with many of the industry’s 
top pharmaceutical companies.382  Additionally, the company has 
already invested in developing a platform that is easy to implement, thus 
reducing implementation costs.383  Furthermore, using a private 
blockchain maintains efficient speed and security.384  Thus, 
Scientist.com’s blockchain approach to Part 11 compliance is the 
pharmaceutical industry’s best solution for maintaining Part 11 
compliance.  

IV. CONCLUSION 
Society would not be where it is today without the pharmaceutical 

industry’s dedication to drug discovery.  The industry has made 
incredible strides in cancer research, drug delivery, and overall patient 
care.  And although the FDA’s rigorous regulations have been blamed 
for drug lags and decreased innovation, those same regulations have 
helped ensure patient safety.  Part 11 enforces safe manufacturing 
practices, controls for quality, and seeks transparency in the new drug 

 
advance in the authentication and validation of supply chains, but it is not able to, and 
was never intended to, replace traditional quality and auditing processes.”). 

379 Id. at 78 (conceding that blockchain’s few deficiencies should not outweigh its 
strengths). 

380 See generally id. (noting that both record keeping and blockchains will 
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development process.   
To safeguard against drug lags and price hikes, much of the industry 

has turned to outsourcing.  This process has allowed pharmaceutical 
companies to cut down on in-house costs, reduce down-time in between 
development cycles, and better allocate resources to new drug 
development.  Additionally, outsourcing has catalyzed clinical trials, 
especially in stages that require testing on diverse populations.   

The challenge, however, has been providing the FDA with the best 
records available to ensure Part 11 compliance.  Although some 
companies have used centralized servers or locally saved files, such 
approaches do not control for access and change controls.  The systems 
are easily hackable and cannot guarantee untampered documents.  

Instead, the pharmaceutical industry should turn to blockchain as a 
reliable way to maintain data integrity for Part 11 compliance.  
Blockchain offers access and change controls and reduces electronic 
record-keeping costs.  Companies like Scientist.com have already built 
out a patent-pending, blockchain-enabled, electronic record-keeping 
system, which should keep implementation costs low.  With this 
capability, the pharmaceutical industry will continue to increase the 
speed at which patients get new drug treatments, and still maintain Part 
11 compliance.  Thus, Scientist.com’s blockchain approach truly 
enables faster science.  

 
 



 
 


