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ABSTRACT
MIMO is a key enabling technology in the currently emerging 5G systems and future 6G-plus paradigms,
such as heterogeneous networks, millimeter-wave networks, vehicular sensor networks, among others. The
highly desired properties of MIMO such as its ability to supporting high data rates, improving energy and
spectral efficiency, as well as overcoming the effects of shadowing and fading have made it increasingly
attractive to the wireless communications industry. Nevertheless, a practical secure MIMO model with the
required security levels to guarantee user information protection has still not been realized by the industry.
In this work, we analyze and quantify the security performance of hybrid MIMO, which was originally
proposed by the preceding work titled “Hybrid MIMO: A New Transmission Method For Simultaneously
Achieving Spatial Multiplexing and Diversity Gains in MIMO Systems”. In the proposed method, special
signal interference-canceling matrices, which are calculated based on the channel’s variations and random-
ness between the user and receiver, are superimposed with user data at the physical layer level before
being transmitted to the receiver. The conducted performance analysis in this study indicates that the signal
interference-canceling matrices provide absolute security (zero information leakage) against both internal
and external eavesdroppers. Moreover, the new MIMO technique eliminates the need for any processing
at the receiver, where users directly receive their intended signals, consequently lowering complexity and
power consumption at the receiver. These are highly desirable properties for the future internet of things
(IoT) devices as well as 6G and beyond technologies.

INDEX TERMS Multiple input multiple output, MIMO, wireless communications, physical layer security,
6G, internet of things, IoT.

I. INTRODUCTION

With the exponential increase in the number of connected
devices (known as the internet of things (IoT) or internet
of everything (IoE)) the demand for novel communication
techniques with the ability to accommodate the high number
of devices has increased. Non-orthogonal multiple access
(NOMA) (Also known as multi-user superposition transmis-
sion (MUST) in 3GPP LTE release 13 [1]) is one of the most
promising technology with the ability to support a higher
number of users than the available resources. Moreover,
multiple-input multiple-output (MIMO) is another highly
desired technology due to its ability to provide higher data
rate and higher reliability without the need for extra power
or bandwidth [2] [3] . In our previous work, Hybrid MIMO:
A New Transmission Method For Simultaneously Achieving

Spatial Multiplexing and Diversity Gains in MIMO Systems
[4], a novel wireless communication technique combining
both NOMA and MIMO was proposed. In the proposed
model, interference-canceling matrices are multiplied by two
data symbol vectors that are superpositioned at the transmit-
ter before transmission. The interference-canceling matrices
are used to make sure that there is no interference between
the symbols during reception. Moreover, the matrices also
eliminated the use of signal interference canceling (SIC) al-
gorithms, where the receiver simply receives the data without
any processing (i.e, all processing is done at the base station
where processing power is not limited). The technique was
designed to achieve the following properties:

1) Increased data rate: Multiple superimposed symbols
are sent from each antenna at a given time.
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2) Reduced BER: Each data symbol vector is sent from
many different antennas at the same time.

3) Beam-forming capabilities: The same superimposed
signal with interference-canceling matrices is trans-
mitted from many different antennas, therefore, the
transmission can be manipulated to perform beam-
forming towards the MIMO receiver.

4) Low complexity: The proposed system is designed
such that the receiver simply receives the data without
any processing, where all the signal processing and
computations are done at the transmit base station
where power is usually not limited. Therefore, this
communication technique is perfect for IoT applica-
tions with limited power and processing capabilities.

One important property that must be addressed in future
enhanced wireless communication techniques is security.
Wireless security services such as key management and
device authentication are vulnerable to different levels of
attacks, according to [5] [6], the broadcast nature of wire-
less communications makes it vulnerable to eavesdropping,
moreover, [7] states that the lack of physical protective
boundaries makes wireless communication susceptible to at-
tacks. On the other hand, data transmission between the base
station and legitimate users must be secure and robust against
any kind of attack. Therefore, new security techniques must
be implemented. In this work, we analyze and quantify the
security performance of the hybrid MIMO technique, which
was originally proposed in our previous work detailed in [4].

A. BACKGROUND INFORMATION

According to [8], information security correlates with the
following properties:

1) Authentication: This is the verification process of
determining a legitimate user.

2) Integrity: It makes sure that transmitted data from the
transmitter has not been altered when received at the
receiver.

3) Confidentiality: It prevents unauthorized access to pri-
vate data. Mostly symmetric or asymmetric encryption
is used to achieve this security feature.

4) Availability: It allows users to be able to access infor-
mation at any time. Nevertheless, attackers can launch
denial of service (DOS) or distributed denial of service
(DDOS) attacks and interrupt the availability of infor-
mation [9].

Therefore, cryptographic and non-cryptographic tech-
niques have been developed to guarantee wireless secu-
rity [10] and ensure the enumerated properties. Most cryp-
tographic techniques use encryption, which involves the
sharing of public and private keys [11], however, the cur-
rent emergence of supercomputers and quantum comput-
ing highly threatens protection by cryptography because of
their ability to easily decode the keys using the brute-force
method.

On the other hand, physical layer security (PLS) is an
emerging technology, that aims at providing confidentiality
for wireless systems without relying on conventional upper-
layer encryption methods [12]. Security can be achieved via
exploiting the channel characteristics between the legitimate
transmitters and receivers as well as utilizing both the chan-
nel and signal combination processes at the transmitter side.
In the proposed hybrid MIMO model, special interference-
canceling matrices are designed using the randomness and
variation of the channel between the transmitters and the
legitimate receiver and multiplied by user data before trans-
mission, such that the matrices will intelligently cancel the
data symbol vector interference only at the legitimate re-
ceiver. Moreover, the interference-canceling matrices will
completely deteriorate the eavesdropper’s (Eve) signal. In the
literature, various PLS methods have been proposed where
most of the methods mainly depend on exploiting one or
more of the following approaches:

1) The channel variations and its reciprocity with the
assistance of diversity to extract shared secret keys.

2) Space diversity such as MIMO, relays, and large-
scale networks to, for instance: inject artificial noise
(AN), perform pre-coding, and shape antenna patterns
( beam-forming) towards trusted users.

3) Specific features in certain systems such as cyclic pre-
fix, pilots, hardware impairments, and synchronization
to disrupt Eve’s reception.

B. APPLICATIONS
Physical security as a service (PSaaS) is a promising security
technique [13], that for instance, can be applied on mobile
service providers, where users can be charged more for
having strongly secured services. This invention will enable
companies to provide PSaaS for mobile service providers
around the world, where users can be charged extra money
to utilize a highly secured communication platform, which
is impossible to hack. Besides, mobile operators who are
seeking to satisfy their customers by providing them with a
new service to unconditionally secure their important wire-
less applications will benefit.

C. LITERATURE REVIEW
In literature, numerous works have proposed different de-
signs for achieving enhanced security in MIMO. In this
section, recent proposals will be reviewed and their security
performance will be compared with the proposed hybrid
MIMO technique.

Authors in [14] analyze a large scale MIMO (LS-MIMO)
relaying system, where a transmitter tries to send data to a
legitimate user using the LS-MIMO paradigm. Moreover, the
communication is done in the presence of an eavesdropper
who is trying to intercept the information from the relay.
Authors also claim that the benefit of utilizing a large array of
antennas is to improve spectral efficiency and enhance wire-
less security, consequently, authors assert that the challenge
of short-distance interception is addressed. According to the
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authors, the system is modeled under practical conditions,
that is, unknown eavesdropper’s channel state information
(CSI) and an imperfect CSI at the relay, and a secrecy
performance analysis and comparison are done on two relay-
ing techniques (amplify-and-forward (AF) and decode-and-
forward (DF)). Authors conclude that under large transmit
powers AF performs better than DF, both in terms of secrecy
levels and implementation complexity. Fig. 1 depicts the
proposed LS-MIMO model utilizing PSL. 2

of interception signal. Recently, it is found that large-scale
MIMO (LS-MIMO) systems can significantly improve the
transmission performance by utilizing its enormous array gain
[27] [28]. Through deploying hundreds of or even more
antennas, the spatial resolution of the transmit beam can be
very high even with just simple linear precoding methods, e.g.,
maximum ratio transmission (MRT). Then, the information
leakage to the eavesdropper can be quite small, and is negli-
gible if the number of antennas approaches infinity [29]-[31].
In [32], the achievable secrecy sum-rate based on regularized
channel inversion precoding was derived for large-scale MISO
broadcast channels with confidential message. Furthermore,
large-scale MIMO technology together with artificial noise
(AN) was applied in multicell systems to enhanced wireless
security [33]. It was shown that even with a low complexity
random AN shaping scheme, it was possible to provide a
favorite performance.
Again, the CSI at the LS-MIMO transmitter has a great

impact on the secrecy performance. In general, the CSI in
LS-MIMO is obtained by making use of channel reciprocity
of time division duplex (TDD) systems. Due to duplex delay
or pilot contamination, the estimated CSI may be imperfect,
resulting in inevitable performance loss [34]. To the best
of our knowledge, the research on physical layer security
based on LS-MIMO relaying techniques is just beginning,
especially in the case of imperfect CSI. In [35], we ana-
lyzed the secrecy performance of large-scale MIMO relay
in two-hop secure communications with imperfect CSI, and
derived closed-form expressions of secrecy outage capacity
for amplify-and-forward (AF) and decode-and-forward (DF)
relaying protocols, respectively.

B. Main Contributions

In this paper, we focus on performance analysis and compar-
ison of two classic relaying schemes, including amplify-and-
forward (AF) and the decode-and-forward (DF), for physical
layer security in an LS-MIMO relaying system with imper-
fect CSI. The contributions of this paper are summarized as
follows:
1) We are the first to introduce LS-MIMO techniques into
a relaying system, and solve the challenging problem of
short-distance (relay and eavesdropper) interception.

2) We derive explicit expressions of the secrecy outage
capacity for both AF and DF relaying schemes, and
compare their performance under different conditions,
e.g. the CSI accuracy, transmit powers at the source and
the relay, and interception distance.

3) We analyze the asymptotic behavior of secrecy outage
capacity under large transmit power, and obtain some
insights on the secrecy performance as follows:
a) As the transmit power at the source approaches in-
finity, the secrecy outage capacity for both AF and
DF relaying schemes is upper bounded by the same
performance ceiling. The bound is is invariant with
respect to transmit powers, but declines as the inter-
ception distance and the outage probability decrease,
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Fig. 1. An overview of the large-scale MIMO relaying system employing
physical layer security.

and increases as the number of antennas at the relay
adds.

b) As the transmit power at the relay approaches infinity,
the secrecy outage capacity of both AF and DF relaying
schemes tends to zero, but the interception event occurs
with probability 0 and 1, respectively.

c) Under large transmit powers, AF is a better choice than
DF from the perspectives of both secrecy performance
and implementation complexity.

d) Both too low and too high relay transmit powers at
the relay result in poor secrecy performance. There
exits an optimal transmit power at medium regime that
maximizes the secrecy outage capacity.

C. Paper Organization
The rest of this paper is organized as follows. We first give

an overview and system model of the LS-MIMO relaying sys-
tem employing physical layer security in Section II, and then
derive the secrecy outage capacities for AF and DF relaying
schemes with imperfect CSI, and compare their performance
in Section III. In Section IV, we perform asymptotic analysis to
obtain several insights on the secrecy performance. We then
present some simulation results to validate the effectiveness
of the proposed scheme in V. Finally, we conclude the whole
paper in Section VI.
Notations: We use bold upper (lower) letters to denote

matrices (column vectors), (·)H to denote conjugate transpose,
E[·] to denote expectation, ! · ! to denote the L2 norm of
a vector, | · | to denote the absolute value, and (a)+ to
denote max(a, 0). The acronym i.i.d. means “independent
and identically distributed”, pdf means “probability density
function” and cdf means “cumulative distribution function”.

II. SYSTEM MODEL

We consider a time division duplex (TDD) LS-MIMO re-
laying system, including one source, one destination equipped
with a single antenna each and one relay deploying NR

antennas in presence of a passive eavesdropper, as shown in
Fig.1. It is worth pointing out that NR is usually quite large

FIGURE 1. The proposed large-scale multiple input multiple output
utilizing physical layer security [14].

Authors in [15] claim that backscatter wireless commu-
nication is a technique that has recently gained tremendous
attention in low-cost and low-power systems, especially in
passive radio frequency identification (RFID) paradigms.
Moreover, the recent demand for high data rates, data reliabil-
ity, and security which has sparked the development of RFID
systems has motivated the authors to investigate PLS MIMO
FRID paradigms. In their work, authors propose a noise-
injection precoding technique to secure the system while
considering the limited resources of backscatter systems. The
secrecy rate maximization (SRM) of a multi-antenna RFID
system is investigated by optimizing the power supply and
the precoding matrix of the injected artificial noise at the
RFID terminal. Both alternating optimization and sequential
parametric convex approximation methods are examined to
solve the non-convex SRM. According to the authors, the
two methods give similar solutions to the SRM problem.
Moreover, the authors proposed a fast algorithm based on the
projected gradient in order to simulate the limited resources
of the RFID devices. Authors claim that simulation results
indicate that their proposed model is superior in terms of
secrecy rate and computation complexity. Fig. 2 shows the
proposed MIMO backscatter system.

Authors in [16] investigate secure communication in a
massive MIMO system utilizing low-resolution digital-to-
analog converters (DACs), where an artificial signal is si-
multaneously transmitted with a legitimate signal so as to
degrade the quality of the eavesdroppers’ channel. The au-

2

of relevant research has achieved a significant success in
the security of conventional wireless communication systems
[25]–[32]. The main idea of PLS approaches, in addition to
exploiting the randomness inherent to wireless channels [27],
is to manually construct equivalent channels via signal design
and power allocation such that the superiority of the equivalent
legitimate channel to the equivalent wiretap channel can be
established [33]. One of promising approaches is to send an
artificially generated noise to deteriorate the channel condition
of eavesdroppers. This conception of applying artificial noise
(AN) to enhance the secure transmission is first introduced
in [28], and it is further studied in [29]–[32]. These studies
have also been generalized to the cooperative relay system
[33]–[36].
However, there is only little work to study the security of

backscatter systems from the perspective of PLS. In [23], a
physical layer noise injection scheme is proposed to strengthen
the security of backscatter wireless systems under a single-
input single-output (SISO) system setting where all terminals
employ a single antenna, and it is shown that the proposed
approach yields significant performance gains. To the best
of our knowledge, no work has been done on the PLS of a
MIMO backscatter system, even though the MIMO technique
is promising in enhancing the security due to extra spatial
degrees of freedom provided by multiple antennas [29]. Note
that the PLS approaches for the conventional MIMO system
cannot be directly used into the MIMO backscatter system
due to the following two reasons. For one thing, the channel
model of the MIMO backscatter system is quite different
from the conventional one and usually is modeled as the so-
called dyadic backscatter channel [4], which makes it hard
to formulate the considered security problem. For another
thing, the passive backscatter system is typically resource-
constrained and thus requires low-complexity algorithms in
practice. Particularly, the trade-off between secrecy perfor-
mance and computational complexity should be taken into
account in the algorithm design of the MIMO backscatter
system.
Based on the above observations, in this paper we focus

on solving the security issues of a MIMO RFID system from
the perspective of PLS, wherein we take full account of the
resource-constrained nature of RFID devices. The novelty and
main contributions of this paper can be summarized as follows:
1) The MIMO backscatter wireless communication is studied
from the perspective of PLS for the first time and a noise-
injection precoding strategy is proposed to strengthen the
security of the system.

2) The alternating optimization (AO) method and the sequen-
tial parametric convex approximation (SPCA) method are,
respectively, invoked to tackle the non-convex secrecy rate
maximization (SRM) problem. Furthermore, we show an
interesting fact that the two methods are actually equivalent
for our problem.

3) Particularly, a custom-designed algorithm based on pro-
jected gradient (PG) is proposed for fast implementation,
which is especially beneficial to the resource-constrained
RFID device.

4) As a complement, the case where the tag has only a single
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Fig. 1. The MIMO backscatter system, consisting of a RFID reader, a RFID
tag, and a passive eavesdropper.

antenna is studied, and the global optimal solution can be
obtained by one-dimensional search. Moreover, a nullspace
AN design in this case is further proposed, and it is shown
in the simulations that this scheme obtains the secrecy rate
which is close to the optimal one and enjoys an extremely
low computational complexity.
The rest of this paper is organized as follows: In Section

II, we present the system model and develop the formulation
for the achievable secrecy rate of a MIMO RFID backscatter
system. In Section III, we focus on the SRM problem with
a multi-antenna tag, and the equivalence of the AO and
SPCA methods is analyzed. In Section IV, we propose a
fast algorithm to efficiently solve the SRM problem with a
multi-antenna tag. The case where the tag equips with only a
single antenna is studied in Section V. Numerical simulations
and analysis for the proposed schemes and algorithms are
presented in Section VI before the conclusions drawn in
Section VII.
Notations: AT , AH , det(A) and Tr(A) represent the

transpose, Hermitian transpose, determinant and trace of a
matrix A, respectively. I denotes an identity matrix. A ! 0
means thatA is a Hermitian positive semidefinite matrix. E{·}
and (·)! denote the expectation and conjugate, respectively.
y = [x]+ means that yi = max{0, xi} for every i. diag{x}
denotes a diagonal matrix with diagonal elements taken from
vector x. ei denotes a column vector whose the i-th element is
1 and 0 elsewhere. x " CN (µ,!) means that x is a random
vector following a complex circular Gaussian distribution with
mean µ and covariance!. # represents the Hadamard product.

II. SECURE MIMO BACKSCATTER SYSTEM MODEL

Consider a RFID system consisting of a multi-antenna RFID
reader with M transmitting antennas and N receiving anten-
nas, a RFID tag with L antennas, and a passive eavesdropper
with K receiving antennas as shown in Fig. 1. For notational
simplicity, we use the terms “reader” and “tag” as commonly
used in RFID systems hereinafter.

FIGURE 2. The proposed MIMO backscatter paradigm comprising of a
RFID reader, a RFID tag, and a passive eavesdropper [15].

thors utilized 1Bussgang theorem to develop a DAC quanti-
zation model which enabled the analysis of the achievable
secrecy rate of the proposed model. Moreover, the authors
claim that low-resolution DACs exhibited secrecy rate losses
when a fixed power factor is allocated. Also, enhanced per-
formance was observed in some cases such as during low
signal-to-noise ratio (SNR). According to the authors, the
experiment was done to determine whether low-resolution or
high-resolution DACs were needed to enhance the secrecy
rate. Authors conclude that low-resolution DACs resulted in
degraded secrecy levels when optimal power allocation factor
and AN was injected in the null space of the legitimate user
channel. On the other hand, using a random AN and optimal
power allocation causes insignificant changes in the DAC
resolution. Fig. 3 shows the block diagram of the proposed
MIMO model. 5
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Fig. 1. Block diagram of the secure multiuser massive MIMO system.

The rest of this paper is structured as follows. The DAC quantization model, channel model, and two

AN design methods are introduced in Section II. We derive a tight lower bound for the achievable secrecy

rate in Section III assuming low-resolution DACs. Section IV analyzes the effect of various system

parameters on secure communication. Simulation results are presented in Section V, and conclusions are

drawn in Section VI.

Notation: AT , A!, and AH represent the transpose, conjugate, and conjugate transpose of A, re-

spectively. a ! CN (0,!) denotes a circularly symmetric complex Gaussian vector with zero mean

and covariance matrix !. tr{A} denotes the trace of A and diag(A) is a matrix that retains only the

diagonal entries of A. E{·} is the expectation operator. "·"2 denotes the Euclidean norm. a.s.##$ denotes

almost sure convergence. [x]+ = max{0, x} chooses the maximum between 0 and x.

II. SYSTEM MODEL

In this section, we investigate a multiuser massive MIMO security network employing low-resolution

DACs. The DAC quantization model and two AN design methods are introduced.

A. Quantization Model for Low-resolution DACs

It is in general difficult to accurately characterize the quantization error of an arbitrary low-resolution

DAC. Fortunately, an equivalent linear representation has been widely adopted by using the Bussgang

FIGURE 3. Block diagram of the secure multi-user mMIMO paradigm [16].

Authors in [17] also propose an AN aided secure MIMO
wireless communication paradigm. The model is made up

1Bussgang theorem is a theorem of stochastic analysis that states that the
crosscorrelation of a Gaussian signal before and after it has passed through
a nonlinear operation are equal up to a constant
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of an advanced intelligent reflecting surface (IRS), a base
station (BS), a legitimate information receiver (IR), and the
eavesdropper (Eve). The use of IRS and the fitting of other
system components with multiple antennas is to enhance the
security performance of the system. According to the authors,
the secrecy rate is enhanced by jointly optimizing the covari-
ance matrix of AN and transmit precoding (TPC) matrix at
the BS as well as the phase shift at the IRS. Moreover, a
secrecy rate maximization (SRM) problem was formulated
and the block coordinate descent (BCD) algorithm was used
to solve for the coupled variables while keeping the SR
constant. Authors claim that the algorithm is very efficient
because all the variables can be calculated in closed forms.
Moreover, the authors also claim that simulation results indi-
cate that the use of IRS enhances the security of the MIMO
system. Fig. 4 shows the proposed AN-aided MIMO model
utilizing an IRS.

HONG et al.: AN-AIDED SECURE MIMO WIRELESS COMMUNICATIONS VIA IRS 7853

program (QCQP) problem, and the unit modulus con-
straint is handled by the penalty convex-concave proce-
dure (CCP) method [32].

4) The simulation results confirm that on the one hand, the
IRS can greatly enhance the security of an AN-aided
MIMO communication system; on the other hand, the
phase shifts of IRS should be properly optimized. Sim-
ulation results also show that a larger IRS element
number is beneficial to the security performance, and
the properly-selected IRS location is important to reap
the full potential of IRS.

This article is organized as follows. Section II provides
the signal model of an AN-aided MIMO communication
system assisted by an IRS, and the SRM problem formulation.
The SRM problem is reformulated in Section III, where the
BCD-MM algorithm is proposed to optimize the TPC matrix,
AN covariance matrix and phase shifts of IRS. Section IV
extends the SRM problem to a more general scenario of
multiple IRs. In Section V, numerical simulations are given
to validate the algorithm efficiency and security enhancement.
Section VI concludes this article.

Notations: Throughout this article, boldface lower case,
boldface upper case and regular letters are used to denote
vectors, matrices, and scalars respectively. X ! Y is the
Hadamard product of X and Y. Tr (X) and |X| denote the
trace and determinant of X, respectively. CM!N denotes
the space of M " N complex matrices. Re{·} and arg{·}
denote the real part of a complex value and the extraction
of phase information, respectively. diag{·} is the operator for
diagonalization. CN (µ,Z) represents a circularly symmetric
complex gaussian (CSCG) random vector with mean µ and
covariance matrix Z. (·)T, (·)H and (·)" denote the transpose,
Hermitian and conjugate operators, respectively. (·)! stands for
the optimal value, and (·)† means the pseudo-inverse. [·]+ is
the projection onto the non-negative number, i.e, if y = [x]+,
then y = max{0, x}.

II. SIGNAL MODEL AND PROBLEM FORMULATION

A. Signal Model

We consider an IRS-aided communication network shown
in Fig. 1 that consists of a BS, a legitimate IR and an Eve,
all of which are equipped with multiple antennas. The number
of transmit antennas at the BS is NT # 2, and the numbers
of receive antennas at the legitimate IR and Eve are NI # 2
and NE # 2, respectively. To ensure secure transmission from
the BS to the IR, the AN is sent from the BS to interfere the
Eve to achieve the strong security. The BS employs the TPC
matrix to transmit data streams with AN, and the transmitted
signal can be modeled as

x = Vs + n, (1)

where V $ CNT !d is the TPC matrix; the number of data
streams is d % min(NT , NI); the transmitted data towards
the IR is s & CN (0, Id); and n $ CN (0,Z) represents the
AN random vector with zero mean and covariance matrix Z.

Assuming that the wireless signals are propagated in a non-
dispersive and narrow-band way, we model the equivalent

Fig. 1. An AN-aided MIMO secure communication system with IRS.

channels of the BS-IRS link, the BS-IR link, the BS-Eve
link, the IRS-IR link, the IRS-Eve link by the matrices G $
CM!NT , Hb,I $ CNI!NT , Hb,E $ CNE!NT , HR,I $
CNI!M , HR,E $ CNE!M , respectively. The phase shift
coefficients of IRS are collected in a diagonal matrix defined
by ! = diag { !1, · · · , !m, · · · , !M } and !m = ej"m ,
where "m $ [0, 2#] denotes the phase shift of the m-th
reflection element. The multi-path signals that have been
reflected by multiple times are considered to be absorbed and
diffracted, then the signal received at the legitimate IR is given
by

yI = (Hb,I + HR,I!G)x + nI , (2)

where nI is the random noise vector at IR obeying the
distribution nI & CN (0, $2

IINI ). The signal received at the
Eve is

yE = (Hb,E + HR,E!G)x + nE , (3)

where nE is the Eve’s noise vector following the distribution
nE & CN (0, $2

EINE ).
Assume that the BS has acquired the prior information of all

the channel state information (CSI). Then the BS is responsible
for optimizing the IRS phase shifts and sending them back to
the IRS controller through a separate low-rate communication
link such as wireless links [10], [12] or wired lines [33]. The
assumption of perfect CSI knowledge is idealistic, since the
CSI estimation for IRS networks is challenging. However, the
algorithms developed allow us to derive the relevant perfor-
mance upper bounds for realistic scenarios in the presence of
realistic CSI errors. Recently, we have investigated the design
of robust and secure transmission in IRS-aided MISO wireless
communication systems in [34] by considering the statistical
CSI error model associated with the cascaded channels for
the eavesdropper. Its extension to the MIMO scenario will be
studied in our future work.

Upon substituting x into (2), yI can be rewritten as

yI = ĤI(Vs + n) + nI = ĤIVs + ĤIn + nI , (4)

where ĤI
#
= Hb,I + HR,I!G is defined as the equivalent

channel spanning from the BS to the legitimate IR. Then, the

FIGURE 4. An AN-aided MIMO secure communication system using an
intelligent reflective surface [17].

Authors in [18] propose a secure uplink MIMO system
where multiple users are trying to communicate with a
legitimate access point (AP) in the presence of a passive
eavesdropper. According to the authors, a secure paradigm
utilizing space–timeline codes (STLCs) for single-antenna
users was first proposed. This facilitated the noncoherent
detection of the legitimate AP with unknown channel state
information (CSI). Moreover, a two-antenna user system was
formed by combining the proposed STLC system with AN
injection. According to the authors, the injected AN will be
canceled at the legitimate receiver’s terminal while persisting
at the eavesdropper’s terminal, hence causing signal degra-
dation. Moreover, the authors claim that numerical results
indicate that the proposed system outperforms conventional
systems in terms of the sum secrecy rate. Fig. 5 depicts the
proposed MIMO system model.

Other closely related works include PLS for Multi-User
MIMO visible light communication paradigms with general-
ized space shift keying [19], multiuser MIMO concept for
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TABLE I
VARIABLES USED IN THIS ARTICLE

Notation: A!, AT , AH , and "A"F denote the complex con-
jugate, the transposition, the complex conjugate transposition,
and the Frobenius norm of a matrix A, respectively; "a" is the
2-norm of vector a; for a square matrix B, tr(B) and |B|
represent the trace and determinant operators; IN means an
N-by-N identity matrix; 0 represents a vector or a matrix with
all zero elements; RM#N and CM#N are the sets composed of
M-by-N real- and complex-valued matrices, respectively; and
E[·] denotes the expectation operator. In addition, the variables
used in this article are summarized as Table I.

II. SYSTEM MODEL

As shown in Fig. 2, we consider a MIMO wireless com-
munication link composed of a legitimate AP (Bob) with two
antennas, a passive eavesdropper (Eve) with two antennas, and
K users with M antennas, where M $ {1, 2}. We assume that the
passive eavesdropper only receives signals from nearby devices
and transmits no signal to hide wiretapping. {Hk $ C2#M}
describe main channels from users to Bob, and {Gk $ C2#M}
denote eavesdropper channels from users to Eve, and the chan-
nels Hk and Gk are modeled as flat fading. We assume that the
channels among different users are independent, and also that the
main channel Hk is independent of the eavesdropper channel
Gk. Moreover, it is assumed that the DL and UL channels are
reciprocal in both main and eavesdropping links.

Fig. 3 describes two frame structures based on time-division
duplexing (TDD) and time-division multiplexing (TDM) to

Fig. 2. System model composed of K users with M antennas, a legitimate
access point (AP) with two antennas, and an eavesdropper with two antennas.

Fig. 3. Time division duplexing between Bob and K users, (a) when frame
structure 1 is used and (b) when frame structure 2 is used.

exchange data between the users and Bob. It is assumed that
a DL block includes pilot symbols and a DL payload, and
that a UL block has only a UL payload without a pilot for
secure transmission. For simplicity, we assume that the UL
block duration is identical to all users. In frame structure 1,
K users sequentially transmit a UL block as soon as receiving a
DL block, based on TDD and TDM. In frame structure 2, Bob
periodically transmits a DL block during the DL transmission
interval denoted as “DL,” and K users transmit UL data blocks
through TDM during the UL transmission interval denoted as
“UL” in Fig. 3(b). Define the frame duration as T. L users
contiguously transmit UL blocks between two consecutive DL
blocks, and DL blocks are conveyed K

L times per frame. Also,
define a subframe composed of a DL block and L UL blocks
whose duration is LT

K . Suppose that TDL and TUL are time
intervals for transmission of one DL and UL block, respectively.
When UL and DL transmission intervals are denoted as !T and
(1 % !)T for 0 < ! < 1, respectively, ! = TUL

TDL+TUL
for frame

structure 1 and ! = LTUL

TDL+LTUL
for frame structure 2.

We consider a communication scenario where confidential
and/or proprietary information is transferred from user k to Bob
in the UL, while the pilot and normal data are carried on the DL.
It is assumed that the DL pilot and data are perfectly transferred
to users without active attacks such as jamming and spoofing.
A block fading channel model is used for Hk and Gk, i.e., the
channel gains are constant during a block and then changed to
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FIGURE 5. System model composed of K users with M antennas, a
legitimate access point (AP) with two antennas, and an eavesdropper
with two antennas [18].

PLS in Multibeam satellite systems [20], and NOMA and
massive MIMO assisted PLS using artificial noise precoding
[21].

D. MOTIVATION

Security is a major concern in current and future IoT devices
[22] [23]. In conventional downlink power domain NOMA
(PD-NOMA) for instance, the near user always fully decodes
the information of the far user so as to obtain its own
data. This may have been a contributing factor to the recent
exclusion of PD-NOMA as a work item in 3GPP release
17 due to performance issues [24]. In MIMO technology,
total security is also highly desired, especially since there
is a high probability that MIMO will be widely adopted
in many areas of future wireless communication paradigms.
Therefore, considering that there is a high probability that
NOMA and MIMO will be the leading wireless commu-
nication techniques in the near future due to their many
advantages, this work combines the two technologies and
provides a solution to one of the biggest concerns hindering
the full deployment of IoT devices, security.

The remaining parts of this work are organized as shown
in Table 1:

TABLE 1. Paper organization

II. Proposed system model

III. Proposed Algorithm
A) Signal at antenna 1
B) Signal at antenna 2
C) Signal at EVE
D) Design of interference-

canceling matrices
E) Design system for diversity

IV. Performance analysis V. Simulation results and discussions
VI. Advantages of proposed

model VII. Conclusion and future works
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Nomenclature

AN : Artificial Noise
AF : Amplify-and-Forward
AWGN : Additive white Gaussian noise
AP : Access Point
BER : Bit Error Rate
BCD : Block Coordinate Descent
CSI :Channel State Information
DF :Decode-and-Forward
DAC : Digital to Analog Converter
LTE : Long-Term Evolution
LS−MIMO : large scale MIMO
MIMO : Multiple Input Multiple Output
MUST : Multi-User Superposition Transmission
OFDM : Orthogonal Frequency Division Multiplexing
PAPR : Peak to Average Power Ratio
PD−NOMA : Power Domain Non-Orthogonal Multiple
Access
PLS : Physical Layer Security
PSaaS : Physical Security as a Service
RFID : Radio Frequency Identification
SISO : Single Input Single Output
SNR : Signal to Noise Ratio
STLC : Space-Time Line Code
SRM :Secrecy Rate Maximization
TPC :Transmit Precoding
ZF : Zero-Forcing

II. THE MIMO SYSTEM MODEL
The proposed hybrid MIMO technique can be designed to
utilize many transmit and receive antennas, nevertheless,
this MIMO model is designed such that two transmit and
two receive antennas are used for simplicity purposes. In
the proposed system, a legitimate MIMO transmitter with
two antennas is trying to communicate with a legitimate
MIMO receiver with two receive antennas in the presence
of a single-antenna eavesdropper as shown in Fig. 6. In the
figure, the frequency channel response is considered to be
slowly varying multi-path Rayleigh fading and exponentially
decaying. The channel is indicated by Hkm, where, Hkm is
the diagonal channel frequency response between transmit
antenna m and receive antenna k. It is also assumed that the
transmitter has no knowledge of the passive eavesdropper’s
channel.

III. PROPOSED ALGORITHM
This work explores the use of interference-canceling ma-
trices used to enhance the security and reliability of future
wireless communications at the physical layer level where
the matrices are multiplied by user data symbol vectors,
superimposed then transmitted. The user receives their data
securely and without performing any processing at the re-
ceiver. This security technique is highly desired for devices
that have limited processing abilities at the receiver (such

as IoT devices). The system is designed such that there are
two simultaneous transmissions of the same signal from two
different antennas. The interference-canceling matrices are
calculated and multiplied by the users’ signal during each
transmission. The downlink transmission from two different
antennas is to ensure different channels, consequently en-
abling the design of the interference-canceling matrices (P1,
P2, P3, and P4) to guarantee secure and reliable commu-
nications against eavesdroppers. The frequency response of
each OFDM symbol for user data at antenna 1 and 2 (Tx1 and
Tx2) can be represented as x(n) = [x0,x1, . . . ,x(Nf−1)]
where Nf is the total number of modulated symbols in one
OFDM block, and x(n) ∈ C [Nf×1].

As previously stated, the interference-canceling matrices
will protect the signal against both internal and external at-
tacks/eavesdropping. These are the main categories of attack-
ers in any communication system. An internal eavesdropper
is a legitimate user who receives data intended for another
user, for instance, in Fig. 6 Rx1 receives data intended for Rx2
or Rx2 receives data intended for Rx1. On the other hand, an
external eavesdropper is not on the legitimate users’ set, for
example, in Fig. 6 Eve is outside the network, but is still able
to receive the signal from the transmitter.

The steps for designing the interference-canceling matri-
ces for the proposed algorithm are presented in the sub-
sequent discussions. On the basis of the proposed algo-
rithm, the superimposed transmitted signal from Tx1 with the
interference-canceling matrices is given as:

u1 = P1x1 +P2x2. (1)

Likewise, the superimposed signal from Tx2 with the
interference-canceling matrices is given as:

u2 = P3x1 +P4x2, (2)

where x1 and x2 are data symbol vectors in frequency
domain intended for the user, with the total power divided
equally between them, while P1, P2, P3, and P4 in (1) and
(2) are specially designed interference-canceling matrices
based on the channel of authorized nodes. The interference-
canceling matrices will make sure that the interference be-
tween the transmitted symbols is prevented only at the le-
gitimate receiver, simultaneously making the signals more
reliable and secure, while completely degrading the signal
at the eavesdropper. The details about the received signal at
Rx1, Rx2, and Eve will be explained in the following subsec-
tions. Afterward, the details about designing the interference-
canceling matrices will also be explained.

A. SIGNAL AT RECEIVER ANTENNA 1 (RX1)
The total received signal in frequency domain at Rx1 from
Tx1 and Tx2 is given as:

ŷ1 = y11 + y12 + z1, (3)

where z1 is the additive white Gaussian noise (AWGN) and
y11 = H11u1 and y12 = H12u2. H11 and H12 are the
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FIGURE 6. The general system model of the proposed hybrid multiple input multiple out system.

frequency response of the channel between Tx1 and Rx1, and
Tx2 and Rx1 respectively.
y11 and y12 are the received signals at Rx1 from simulta-

neous transmission through Tx1 and Tx2 respectively. After
substituting the values of y11 and y12, the combined signal
is as follows:

ŷ1 = H11u1 +H12u2 + z1. (4)

Substituting the values of u1 and u2 from (1) and (2) and
simplifying, results in:

ŷ1 = H11(P1x1 +P2x2) +H12(P3x1 +P4x2) + z1,
(5)

Simplifying (5) results in:

ŷ1 = (H11P1 +H12P3)x1 + (H11P2 +H12P4)x2+z1.(6)

The first term in (6) is the desired term with respect to Rx1,
while the remaining terms are undesired. The interference-
canceling matrices will ensure that the undesired terms as
well as the channel effects are removed and canceled at Rx1
and that Rx1 only receives their intended signal.

B. SIGNAL AT RECEIVER ANTENNA 2 (RX2)
Likewise, the received signal at Rx2 from simultaneous signal
transmission from Tx1 and Tx2 is given as:

ŷ2 = y21 + y22 + z2, (7)

where z2 is the AWGN and y21 = H21u1, and
y22 = H22u2. H21 and H22 are the frequency response
of the channel between Tx1 and Rx2 and Tx2 and Rx2
respectively.

y21 and y22 are received signals at Rx2 after simultaneous
transmission from Tx1 and Tx2. After substituting the values
of y21 and y22 to (7), the combined signal is calculated as:

ŷ2 = H21u1 +H22u2 + z2. (8)

Substituting u1 and u2 from (1) and (2) to (8) results in
the (9).

ŷ2 = H21(P1x1 +P2x2) +H22(P3x1 +P4x2) + z2.
(9)

Simplifying (9) results in (10).

ŷ2 = (H21P1 +H22P3)x1 + (H21P2 +H22P4)x2+z2.(10)

The second term in (10) is the desired term with respect
to Rx2, while the other terms are not desired. Similarly, the
interference-canceling matrices will ensure that Rx2 receives
only its own data. (i.e, no internal eavesdropping).

C. RECEIVED SIGNAL AT EVE
For the case of the eavesdropper (Eve), the total received
signal from Tx1 and Tx2 is

ŷ3 = y31 + y32 + z3. (11)

where z3 is the AWGN, y31 = H31u1 and y32 = H32u2

are the total received signals at Eve from transmission an-
tenna Tx1 and antenna Tx2 respectively. H31 and H32 are
the respective frequency response of the channel between Tx1
and Eve, and Tx2 and EVE. After substituting the values of
y31 and y32, the combined signal is presented as:

ŷ3 = H31u1 +H32u2 + z3. (12)
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Substituting the values of u1 and u2 from (1) and (2) to
(12) results in (13).

ŷ3 = H31(P1x1 +P2x2) +H32(P3x1 +P4x2) + z3.
(13)

Simplifying (13) results in (14).

ŷ3 = (H31P1 +H32P3)x1 + (H31P2 +H32P4)x2+z3.(14)

For Eve, both first and second terms of (14) are desired,
because Eve will desire to illegally obtain both x1 and x2.
Nevertheless, as it can be observed from (14) it is extremely
difficult for Eve to cancel the interference of x1 and x2,
moreover, the use of the interference-canceling matrices dur-
ing transmission makes it impossible for Eve to decode the
signals because the matrices are unknown to Eve.

D. DESIGNING THE INTERFERENCE-CANCELING
MATRICES
Interference-canceling matrices P1, P2, P3, and P4 must be
designed such that they will secure user data against internal
and external eavesdropping. The design procedure of P1 and
P3 is as follows. Firstly, to remove the effect of the channel at
Rx1, the first term in (6) should be equal to an identity matrix
as shown below:

H11P1 +H12P3 = I. (15)

Moreover, to cancel the interference caused by the signal
sent toRx1 on the signal sent to Rx2, the first term in equation
(10) should be zero as shown below:

H21P1 +H22P3 = 0. (16)

Equations (15) and (16) are jointly solved to get the values
of the interference-canceling matrices P1 and P3 as follows:

P1 =
−H22

(H12H21 −H11H22)
. (17)

P3 =
H21

(H12H21 −H11H22)
. (18)

Likewise, to design P2 and P4, similar steps will be
followed as earlier explained. To remove the effect of the
channel at Tx2, the second term in equation (10) should be
equal to an identity matrix as shown below:

H21P2 +H22P4 = I. (19)

Moreover, to cancel the interference caused by the signal for
Rx2 on the signal for Rx1, the second term should be zero in
(6) as shown below:

H11P2 +H12P4 = 0. (20)

Equations (19) and (20) can be jointly solved to get the
values of interference-canceling matrices as follows:

P2 =
−H12

(H11H22 −H12H21)
. (21)

P4 =
H11

(H11H22 −H12H21)
. (22)

The values of the interference-canceling matrices P1, P2,
P3, and P4 given in equations (17), (21), (18), and (22)
respectively, will be used in the simultaneous transmission
of superimposed user data to make sure that the user will
get reliable and secure signals protected from internal and
external attacks.

E. INTERFERENCE-CANCELING MATRICES FOR
DIVERSITY
To improve the performance of the proposed system over the
fading channels, diversity performance can also be achieved
by equating (15) to |H11|2 + |H12|2 instead of the identity
matrix. Therefore P1 and P3 becomes:

P1 =
−H22(|H11|2 + |H12|2)
(H12H21 −H11H22)

. (23)

P3 =
H21(|H11|2 + |H12|2)
(H12H21 −H11H22)

. (24)

Similarly, (19) is equated to |H21|2 + |H22|2 instead of
the identity matrix. Therefore, P2 and P4 becomes:

P2 =
−H12(|H21|2 + |H22|2)
(H11H22 −H12H21)

. (25)

P4 =
H11(|H21|2 + |H22|2)
(H11H22 −H12H21)

. (26)

Using (23), (24), (25), and (26) as the interference-
canceling matrices in (1) and (2) allows the proposed model
to achieve diversity performance as well as provide absolute
security against any external or internal attacks.

IV. PERFORMANCE ANALYSIS
The proposed security technique protects the novel hybrid
MIMO system against any kind of eavesdropper without wor-
rying about its computing power. Therefore, to analyze the
security performance of the proposed technique we also an-
alyze the signal received at the eavesdropper. As observed in
(14), the eavesdropper is interested in acquiring data intended
for the first (Rx1) and second (Rx2) receive antennas of
the proposed hybrid MIMO model. Therefore, both the first
and second terms of (14) are of interest to the eavesdropper.
Hence, the signal to interference ratio at Eve’s terminal trying
to obtain information deliberated to Rx1 is calculated as:

SINRe1 =
(H31P1 +H32P3)x1

(H31P2 +H32P4)x2 + z3
, (27)

where z3 is the channel noise. Similarly, the relevant signal to
interference ratio at the eavesdropper’s terminal for listening
to the signal intended for Rx2 is given as:

SINRe1 =
(H31P2 +H32P4)x2

(H31P1 +H32P3)x1 + z3
. (28)
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Analyzing (27) and (28), it can be observed that there is
high interference, evident by the size of the denominator of
the equations. Moreover, interference-canceling matrices P1,
P2,P3, and P4 which are unknown to Eve, severely degrade
the signal at Eve, hence making it impossible for Eve to listen
to Bob, consequently making the proposed hybrid MIMO
model secure.

V. SIMULATION RESULTS AND DISCUSSIONS
In this section, simulation results of the proposed model
are discussed by analyzing and comparing the information
accessed by the legitimate user and the eavesdroppers.
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FIGURE 7. Bit error rate (BER) of the proposed algorithm in comparison
with other conventional MIMO models.

Fig. 7 shows the BER of the proposed algorithm in com-
parison to conventional MIMO models. Rx1 shows the BER
at the first receiver antenna while Rx2 is the BER at the
second receiver antenna. Moreover, User shows the total
BER of the user with two antennas utilizing the proposed
algorithm. EVE-Rx1 and EVE-Rx2 are the BER of EVE
trying to decode data intended for Rx1 and Rx2 respectively.
As it can be observed, the BER of Eve is completely random,
this means that Eve will never be able to get the informa-
tion intended for the legitimate user. Moreover, the figure
also depicts the theoretical BER of a single input single
output (SISO) model (theory (nTx=1,nRx=1)) and a two-
output two-input MIMO simulation model with zero-forcing
(ZF) (sim (nTx=2,nRx=2, ZF)). As it can be observed, the
proposed MIMO model performs much better than the con-
ventional MIMO model utilizing ZF. Moreover, the proposed
model is much safer compared to all the models. The figure
also shows the BER performance of the legitimate user
and Eve when the system is designed to enhance diversity
performance. Results indicate that the BER of the legitimate
user slightly degrades, however, the BER of the eavesdropper
remain extremely low.

Fig. 8 depicts the throughput of the proposed model
under different signal-to-noise ratio (SNR) values. Rx1
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FIGURE 9. Packet error rate (PER) of the proposed MIMO model.

and Rx2 are the throughputs of the first and second re-
ceiver antennas respectively. Moreover, Rx1 − to − EVE
and Rx2 − to − EVE are the throughputs of Eve receiving
the data intended for the legitimate MIMO receiver first
(Rx1) and second (Rx2) antennas respectively. As it can
be observed, the rate of throughput for both Rx1 and Rx2 is
very high, while Eve’s throughput rate is very low. Moreover,
it can also be observed that the throughput of the system
designed for diversity has better throughput at lower SNR
levels.

Fig. 9 shows the packet error rate (PER) of the proposed
algorithm. Rx1 and Rx2 are the PER of the first and sec-
ond antenna of the legitimate receiver respectively, while
Rx1 − to − EVE and Rx2 − to − EVE are the PER of
Eve eavesdropping on Rx1 and Rx2 respectively. The graph
further emphasizes the security provided by the interference-
canceling matrices where Eve’s BER is completely degraded.

Fig. 10 analyzes the BER of Eve with respect to the
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distance from Bob. Since the proposed technique uses the
user’s channel variation to secure the data, it is logical to
conclude that if the eavesdropper is close enough to the user,
then the eavesdropper will be able to decipher the secured
signal2. However, the figure indicates that even when Eve is
very close to Bob, Eve’s BER is still extremely degraded,
some improvements can be observed as the distance between
Bob and Eve decrease, but generally, Eve will still not be
able to acquire the secured information. This is primarily due
to the use of signal-interference canceling matrices P1, P2,
P3, and P4).

The secrecy capacity (Cs) of a system characterizes the
fundamental limits of secure communication over a noisy
channel. According to [25], Cs is the main security metric
in physical layer security, which is used to measure the
largest amount of information that can be confidentially
communicated between a legitimate transmitter and receiver.
Moreover, the secrecy capacity is calculated by finding the
difference between the capacity of the legitimate user (Bob)
and the eavesdropper (Eve) as shown in (29).

Cs = Cb − Ce (29)

Where, Cb = B · log2(1 + sig_at_Bob
Noise_at_Bob ) and Ce =

B · log2(1 + sig_at_Eve
Noise_at_Eve ) are the capacity at Bob and Eve

respectively, and B is the bandwidth. Fig. 11 depicts the
secrecy capacity of the proposed model as calculated using
(29). As it can be observed the secrecy capacity exponentially
increases as the signal-to-noise ratio increases.

VI. ADVANTAGES OF THE PROPOSED SYSTEM
In this section, the main advantages of the proposed hybrid
MIMO paradigm depicted in Fig. 6 are enumerated:

2Channel characteristics are determined by the environment between a
transmitter and a receiver, where each channel is unique. However, the less
the distance between two channels the more analogues they are.
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FIGURE 11. Secrecy capacity of the proposed hybrid multiple input
multiple output (MIMO) system.

1) Low complexity: It is structurally simple but very
effective, and it does not need to be supported by com-
plicated transceiver architectures. More importantly, it
does not require any changes or extra processing at the
receiver side thanks to the proper design of the added
interference-canceling matrices.

2) Low power: Since no extra processing is required
at the receiver, there is no use of high-power during
communication which usually is a big consumer of
energy in conventional systems. All the processing is
done at the base station.

3) High security: The use of interference-canceling ma-
trices (P1, P2, P3, and P4) on the transmitted user
signal ensures that the signal can only be received at
the legitimate user and is completely degraded at the
eavesdropper, hence providing complete secrecy.

4) It can provide secrecy in one of the most challenging
scenarios, where there is no spatial degree of freedom
(no null-space) and the channel is flat fading (i.e., no
much randomness).

5) The maximum benefit and best operating condition of
the proposed scheme can be obtained when it is used
with OFDM-based waveforms over dispersive chan-
nels. This is due to two reasons: 1) the interference-
canceling matrices’ (P1, P2, P3, and P4) randomness
becomes not only a function of the generated signal at
the source but also of the dispersive channel random-
ness. 2) the possibility of redesigning the matrices to
solve some of the major drawbacks of OFDM.

VII. CONCLUSION AND FUTURE WORKS
In this work, the security performance of the hybrid MIMO
technique is analyzed and quantified, where interference-
canceling matrices are employed to secure wireless com-
munication. Interference-canceling matrices P1, P2, P3,and
P4 are uniquely designed from channel characteristics and
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multiplied by the user data before superposition and si-
multaneous transmission from the two transmit antennas.
Simulation results indicate that the proposed hybrid MIMO
model has better BER performance than conventional MIMO
models and more importantly, provides complete security
against internal and external eavesdroppers. In the future,
a massive MIMO system serving many users utilizing the
proposed algorithm will be implemented.
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